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Abstract : As the mechanism which converts domains to internet protocol (IP) addresses, Domain Name System (DNS) is an
essential part of internet usage. It was not designed securely and can be subject to attacks. DNS attacks have become more
frequent and sophisticated and the need for detecting and preventing them becomes more important for the modern network.
DNS tunnelling attacks are one type of attack that are primarily used for distributed denial-of-service (DDoS) attacks and data
exfiltration. Discussion of different techniques to detect and prevent DNS tunneling attacks is done. The methods, models,
experiments, and data for each technique are discussed. A proposal about feasibility is made. Future research on these topics
is proposed.
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