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Abstract : For the problems in intelligent network anomaly traffic detection models, such as low detection accuracy caused by
the lack of training samples, poor effect with small sample attack detection, a classification model enhancement method, F-
ACGAN(Flow Auxiliary Classifier Generative Adversarial Network) which introduces generative adversarial network and
adversarial training, is proposed to solve these problems. Generating adversarial data with category labels could enhance the
training effect and improve classification accuracy and model robustness. FACGAN consists of three steps: feature preprocess,
which includes data type conversion, dimensionality reduction and normalization, etc.; A generative adversarial network model
with feature learning ability is designed, and the sample generation effect of the model is improved through adversarial
iterations between generator and discriminator. The adversarial disturbance factor of the gradient direction of the
classification model is added to improve the diversity and antagonism of generated data and to promote the model to learn
from adversarial classification features. The experiment of constructing a classification model with the UNSW-NB15 dataset
shows that with the enhancement of FACGAN on the basic model, the classification accuracy has improved by 8.09%, and the
score of F1 has improved by 6.94%.
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