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Abstract : Precision agriculture uses a number of technologies, devices, protocols, and computing paradigms to optimize
agricultural processes. Big data, artificial intelligence, cloud computing, and edge computing are all used to handle the huge
amounts of data generated by precision agriculture. However, precision agriculture is still emerging and has a low level of
security features. Furthermore, future solutions will demand data availability and accuracy as key points to help farmers, and
security is important to build robust and efficient systems. Since precision agriculture comprises a wide variety and quantity of
resources, security addresses issues such as compatibility, constrained resources, and massive data. Moreover, conventional
protection schemes used in the traditional internet may not be useful for agricultural systems, creating extra demands and
opportunities. Therefore, this paper aims at reviewing state of the art of precision agriculture security, particularly in open
field agriculture,  discussing its  architecture,  describing security issues,  and presenting the major challenges and future
directions.
Keywords : precision agriculture, security, IoT, EIDE
Conference Title : ICHITSS 2022 : International Conference on Health Information Technology and Security Systems
Conference Location : Beijing, China
Conference Dates : October 06-07, 2022

World Academy of Science, Engineering and Technology
International Journal of Health and Medical Engineering

Vol:16, No:10, 2022

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 H
ea

lth
 a

nd
 M

ed
ic

al
 E

ng
in

ee
rin

g 
Vo

l:1
6,

 N
o:

10
, 2

02
2 

pu
bl

ic
at

io
ns

.w
as

et
.o

rg
/a

bs
tr

ac
ts

/1
53

86
1.

pd
f

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 16(10) 2022 1

https://publications.waset.org/abstracts/153861.pdf

