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Abstract :  Cyber threat intelligence assists organizations in understanding the threats they face and helps them make
educated decisions on preparing their defenses. Sharing of threat intelligence and threat information is increasingly leveraged
by  organizations  and  enterprises,  and  various  software  solutions  are  already  available,  with  the  open-source  malware
information sharing platform (MISP) being a popular one. In this work, a methodology for the production of cyber threat
intelligence using the threat information stored in MISP is proposed. The methodology leverages the discipline of social
network analysis and the diamond model, a model used for intrusion analysis, to produce cyber threat intelligence. The
workings are demonstrated with a case study on a production MISP instance of a real organization. The paper concluded with a
discussion on the proposed methodology and possible directions for further research.
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