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Abstract : Security for applications is always been a keen issue of concern. In general, security is to allow access of grant to
legal user or to deny non-authorized access to the system. Shoulder surfing is an observation technique to hack an account or
to enter into a system. When a malicious observer is capturing or recording the fingers of a user while he is entering sensitive
inputs (PIN, Passwords etc.) and may be able to observe user’s password credential. It is very rigorous for a novice user to
prevent himself from shoulder surfing or unaided observer in a public place while accessing his account. In order to secure the
user account, there are five factors of authentication; they are: “(i) something you have, (ii) something you are, (iii) something
you know, (iv) somebody you know, (v) something you process”. A technique has been developed of fifth-factor authentication
“something you process” to provide novel approach to the user. In this paper, we have applied position based operational code
authentication in such a way to more easy and user friendly to the user.
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