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Abstract : Obfuscation is one of the most useful tools to prevent network compromise. Previous research focused on the
obfuscation of the network communications between external-facing edge devices. This work proposes the use of two edge
devices, external and internal facing, which communicate via private IPv4 addresses in a software-defined pseudo-random IP
hopping.  This methodology does not require additional  IP addresses and/or resources to implement.  Statistical  analyses
demonstrate that the hopping surface must be at least 1e3 IP addresses in size with a broad standard deviation to minimize the
possibility of coincidence of monitored and communication IPs. The probability of breaking the hopping algorithm requires a
collection of at least 1e6 samples, which for large hopping surfaces will take years to collect. The probability of dropped
packets is controlled via memory buffers and the frequency of hops and can be reduced to levels acceptable for video
streaming. This methodology provides an impenetrable layer of security ideal for information and supervisory control and data
acquisition systems.
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