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Abstract : The attack surface on computing devices is becoming very sophisticated, driven by the sheer increase of
interconnected devices, reaching 50B in 2025, which makes it easier for adversaries to have direct access and perform well-
known physical attacks. The impact of increased security vulnerability of electronic systems is exacerbated for devices that are
part of the critical infrastructure or those used in military applications, where the likelihood of being targeted is very high. This
continuously evolving landscape of security threats calls for a new generation of defense methods that are equally effective and
adaptive. This paper proposes an intelligent defense mechanism to protect from physical tampering, it consists of a tamper
detection system enhanced with machine learning capabilities, which allows it to recognize normal operating conditions,
classify known physical attacks and identify new types of malicious behaviors. A prototype of the proposed system has been
implemented, and its functionality has been successfully verified for two types of normal operating conditions and further four
forms of physical attacks. In addition, a systematic threat modeling analysis and security validation was carried out, which
indicated the proposed solution provides better protection against including information leakage, loss of data, and disruption of
operation.
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