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Abstract : One of the main issues in system security is Authentication. Authentication can be defined as the process of
recognizing the user's identity and it is the most important step in the access control process to safeguard data/resources from
being accessed by unauthorized users. The static method of authentication cannot ensure the genuineness of the user. Due to
this reason, more innovative authentication mechanisms came into play. At first two factor authentication was introduced and
later, multi-factor authentication was introduced to enhance the security of the system. It also had some issues and later,
adaptive authentication was introduced. In this research paper, the design of an adaptive authentication engine was put
forward. The user risk profile was calculated based on the user parameters and then the user was challenged with a suitable
authentication method.
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