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Abstract : In recent years, the emerging network worms and attacks have distributive characteristics, which can spread
globally in a very short time. Security management crossing networks to co-defense network-wide attacks and improve the
efficiency of security administration is urgently needed. We propose a hierarchical distributed network security management
system (HD-NSMS), which can integrate security management across multiple networks. First, we describe the system in
macrostructure and microstructure; then discuss three key problems when building HD-NSMS: device model, alert mechanism,
and  emergency  response  mechanism;  lastly,  we  describe  the  implementation  of  HD-NSMS.  The  paper  is  valuable  for
implementing NSMS in that it derives from a practical network security management system (NSMS).
Keywords : network security management, device organization, emergency response, cross-network
Conference Title : ICCNS 2021 : International Conference on Computer Networks and Security
Conference Location : Berlin, Germany
Conference Dates : May 20-21, 2021

World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering

Vol:15, No:05, 2021

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 C
om

pu
te

r a
nd

 In
fo

rm
at

io
n 

En
gi

ne
er

in
g 

Vo
l:1

5,
 N

o:
05

, 2
02

1 
pu

bl
ic

at
io

ns
.w

as
et

.o
rg

/a
bs

tr
ac

ts
/1

36
74

3.
pd

f

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 15(05) 2021 1

https://publications.waset.org/abstracts/136743.pdf

