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Abstract : This article introduces disposable identities, with reference use cases and explores possible technical approaches.
The proposed approach, when fully developed as an open-source toolkit, enables developers of mobile or web apps to employ a
self-sovereign identity and data privacy framework, in order to rebuild trust in digital services by providing greater
transparency, decentralized control, and GDPR compliance. With a user interface for the management of self-sovereign
identity, digital authorizations, and associated data-driven transactions, the advantage of Disposable Identities is that they may
also contain verifiable data such as the owner’s photograph, official or even biometric identifiers for more proactive prevention
of identity abuse. These Disposable Identities designed for decentralized privacy management can also be time, purpose and
context-bound through a secure digital contract; with verification functionalities based on tamper-proof technology.

Keywords : dentity, trust, self-sovereign, disposable identity, privacy toolkit, decentralised identity, verifiable credential,
cybersecurity, data driven business, PETs, GDPRdentity, trust, self-sovereign, disposable identity, privacy toolkit, decentralised
identity, verifiable credential, cybersecurity, data driven business, PETs, GDPRI

Conference Title : ICPDP 2021 : International Conference on Personal Data Protection

Conference Location : Athens, Greece

Conference Dates : October 21-22, 2021

Open Science Index, Law and Political Sciences Vol:15, No:10, 2021 publications.waset.org/abstracts/136294.pdf

International Scholarly and Scientific Research & Innovation 15(10) 2021 1 ISNI:0000000091950263


https://publications.waset.org/abstracts/136294.pdf

