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Abstract : This paper discusses the continued infringement and exploitation of data by non-state actors for destructive
purposes, emphasizing radical terrorist organizations. It will discuss how terrorist organizations access and use data to foster
their nefarious agendas. It further examines how cybersecurity, designed as a tool to curb data exploitation, is ineffective in
raising global citizens' concerns about how their data can be kept safe and used for its acquired purpose. The study
interrogates several policies and data protection instruments, such as the Data Protection Act, Cyber Security Policies,
Protection of Personal Information(PPI) and General Data Protection Regulations (GDPR), to understand data use and storage
in democratic states. The study outcomes point to the fact that international cybersecurity and cybercrime legislation, policies,
and conventions have not curbed violations of data access and use by radical terrorist groups. The study recommends ways to
enhance cybersecurity and reduce cyber risks using democratic principles.
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