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Abstract : Cybercrime is a new category of crime which poses a different challenge for crime investigators and incident
responders. Attackers can mask their identities using a suite of tools and with the help of the deep web, which makes them
difficult to track down. Scouring the deep web manually takes time and is inefficient. There is a growing need for a tool to
scour the deep web to obtain useful evidence or intel automatically. In this paper, we will explain the background and
motivation behind the research, present a survey of existing research on related tools, describe the design of our own
crime/threat intelligence hunting tool prototype, demonstrate its capability with some test cases and lastly, conclude with
proposals for future enhancements.
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