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Abstract : Network security is role of the ICT environment because malicious users are continually growing that realm of
education, business, and then related with ICT. The network security contravention is typically described and examined
centrally based on a security event management system. The firewalls,  Intrusion Detection System (IDS),  and Intrusion
Prevention System are becoming essential to monitor or prevent of potential violations, incidents attack, and imminent threats.
In this system, the firewall rules are set only for where the system policies are needed. Dataset deployed in this system are
derived from the testbed environment. The traffic as in DoS and PortScan traffics are applied in the testbed with firewall and
IDS implementation. The network traffics are classified as normal or attacks in the existing testbed environment based on six
machine learning classification methods applied in the system. It is required to be tested to get datasets and applied for DoS
and PortScan. The dataset is based on CICIDS2017 and some features have been added. This system tested 26 features from
the applied dataset. The system is to reduce false positive rates and to improve accuracy in the implemented testbed design.
The system also proves good performance by selecting important features and comparing existing a dataset by machine
learning classifiers.
Keywords : false negative rate, intrusion detection system, machine learning methods, performance
Conference Title : ICITEE 2021 : International Conference on Information Technology and Electrical Engineering
Conference Location : Melbourne, Australia
Conference Dates : February 01-02, 2021

World Academy of Science, Engineering and Technology
International Journal of Electrical and Information Engineering

Vol:15, No:02, 2021

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 E
le

ct
ric

al
 a

nd
 In

fo
rm

at
io

n 
En

gi
ne

er
in

g 
Vo

l:1
5,

 N
o:

02
, 2

02
1 

pu
bl

ic
at

io
ns

.w
as

et
.o

rg
/a

bs
tr

ac
ts

/1
33

09
1.

pd
f

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 15(02) 2021 1

https://publications.waset.org/abstracts/133091.pdf

