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Abstract : There is a need to hide information along the superhighway. Today, information relating to the survival of
individuals, organizations, or government agencies is transmitted from one point to another. Adversaries are always on the
watch along the superhighway to intercept any information that would enable them to inflict psychological ‘injuries’ to their
victims. But with information encryption, this can be prevented completely or at worst reduced to the barest minimum. There is
no doubt that so many encryption techniques have been proposed, and some of them are already being implemented. However,
adversaries always discover loopholes on them to perpetuate their evil plans. In this work, we propose the enhanced data
encryption standard (EDES) that would deploy randomly generated numbers as an encryption method. Each time encryption is
to be carried out, a new set of random numbers would be generated, thereby making it almost impossible for cryptanalysts to
decrypt any information encrypted with this newly proposed method.
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