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Abstract : Safety and security of autonomous vehicles (AVs) is a growing concern, first, due to the increased number of safety-
critical functions taken over by automotive embedded systems; second, due to the increased exposure of the software-intensive
systems to potential attackers; third, due to dynamic interaction in an uncertain and unknown environment at runtime which
results in changed functional and non-functional properties of the system. Frequently occurring environmental uncertainties,
random component failures, and compromise security of the AVs might result in hazardous events, sometimes even in an
accident, if left undetected. Beyond these technical issues, we argue that the safety and security of AVs against accidental and
deliberate faults are poorly understood and rarely implemented. One possible way to overcome this is through a well-known
diversity approach. As an effective approach to increase safety and security, diversity has been widely used in the aviation,
railway, and aerospace industries. Thus, the paper proposes fault-tolerance by diversity model takes into consideration the
mitigation of accidental and deliberate faults by application of structure and variant redundancy. The model can be used to
design the AVs with various types of diversity in hardware and software-based multi-version system. The paper evaluates the
presented approach by employing an example from adaptive cruise control, followed by discussing the case study with initial
findings.
Keywords : autonomous vehicles, diversity, fault-tolerance, adaptive cruise control, safety, security
Conference Title : ICDSE 2021 : International Conference on Diversity in Systems Engineering
Conference Location : Toronto, Canada
Conference Dates : June 15-16, 2021

World Academy of Science, Engineering and Technology
International Journal of Industrial and Systems Engineering

Vol:15, No:06, 2021

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 In
du

st
ria

l a
nd

 S
ys

te
m

s 
En

gi
ne

er
in

g 
Vo

l:1
5,

 N
o:

06
, 2

02
1 

pu
bl

ic
at

io
ns

.w
as

et
.o

rg
/a

bs
tr

ac
ts

/1
30

59
5/

pd
f

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 15(06) 2021 1

https://publications.waset.org/abstracts/130595/pdf

