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Abstract : We present a taint analysis that can automatically detect when string operations result in a string that is free of
taints, where all the tainted patterns have been removed. This is an improvement on the conservative behavior of previous taint
analyzers, where a string operation on a tainted string always leads to a tainted string unless the operation is manually marked
as a sanitizer. The taint analysis is built on top of a string analysis that uses finite state automata to approximate the sets of
values that string variables can take during the execution of a program. The proposed approach has been implemented as an
extension of FlowDroid and experimental results show that the resulting taint analyzer is much more precise than the original
FlowDroid.
Keywords : android, static analysis, string analysis, taint analysis
Conference Title : ICMDSP 2020 : International Conference on Mobile Device Security and Privacy
Conference Location : Rome, Italy
Conference Dates : November 11-12, 2020

World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering

Vol:14, No:11, 2020

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 C
om

pu
te

r a
nd

 In
fo

rm
at

io
n 

En
gi

ne
er

in
g 

Vo
l:1

4,
 N

o:
11

, 2
02

0 
pu

bl
ic

at
io

ns
.w

as
et

.o
rg

/a
bs

tr
ac

ts
/1

30
14

8.
pd

f

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 14(11) 2020 1

https://publications.waset.org/abstracts/130148.pdf

