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Abstract : Cybercrime is now becoming a big challenge in Nigeria apart from the traditional crime. Inability to identify
perpetrators is one of the reasons for the growing menace. This paper proposes a design for monitoring internet users’
activities in order to curbing cybercrime. It requires redefining the operations of Internet Service Providers (ISPs) which will
now mandate users to be authenticated before accessing the internet. In implementing this work which can be adapted to a
larger scale, a virtual router application is developed and configured to mimic a real router device. A sign-up portal is
developed to allow users to register with the ISP. The portal asks for identification information which will include bio-data and
government issued identification data like National Identity Card number, et cetera. A unique username and password are
chosen by the user to enable access to the internet which will be used to reference him to an Internet Protocol Address (IP
Address) of any system he uses on the internet and thereby associating him to any criminal act related to that IP address at
that particular time. Questions such as “What happen when another user knows the password and uses it to commit crime?”
and other pertinent issues are addressed.
Keywords : cybercrime, sign-up portal, internet service provider (ISP), internet protocol address (IP address)
Conference Title : ICCSE 2014 : International Conference on Computer Science and Engineering
Conference Location : Singapore, Singapore
Conference Dates : September 11-12, 2014

World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering

Vol:8, No:09, 2014

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 C
om

pu
te

r a
nd

 In
fo

rm
at

io
n 

En
gi

ne
er

in
g 

Vo
l:8

, N
o:

09
, 2

01
4 

pu
bl

ic
at

io
ns

.w
as

et
.o

rg
/a

bs
tr

ac
ts

/1
29

91
.p

df

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 8(09) 2014 1

https://publications.waset.org/abstracts/12991.pdf

