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Abstract : We discuss the theoretical model underlying 2BPA (two-band peer authentication), a practical alternative to
conventional authentication of entities and data in IoT. In essence, this involves assembling a virtual map of authentication
assets in the network, typically leading to many paths of confirmation between any pair of entities. This map is continuously
updated, confirmed, and evaluated. The value of authentication along multiple disjoint paths becomes very clear, and we
require analogues of triangulation to extend authentication along extended paths and deliver it along all possible paths. We
discover that if an attacker wants to make an honest node falsely believe she has authenticated another, then the length of the
authentication paths is of little importance. This is because optimal attack strategies correspond to minimal cuts in the
authentication graph and do not contain multiple edges on the same path. The authentication provided by disjoint paths
normally is additive (in entropy).
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