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Abstract : To claim the ownership for an executable program is a non-trivial task. An emerging direction is to add a watermark
to the program such that the watermarked program preserves the original program&rsquo;s functionality and removing the
watermark would heavily destroy the functionality of the watermarked program. In this paper, the first watermarking signature
scheme with the watermark and the constraint function hidden in the symmetric key setting is constructed. The scheme uses
well-known techniques of lattice trapdoors and a lattice evaluation. The watermarking signature scheme is unforgeable under
the Short Integer Solution (SIS) assumption and satisfies other security requirements such as the unremovability security
property.
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