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Abstract : Nowadays, the abuse of keyloggers is one of the most widespread approaches to steal sensitive information. In this
paper, we propose an On-Screen Prompts Approach to Keyloggers (OSPAK) and its analysis, which is installed in public
computers. OSPAK utilizes a canvas to cue users when their keystrokes are going to be logged or ignored by OSPAK. This
approach can protect computers against recoding sensitive inputs, which obfuscates keyloggers with letters inserted among
users&#39; keystrokes. It adds a canvas below each password field in a webpage and consists of three parts: two background
areas, a hit area and a moving foreground object. Letters at different valid time intervals are combined in accordance with
their time interval orders, and valid time intervals are interleaved with invalid time intervals. It utilizes animation to visualize
valid time intervals and invalid time intervals, which can be integrated in a webpage as a browser extension. We have tested it
against a series of known keyloggers and also performed a study with 95 users to evaluate how easily the tool is used.
Experimental results made by volunteers show that OSPAK is a simple approach.
Keywords : authentication, computer security, keylogger, privacy, information leakage
Conference Title : ICESDF 2020 : International Conference on Electronic Security and Digital Forensics
Conference Location : London, United Kingdom
Conference Dates : June 29-30, 2020

World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering

Vol:14, No:06, 2020

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 C
om

pu
te

r a
nd

 In
fo

rm
at

io
n 

En
gi

ne
er

in
g 

Vo
l:1

4,
 N

o:
06

, 2
02

0 
pu

bl
ic

at
io

ns
.w

as
et

.o
rg

/a
bs

tr
ac

ts
/1

25
94

7.
pd

f

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 14(06) 2020 1

https://publications.waset.org/abstracts/125947.pdf

