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Abstract : The Rayuela method is a success story, as it is part of a project selected by the European Commission to face the
challenge launched by itself for achieving a better understanding of human factors, as well as social and organisational aspects
that are able to solve issues in fighting against crime. Rayuela's method specifically focuses on the drivers of cyber criminality,
including approaches to prevent, investigate, and mitigate cybercriminal behavior. As the internet has become an integral part
of young people’s lives, they are the key target of the Rayuela method because they (as a victim or as a perpetrator) are the
most vulnerable link of the chain. Considering the increased time spent online and the control of their internet usage and the
low level of awareness of cyber threats and their potential impact, it is understandable the proliferation of incidents due to
human mistakes. 51% of Europeans feel not well informed about cyber threats, and 86% believe that the risk of becoming a
victim of cybercrime is rapidly increasing. On the other hand, Law enforcement has noted that more and more young people
are increasingly committing cybercrimes. This is an international problem that has considerable cost implications; it is
estimated that crimes in cyberspace will cost the global economy $445B annually. Understanding all these phenomena drives
to the necessity of a shift in focus from sanctions to deterrence and prevention. As a research project, Rayuela aims to bring
together law enforcement agencies (LEAs), sociologists, psychologists, anthropologists, legal experts, computer scientists, and
engineers, to develop novel methodologies that allow better understanding the factors affecting online behavior related to new
ways of cyber criminality, as well as promoting the potential of these young talents for cybersecurity and technologies.
Rayuela’s main goal is to better understand the drivers and human factors affecting certain relevant ways of cyber criminality,
as well as empower and educate young people in the benefits, risks, and threats intrinsically linked to the use of the Internet by
playing, thus preventing and mitigating cybercriminal behavior. In order to reach that goal it’s necessary an interdisciplinary
consortium (formed by 17 international partners) carries out researches and actions like Profiling and case studies of
cybercriminals and victims, risk assessments, studies on Internet of Things and its vulnerabilities, development of a serious
gaming environment, training activities, data analysis and interpretation using Artificial intelligence, testing and piloting, etc.
For facilitating the real implementation of the Rayuela method, as a community policing strategy, is crucial to count on a Police
Force with a solid background in trust-building and community policing in order to do the piloting, specifically with young
people. In this sense, Valencia Local Police is a pioneer Police Force working with young people in conflict solving, through
providing police mediation and peer mediation services and advice. As an example, it is an official mediation institution, so
agreements signed by their police mediators have once signed by the parties, the value of a judicial decision.
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