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Abstract : The Elliptic Curve Digital Signature algorithm-based X509v3 certificates are becoming more popular due to their
short public and private key sizes. Moreover, these certificates can be stored in Internet of Things (IoT) devices, with limited
resources, using less memory and transmitted in network security protocols, such as Internet Key Exchange (IKE), Transport
Layer Security (TLS) and Secure Shell (SSH) with less bandwidth. The proposed method gives another advantage, in that it
increases the performance of the above-mentioned protocols in terms of key exchange by saving one scalar multiplication
operation.
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