
 

 

  
Abstract—Internet is largely composed of textual contents and a 

huge volume of digital contents gets floated over the Internet daily. 
The ease of information sharing and re-production has made it 
difficult to preserve author’s copyright. Digital watermarking came 
up as a solution for copyright protection of plain text problem after 
1993. In this paper, we propose a zero text watermarking algorithm 
based on occurrence frequency of non-vowel ASCII characters and 
words for copyright protection of plain text. The embedding 
algorithm makes use of frequency non-vowel ASCII characters and 
words to generate a specialized author key. The extraction algorithm 
uses this key to extract watermark, hence identify the original 
copyright owner. Experimental results illustrate the effectiveness of 
the proposed algorithm on text encountering meaning preserving 
attacks performed by five independent attackers. 

 
Keywords—Copyright protection, Digital watermarking, 

Document authentication, Information security, Watermark.  

I. INTRODUCTION 
ECURITY of digital contents has gained tremendous 
importance in current digital era. Internet has become an 

essential part of our daily life for the transfer of different 
forms of data such as emails, news papers, articles, websites, 
images, audios, videos, commercials, and opinion blogs. Most 
of the information over the Internet is in the form of text and 
the copyright protection of text is one of the major concerns of 
its creator\author.  
     In order to protect copyrights, digital watermarking came 
up as a solution for the identification of the owner of the 
concerned copyright material. In case of audio, video, and 
images; digital watermarking has been used for decades. 
However, no significant work has been done regarding the 
copyright protection of plain text documents. 
       Text is a very important form of the Internet. It is part of 
e-books, websites, articles, news, chats, emails, and SMS.   
Text documents face many threats such as copying, tampering, 
plagiarism, reproduction, and paraphrasing attacks. The best  
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solution to address these problems is digital watermarking, 
which not only helps in authentication of the digital material 
but also in its protection. Digital watermarking can be used to 
identify the owner of the copyright material which may be in 
the form of audio, video, image, a plain text. There are two 
forms of digital watermarking, visible and invisible but the 
later one is considered more robust. Digital watermark is an 
identification code embedded in the data. It mean that unlike 
conventional cryptographic techniques it remain present 
within the data even after the decryption [1]. 
        The problem of Digital Text Watermarking has been 
studied in the past but a practical and efficient text 
watermarking algorithm is not yet provided for meaning 
preserving attacks. The main contributions of this paper to the 
watermarking community are:  

• A zero text watermarking algorithm for copyright 
protection of plain text documents is proposed. 

• There is no restriction about the type and length of text. 
• Pure alphabetical watermarks are used which are more 

convenient to be used for plain text  
• No changes are made in the text rather attributes of the 

text are used in the proposed approach. 
• This approach towards medium size files like emails, 

short articles and news is robust and practical to 
identify the original copyright owner of the contents. 
 

This paper is organized as follows: Section 2 gives an 
overview about the earlier work on text watermarking. The 
propose algorithm for embedding and extraction are discussed 
in detail in section 3. In section 4, the experimental results for 
intelligent meaning preserving attacks (insertion and deletion) 
performed by five different attackers are provided. Efficiency 
of the proposed algorithm is analyzed by five different attacks 
on the same text. The last section concludes the paper along 
with directions for future research.           

II. STATE OF THE ART 
Text watermarking is an emerging domain for research. A 

robust and practical solution may open new horizons to the 
information security world. Many watermarking techniques 
have been developed since 1993, which includes text 
watermarking that uses text image, synonyms based, noun-
verb, word and sentence structure based, acronyms based 
schemes and many others. These schemes can be placed in the 
following categories; image-based schemes, syntactic 
schemes, semantic schemes and structural schemes.         
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In  image-based schemes, the binary watermark is 
embedded in text image. Brassil, et al. [2, 3] was the first to 
propose a text watermarking scheme using text image and 
binary watermark. Then, Maxemchuk, et al. [4-6] and Low, et 
al. [7, 8] analyzed the efficiency of these schemes. Afterwards, 
Huang and Yan [9] introduced an algorithm based on an 
average inter-word distance in each line.  

In syntactic schemes, the syntactic structure of a text is used 
to embed the watermarks. Mikhail J. Atallah, et al. was the 
first one to propose the natural language watermarking scheme 
by using syntactic structure of text [10, 11]. The syntactic tree 
is build to embed the watermark by application of 
transformations, while keeping all the text properties intact. In 
order to watermark the text, Hassan, et al. used morpho- 
syntactic alterations [12]. Hassan also provided an overview of 
syntactic tools available for text watermarking [13].             

In semantic schemes, the watermark is embedded using the 
semantics of text and its language properties. Atallah et al. 
proposed the semantic watermarking techniques one decade 
earlier [14]. After that algorithm based on synonym 
substitution was proposed by which certain words are replaced 
with their synonyms when watermark was embed [15]. 
Another approach based on nouns and verbs was proposed by 
Sun, et al. for text watermarking [16]. Another scheme was 
proposed by Topkara, et al. is by using abbreviations, 
acronyms and typos to embed the water mark in the text 
watermarking [17]. Presuppositions is a unique linguistic 
approach to watermark the text [18] by which the structure, 
meaning and rearrangement are detected to embed watermark 
bits. Another algorithm was developed using Text meaning 
representation (TMR) [19]. 
    Recently the most practical and robust zero watermarking 
approach has been adopted using text structure is named as the 
structural approach. In this approach, text is not altered to 
embed watermark information. A text watermarking technique 
to protect copyrights of text documents by using existence of 
double letter (aa-zz) in the text, have been proposed [20]. 
Similarly, new watermarking algorithm named as zero 
watermarking based on structural components has recently 
been proposed [21]. 
         Text watermarking solutions are not resistant to text 
retyping and paraphrasing attacks. In this paper we proposed a 
zero text watermarking algorithm which is resistant towards 
meaning preserving attacks and then analyze the performance 
under intelligent meaning preserving attacks (insertion, 
deletion, and paraphrasing) performed independently 
separately by different attackers. Previously we proposed a 
zero watermarking algorithm [22] and studied its performance 
under random attacks. However, in real life plain text 
encounters intelligent meaning preserving attacks. The theme 
of intelligent attack is preservation of the main theme and 
meaning of text. We have now maintained most occurring non 
vowel character (MONV) in a circular list.   

III. PROPOSED ALGORITHM 
   The proposed algorithm utilizes existence of non vowel 
characters to watermark the text document. The original 
copyright owner of the text document uses an algorithm 

named as embedding algorithm to generate a key based on 
given watermark and structure of the text. This algorithm is 
known as zero watermarking algorithms since it generates the 
author's key by using properties of the text without altering it.     
    The text document is first analyzed and prepositions are 
identified. The occurrence count of all prepositions is obtained 
and then average frequency preposition (AFP) is identified. 
This AFP is then used to create the partitions of text. After 
this, the occurrence count of all alphabetical characters in each 
partition is obtained and the highest occurring non-vowel 
ASCII characters are identified and populate MONV list. This 
MONV list is then used to generate an author key based on 
watermark provided by the owner. 

  In order to protect the copyrights of the owner this author 
key is registered with a certification authority (CA). The 
original watermark and author key is time stamped and set 
aside with the CA. If in case anyone violates the copyrights of 
the author, this generated key is used to identify the original 
copyright owner by using the extraction algorithm to resolve 
the copyright clash. It may be possible that one text may have 
more than one claim. So, in this case the earlier registered key 
will be regarded as the original one. The proposed algorithm 
works for both intelligent insertion and deletion attacks on the 
text. 

  Watermark used in generating the key is to be pure 
alphabetical and must be carefully chosen to identify the 
owner or an association or group that owns the copyrights of 
the text. Watermarking process involves two steps, watermark 
embedding and watermark extraction. The first step, 
watermark embedding is performed by the original author and 
the second step extraction is done later by CA on the behalf of 
writers claim. 

A. Embedding Algorithm 
The algorithm used to embed the watermark in the text is 

called embedding algorithm. In this algorithm watermark is 
inserted logically in the text and finally generates the key 
based on AFP and non-vowel characters.  

 
 
 
 
 
 
 
 
 
 
 

 
 
                     
 
                         Fig. 1 Watermark embedding process 

 
 Fig. 1 shows the watermark embedding process. We used 

AFP instead of HFP because highest occurring prepositions 

AFP based 
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also have high chances of deletion. In HFP, created partitions 
are in large number and the watermark accuracy is less but by 
using AFP lesser number of partitions is made, so the 
extracted watermark accuracy is not degraded much.  

 
The watermark embedding algorithm is as follows: 
 

1. Input OT and WM.  
2. Preprocess WM to make it in pure alphabetical form. .  
3. Split the text in words.  
4. Count AFP from the text.  
5. Divide the OT into partition based on AFP. 
6. Calculate the MONV in each partition. 
7. Generate the key by first placing the AFP in the key and further 
populate key as follow:  
   Repeat for all watermark characters 

   If WM [ i ] belongs to MONV list, 
                    then Key [ j ] = 0;  
                    Key [ j+1 ] = of that MONV. 
         if PN repeats then pick the next partition of that character 
     else if WM [ i ] does not belong to MONV list, 

then Key [ j ]= 1; 
Key [ j+1 ] = (C(Classical cipher)) 

h. Output Key. 
OT (Original Text); WM (Watermark); AFP (Average frequency    
Preposition); MONV (least occurring non-vowel character);                 
PN (Partition number) 

In this algorithm first AFP is identified from the text. This 
AFP is then used to create partitions of the text. In the next 
step, the frequency of each non vowel character is calculated 
in each partition and prepared the MONV list by selecting 
MONV in every partition. Further, the key generation process 
generates the author's key by using the letters of watermark 
and MONV list as stated in the above algorithm. Finally this 
key is timed stamped and registered with the CA along with 
the original watermark. This proposed algorithm is 
specifically for copyright protection of medium size 
documents such as emails, newspaper articles, blogs, etc. 

B. Extraction Algorithm 
When copyright clash occurs then the extraction algorithm 

is used. This algorithm extracts the watermark from the noisy 
text so it is known as extraction algorithm. CA uses the 
extraction algorithm to identify any type of copyright clash. 
The author key is used to extract the watermark from the 
tempered text using this algorithm. After that both, the original 
and the extracted watermarks are compared to calculate the 
watermark accuracy in order to judge the original owner of the 
text document. The general idea of watermark extraction 
process is shown in fig. 2.  

First, this algorithm reads the author key and creates the 
partition of text based on AFP obtained from the author 
registered key. In the next step, the occurrence of each non 
vowel character is counted in each partition and list is 
generated by identifying the maximum occurring non vowel 
characters as done in the previous embedding algorithm. The 
watermark is obtained by using contents of author's key as 
explained earlier in step 5 of the extraction algorithm. Finally, 
CA decides who the original author is and resolves the 
copyright clash.     

 
   The complete extraction algorithm is as follows: 
 
1. Input AT and key.  
2. Tokenize AT into words.  
3. Split AT into partition based on the AFP obtained from    the key. 
4. Calculate the MONV in each partition. 
5. Generate WM and populate WM as follows (example) 

if (key = = 015)   
          Pick the MONV from 15 partitions and place it in WM e.g.: k. 

if (key = = 1g)   
Place the character using reverse classical cipher in WM e.g.: x.                       

6. Output WM 
 
WM (watermark); AFP (Average frequency preposition); MONV 
(least occurring non-vowel character); AT (Attack text file) 

 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 

                         Fig. 2 Watermark extraction process 

IV. EXPERIMENTAL RESULTS 
In order to examine the performance of the proposed 

algorithm, we selected an article from the web [23] as a 
sample to perform different types of attacks by five different 
individuals.  The sample text was given to five different 
individuals to make meaning preserving intelligent attacks. 
The individuals were selected randomly with different English 
language proficiency and educational background. Five 
attacked samples were obtained. The statistics of the original 
text ample and of each of the attack text samples are shown in 
table 1, where attacked samples are named as A1, A2, A3, A4, 
and A5. 

TABLE 1 
                      Details of Original File and Samples 

Attributes Original  A1  A2  A3  A4  A5 
Words 351 273 315 290 174 294 
Characters 1990 1560 1781 152 1042 1618 
Sentences 18 15 14 13 11 12 
Preposition 44 43 45 22 21 38 

 
Attack on the original file can only alter the characteristics 

of the original file but the whole theme of text remains same. 
When the attacker intends to violate the copyrights, he/she 
will perform intelligent attacks in order to retype or reproduce 
the text and all the attacked samples were varied based on 
attack volume. Furthermore, in this algorithm we used two 
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