
Abstract—Steganography, derived from Greek, literally means 
“covered writing”. It includes a vast array of secret communications 
methods that conceal the message’s very existence. These methods 
include invisible inks, microdots, character arrangement, digital 
signatures, covert channels, and spread spectrum communications. 
This paper proposes a new improved version of Least Significant Bit 
(LSB) method. The approach proposed is simple for implementation 
when compared to Pixel value Differencing (PVD) method and yet 
achieves a High embedding capacity and imperceptibility. The 
proposed method can also be applied to 24 bit color images and 
achieve embedding capacity much higher than PVD.

Keywords—Information Hiding, LSB Matching, PVD 
Steganography. 

I. INTRODUCTION

NFORMATION hiding techniques have been receiving 
much attention today. The main motivation for this is 

largely due to fear of encryption services getting outlawed 
[14], and copyright owners who want to track confidential and 
intellectual property copyright against unauthorized access 
and use in digital materials such as music, film, book and 
software through the use of digital watermarks. Encryption 
and Decryption algorithms are widely used to encrypt secret 
(confidential) data so that it is not directly accessible to the 
otherwise illegitimate person and whenever the owner or 
genuine person requires the data, it can be decrypted with the 
help of a key or with the help of a retrieving 
algorithm/function. Steganography has a different approach to 
deal with this problem. Steganography [15] is an application 
of information hiding. Steganography or Stego as it is often 
referred to in the IT community, literally means, "covered 
writing" which is derived from the Greek language. 
Steganography is defined by Markus Kahn [3] as follows, 
"Steganography is the art and science of communicating in a 
way which hides the existence of the communication. In 
contrast to Cryptography, where the enemy is allowed to 
detect, intercept and modify messages without being able to 
violate certain security premises guaranteed by a  
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cryptosystem, the goal of Steganography is to hide messages 
inside other harmless messages in a way that does not allow 
any enemy to even detect that there is a second message 
present". Generally, a good steganographic technique should 
have good visual/statistical imperceptibility and a sufficient 
payload [16].  

The terminology LSB replacement/ LSB matching was 
discussed by T.Sharp [17]. LSB substitution algorithm is the 
simplest scheme to hide message in a host image. It replaces 
the least significant bit (LSB) of each pixel with the encrypted 
message bit stream. Authenticated receivers can extract the 
message by deciphering the LSB of every pixel of the host 
image with a pre-shared key. Since only the least significant 
bit of pixels are altered, it is visually imperceptible by human. 
The capacity of the algorithm is 1 bit per pixel. Although this 
algorithm is visually imperceptible, it can be statistically 
analyzed by other entity without processing the pre-shared 
key. Fridrich and Goljan [4] have surveyed some methods to 
detect LSB substitution. One of those is known as histogram 
analysis [5][6]. Research found out that, if an image is 
processed with LSB substitution, the histogram of the image 
will be showed in a “pair-wise” manner. These pair-wise 
blocks are known as Pairs of Values (PoV) [6] which can be 
identified by 2 -test [7]. A similar idea called LSB matching 
[8] has been proposed to improve LSB substitution. Yet it is 
also vulnerable to other designated detection algorithms [8]. 
This is owing to the histogram of the host image is changed. A 
revised version of LSB matching is proposed by Mielikainen 
[9] in 2006. This method greatly improves the above two 
methods by lowering the expected number of modifications 
per pixel, from 0.5 to 0.375. Therefore, the histogram affected 
by the scheme is less significant. Only a few detection 
methods for LSB matching have been proposed.  

A novel approach of image embedding was introduced in 
[22]. The method consists of three main steps. First, the edge 
of the image is detected using Sobel mask filters. Second, the 
least significant bit LSB of each pixel is used. Finally, a gray 
level connectivity is applied using a fuzzy approach and the 
ASCII code is used for information hiding 

The best-known detector for LSB matching is based on the 
center of mass (COM) of the histogram characteristic function 
(HCF) [18], [19]. [23] proposes steganalysis methods for 
extensions of least-significant bit (LSB) overwriting to both of 
the two lowest bit planes in digital images. In [24], various 
statistical measures are analyzed and PMF based method of 
detection is proposed. It uses the frequency count of the pixel 
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intensities in the image to test for the detection of stego image 
or not. Here LSB embedding technique is used. Experimental 
result shows that the PMF based methods are successful for 
detection of hidden data along with successful estimation 
hidden message. Later Sun et al. [10] proposed a data hiding 
scheme based on arranging the position of pixels. This method 
perfectly retains the host image histogram profile. Thus 
histogram analysis cannot distinguish whether an image is 
processed with this method.  

Wu and Tsai [2] utilized the difference between the two 
consecutive pixels in the cover image to determine what size 
the secret message is to be hidden. In a paper by Zhang [11] 
Pixel Value Differencing (PVD) was successfully attacked. 
This was done by analysis of the histogram of the stego 
image. In [12] a method based on PVD is proposed which 
tries to increase the embedding capacity of PVD. They use 
LSB embedding for smooth regions and PVD embedding for 
edged areas. Another method [20] based on PVD was 
proposed instead of pixel values their remainder was 
computed using the modulus operation, and then secret data is 
embedded into the two pixels by modifying their remainder. 
An Adaptive data hiding method was proposed in [21].In this 
method Pixels located in the edge areas are embedded by a K-
bit LSB substitution method with a larger value of than those 
of the pixels located in smooth areas. When compared to the 
Wu et al.’s PVD and LSB replacement method, their method 
provides both larger embedding capacity and higher image 
quality. Vajiheh Sabeti, et.al. [13] have presented a 
steganalysis method for PVD. 

II. PIXEL VALUE DIFFERENCING

A. Embedding Stage 
The cover images used in the PVD method are supposed to 

be 256 gray-valued ones. In the embedding phase a difference 
value d is computed from every non-overlapping block of two 
consecutive pixels, say pi and pi+1 of a given cover image. The 
way of partitioning the cover image into two-pixel blocks runs 
through all the rows of each image in a zigzag manner. 
Assume that the gray values of pi and p i+1 are gi and gi+1, then 
d is computed as gi+1 – gi which may be in the range from -
255 to 255. A block with d close to 0 is considered to be an 
extremely smooth block, whereas a block with d close to -255 
or 255 is considered as a sharply edged block. The method 
only considers the absolute values of d (0 through 255) and 
classifies them into a number of contiguous ranges, such as Rk
where k=1,2,…,q. These ranges are assigned indices 1 though 
n. The lower and upper bound values of Rk are denoted by lk
and uk, respectively. The width of Rk is uk-lk+1.In PVD 
method, the width of each range is taken to be a power of 2 

Every bit in the bit stream should be embedded into the 
two-pixel blocks of the cover image. Given a two-pixel block 
B with gray value difference d belonging to kth range, then the 
number of bits, say n, which can be embedded in this block, is 
calculated by n=log (uk-lk+1) which is an integer. A sub-
stream S with n bits is selected from the secret message for 

embedding in B. A new difference d’  then is computed with 
equation 1. 

0
'

( ) 0
k

k

l b d
d

l b d
(1)

where b is the value of the sub-stream S . Because the value b
is in the range [0, uk-lk], the value of d’ is in the range from lk
to uk . If we replace d with d’, the resulting changes are 
presumably unnoticeable to the observer. Then b can be 
embedded by performing an inverse calculation from d’  to 
yield the new gray values (gi’, gi+1’) for the pixels in the 
corresponding two-pixel block (pi, pi+1) of the stego-image. 
The inverse calculation for computing (gi’, gi+1’) from the 
original gray values (gi, gi+1) of the pixel pair is based on a 
function given in equation 2. 
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g m g m if d is even
g g

g m g m if d is odd
(2)

where m is d’-d .the embedding is only done for pixels which 
their new values would fall in the range of [0,255]. 

B. Retrieving Stage 
In the extracting phase, the original range table is 

necessary. It is used to partition the stego-image by the same 
method used for the cover image. Calculate the difference 
value d*(pi, pi+1) for each block of two consecutive pixels 
Then, find the optimum Ri of the d* same as in the hiding 
phase. Subtract li from d*(pi, pi+1) and b0 is obtained. The b0
value represents the secret data in decimal number. Transform 
b0 into binary with t bits, where t = [log2wi]. The t bits can 
stand for the original secret data of hiding.  

III. NEW APPROACH
In this section we describe our proposed method [1], which 

is then compared with the PVD method. The cover image used 
is a gray scale image. Before Embedding the data we use 8 bit 
secret key and XOR with all the bytes of the message to be 
embedded. Message is recovered by XOR operation by the 
same key. Every pixel value in this image is analyzed and the 
following checking process is employed 
1.  If the value of the pixel say gi, is in the range 240  gi 255

then we embed 4 bits of secret data into the 4 LSB’s of the 
pixel. This can be done by observing the first 4 Most 
Significant Bits (MSB’s). If they are all 1’s then the 
remaining 4 LSB’s can be used for embedding data. 

2.    If the value of gi (First 3 MSB’s are all 1’s), is in the 
range 224  gi 239 then we embed 3 bits of secret data 
into the 3 LSB’s of the pixel.  

3. If the value of gi (First 2 MSB’s are all 1’s), is in the range 
192  gi 223 then we embed 2 bits of secret data into the 
2 LSB’s of the pixel.  

4. And in all other cases for the values in the range 0 gi 192
we embed 1 bit of secret data in to 1 LSB of the pixel. 
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Similarly, we can retrieve the secret data from the gray 
values of the stego image by again checking the first four 
MSB’s of the pixel value and retrieve the embedded data. 

IV. COMPARISON OF THE NEW APPROACH AND PVD
The proposed method is quite simple to implement as 

compared to PVD. The proposed method was implemented on 
Gray scale images as well as on 24 bit color images. The 
Embedding capacity obtained is much more than PVD as can 
be seen from the results Table No I. In PVD During the 
embedding phase there is a possibility that the gray values of 
the   two- Pixel block may fall off the boundary value which 
needs a checking process to be employed in the embedding 
phase and incase of value fall off the boundary value the block 
is abandoned for inserting the secret data. The same checking 
process is again repeated in the retrieval phase. Due to this 
there can be certain blocks which are not utilized for 
embedding secret data. In the proposed method there is no 
such checking process required and it also utilizes every pixel 
of the image to embed the secret data. 

V. EXPERIMENTAL RESULTS
In our Experiments , Four cover images “Lena”, “Baboon”, 

“Peppers” and “Mahalakshmi” were used, each with size 
512X512. Three of the cover images used to embed text 
message which is Abraham Lincoln’s letter to his son’s 
teacher. They were compared with PVD and the results 
obtained are shown in Table No.II. In addition to this we have 
also introduced a new parameter in our experiment which is 
known as Average Fractional change in Pixel value 
abbreviated as (AFCPV). The results for the AFCPV for the 
proposed method are also included in Table No III. In Table 
No III results are shown where the message used is a image of 
an ATM card. The proposed method was also implemented on 
color image. Figure 1 shows the 24 bit color image used as 
cover image and the result is shown in Table no IV.Figure 2 
shows the stego images in PVD and the proposed method. 

TABLE I
EMBEDDING CAPACITY OBTAINED IN PVD AND THE PROPOSED

METHOD

Cover 
Image 

PVD Method I 
Embedding using 

the range widths of 
8, 8, 16, 32, 64, 

and128
Capacity in Bytes 

PVD Method  II 
Embedding using 

the range widths of 
2, 2, 4, 4, 4, 8, 8, 16, 

16, 32, 32, 64, 
and64

Capacity in Bytes 

Our Method 
Capacity in 

Bytes 

Lena 50,960 25,940 35,827 
Baboon 56,291 36,061 34,235 
Peppers 50,685 27,269 60,317 

TABLE II
VALUE OF RMSE AND PSNR’S OF STEGO IMAGES IN WHICH A FILE

CONSISTING OF TEXT IS EMBEDDED

Cover 
Image 

PVD Method 
Embedding using 

the range widths of 
8, 8, 16, 32, 64, and 

128

PVD Method 
Embedding using 

the range widths of 
2, 2, 4, 4, 4, 8, 8, 

16, 16, 32, 32, 64, 
and 64 

Our Method 

 RMSE PSNR RMSE PSNR RMSE PSNR 
Lena 2.07 41.69 0.97 48.43 0.28 59.05 

Baboon 3.25 37.90 1.59 44.10 0.27 59.36 
Peppers 2.09 41.73 1.20 47.19 0.39 56.24 

TABLE III
VALUES OF MSE, RMSE, PSNRS  AND AFCPV OF STEGO- IMAGE IN WHICH 

AN ATM CARD IMAGE IS EMBEDDED.
Cover Image Our Method 

 MSE RMSE PSNR AFCPV 
Lena 0.14 0.38 56.42 0.001029 

Fig. 1 Mahalakshmi.bmp(512X512)

TABLE IV
VALUES OF MSE, RMSE AND PSNRS OF STEGO- IMAGES IN WHICH A FILE 

CONSISTING OF TEXT IS EMBEDDED AND COVER IMAGE USED IS 24 BIT COLOR.
Cover Image Our Method 
 MSE RMSE PSNR AFCPV Embedding 

Capacity
Mahalakshmi 0.07 0.28 59.10 0.000231 1,12,930 bytes 

Our Method             PVD Method 
MSE: 0.08             MSE: 4.28 

Fig. 2 Stego Images for the proposed method and PVD

VI. CONCLUSION

As seen from Table I the embedding capacity by our 
method is more than PVD method II but less than PVD 
method I. However for Baboon image the embedding capacity 
by our method is much higher than both PVD I and II. This 
shows that embedding capacity is very much image 
dependent. 
 In Table No II we have compared the RMSE and PSNR of 
the cover images for text embedding. It is seen that our 
method gives better performance in all the parameters as 
compared to PVD method I and II. 
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 We have also used our method on gray scale image (Table 
III) and 24 bit color image of Mahalaksmi (Table IV) for 
embedding same text and ATM card image, the results given 
are very good. However they are not compared with PVD as 
PVD was implemented only on gray scale images [2]. 
 We have given New Algorithm to increase the embedding 
capacity which is simple and performs better.  
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