
 
Abstract—In this paper, we propose ablock-wise watermarking 

scheme for color image authentication to resist malicious 
tampering of digital media.  The thresholding technique is 
incorporated into the scheme such that the tampered region of the 
color image can be recovered with high quality while the proofing 
result is obtained.  The watermark for each block consists of its 
dual authentication data and the corresponding feature information.  
The feature information for recovery iscomputed bythe 
thresholding technique.  In the proofing process, we propose a 
dual-option parity check method to proof the validity of image 
blocks.  In the recovery process, the feature information of each 
block embedded into the color image is rebuilt for high quality 
recovery.  The simulation results show that the proposed 
watermarking scheme can effectively proof the tempered region 
with high detection rate and can recover the tempered region with 
high quality. 
 

Keywords—thresholding technique, tamper proofing, tamper 
recovery 

I. INTRODUCTION 
N the recent years, many watermarking methods [1]-[7] 
were developed to achieve the image tamper proofing.  

By utilizing the embedding watermark information, the 
image authentication can be used to detect the tampered 
region.  Various watermarking method [3]-[7] were further 
proposed to authenticate the image and recover the tampered 
region while the image is forged.  Nevertheless, the 
watermarking techniques described above are designed to 
achieve tamper proofing and recovery for gray scale images.  

The color image watermarking schemes for tamper 
detection and recovery can be found in [8]-[13].  Wang et al. 
[8] proposed a watermarking scheme for color image tamper 
detection and recovery, where a majority-vote technique 
takes all authentication data into account to detect tampered 
blocks.  In [9], the watermarking scheme embeds the 
watermark into the wavelet domain and spatial domains, 
respectively, of the red and blue color channels of the 
original image such that the ownership can be proved and 
the altered blocks can be detected.  In [10], the local features 
of imageblocks and the global features of the original 
colorimage are embedded into red, green, and blue color 
channels for authentication.  Through block mapping and a 
color model, the recovery data bits are 1generated for tamper 
recovery.  Wand et al. [11] presented a tamper detection and 
self-recovery algorithm for colorimages based on the robust 
embedding of the dual visual watermarks that usediscrete 
wavelet transform and singular value decomposition.   
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In [12], a new method for tamperdetection and recovery 

of JPEG images by using a Reed-Solomon code was 
depicted.The proposedmethod embeds the check symbols 
correspondingto the reduced original image into the LSBs of 
thequantized DCT coefficients in a JPEG image directly. 
The method completely extracts the embedded data for 
recovery from watermarkedJPEG images.  In [13], the color 
image is transformed into a grey image by color sampling in 
the form of Bayer patterns. Data of the grey image is 
embedded into the color image for authentication and 
recovery.  However, the improvement of visual quality of 
the recovered color image is not discussed while most color 
image watermarking schemes concentrate on the efficiency 
of tamper detection. 

In this paper, we propose a watermarking scheme for 
color images.  The high quality of the recovered color image 
for the tampered image and the improvement in the proofing 
process are focused.  Based on the thresholding technique, 
the tampered region of the color image can be recovered 
with two representative color vectors such that certain color 
moments of the block in the region can be preserved while 
the proofing result is obtained.  We also present a dual-
option parity check method.   

II. THRESHOLDING METHOD FOR IMAGES 
Thresholding technique is animage processing method 

that classifies the pixels of a given image into two groups 
and the pixels in each group are assigned to a certain gray 
value such that the moment of the image can be preserved.  
In this technique, a threshold is selected to group the pixels 
with the gray values above the threshold, and other pixels 
with gray values equal to and below thethreshold.  The 
threshold selection method that can be used to preserve the 
moment of the image is incorporated into the proposed 
watermarking scheme such that the tampered region of the 
color image can be recovered with high quality while the 
proofing result is obtained.  

In [14], the gray-level moments of theinput image are 
computed before thresholding.The thresholds are then 
selected in such a way that the moments of thethresholded 
image are maintained. The approach can select thresholds 
without iteration or search, while a representative gray 
valuecan also be obtained for each thresholded class.  
Herein, the thresholding approach to bi-level thresholding is 
described.  The z-th moment of the image K is computed as 
follows. 
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whereK(j) is the gray value of the pixel j in the image and N 
the total number of pixels in the image.  By using the 
histogram, the z-th moment can also be defined as 
 
 …1,2,3=   ,)( ngpm

n

z
nnz ∑=  (2) 

 
wherepnis the fraction of the pixel with gray value gn in the 
image.  For the bi-level thresholding method, a threshold 
and tworepresentative gray values can be solved by sing Eq. 
(2).  By using the threshold to classify the pixels in the 
image K, the thresholdedbi-level image is obtained by 
replacing the pixels below the threshold and the pixels 
above the threshold in the image K with the two 
representative gray values, respectively.For the tampered 
block in the fragile watermarking scheme, the threshold and 
the two representative values given by the thresholding 
technique can be adequately used to recover the block with 
better quality.   

III. PROPOSED FRAGILE WATERMARKING SCHEME FOR 
COLOR IMAGES 

The framework of the embeddingprocessincludes block 
division and mapping, watermark generation, and 
watermark embedding.For the host image in the YCbCr 
color space, each color component is divided into non-
overlapping blocks of size 4×4 to design the proposed 
watermarking scheme.  By using the block mapping 
sequence [3], the feature informationofblock P and its 
corresponding authentication data are generated and 
embedded into its mapping block Q.The feature information 
of each block will be embedded into its mapping block.  The 
processes are described as follows.   

1. Calculatea threshold valuegt and two representative gray 
values, gx and gy, for block Pby the thresholdingtechnique 
described in Section II.  

2. Use gt to generate the bit map of block P in which each 
bit assigned by 1 or 0 indicates whether the block pixel 
value will be assigned to gx or gy. 

3. Generate the feature information:  
a.) ic i=1, 2, 3, …, 16, for representing the bit map of 
block P.  
b.)

)2(234567 aaaaaa and 
)2(234567 bbbbbb , for representing 

the two representative values of block P by truncating the 
two LSBs of gx and gy, respectively (The notation suffix (2) 
means the binary form). 

4. Set the two LSBs of each pixel within block P to 
zeroandcompute the average intensity of the block, 
denoted by η. 

5. Generate the authentication data: 
parity-check bits, (α1, β1),for block P. 

  

 ⎩
⎨
⎧

=⊕⊕
=⊕⊕

=
12mod if    ,
02mod if    ,

246

357
1

i

i

ϕηηη
ϕηηη

α  (3) 

 ⎩
⎨
⎧

=
=

=
0 if    ,1
1 if    ,0

2

1
1 α

α
β  (4) 

 
where⊕ is the exclusive-or operation, 

)2(01234567 ηηηηηηηη  is in binary form of η, {ϕi} is a 

pseudorandomsequence generated by a random seed 
that is a key of 2 bits in the watermarking scheme. 

6. Embed the watermark information given by Steps 3 and 5 
into block Q. 
The tamper proofing process follows the watermark 

embedding process while the watermarked image is attacked.  
The watermarked color image is transformed to the YCbCr 
color space and each color component is then divided into 
non-overlapping blocks of size 4×4.  The tamper proofing 
for blockPk is detailed as follows. 
1. Extract the embedding authentication data ( k

1α ,
k

1β )from the two LSBs of the pixelsin Qk. 
2. Compute the average intensity, cη , of block Pk. 
3. Compute the set parity check bitswith cη . 
4. Mark Pk invalid if the extracted authentication data in 

Step 1 and the computing authentication data in Step 3 
are unequal; otherwise, mark it valid. 

5. Generate a binary image, Ibin, to mark the location of 
valid and invalid blocks.  

Finally, the recovery of the tampered image is achieved 
by using the extracted corresponding feature information 
after the tamper proofing process. 

IV. SIMULATION RESULTS 
In this section, the experimental results are demonstrated 

to show the performance of the proposed scheme.  The color 
images of size 512×512 are used in the experiments and the 
peaksignal to noise rate (PSNR) is adopted to measure the 
image quality of the watermarked color images and the 
recovered color images.  To evaluate the validity of the 
proposed watermarking scheme, the results of tamper 
proofing and recovery for the watermarked color images are 
major concerned while the watermarked image is tampered 
by malicious attacks.  The proposed scheme is also 
compared with the existing color image watermarking 
scheme to verify the proposed watermarking scheme.  Figs. 
1a and 1b illustrate the “Museum” image and its 
watermarked version obtained by the proposed 
watermarking scheme.  The PSNR value of the watermarked 
“Museum” image is of 42.39dB.  It can be seen that the 
watermark information is invisibly embedded into the color 
image by the proposed scheme without degrading the visual 
quality. 
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The performance of tamper proofing and recovery of the 
proposed watermarking scheme is assessed by inspecting 
the restored results while the watermarked color image is 
changed by malicious attacks.  Meanwhile, we compare the 
performance of the considered watermarked schemes [3], [8] 
in terms of the PSNR values of the recovered color images 
at nearly the same high quality of the watermarked color 
images.  The former is the representative method and the 
latter is the watermarking method for color images.Herein, a 
close-up view of the recovery results is compared with the 
Lin’s scheme [3] and is illustrated in Fig. 2.  Fig. 2b depicts 
a close-up view of the tampered “Museum” image, while the 
same part of the original color image is shown in Fig. 2a.  
The recovery result (Fig. 2c) of the tampered “Museum” 
image is of 41.99dB and is obtained by using the proposed 
watermarking scheme.  By using the Lin’s scheme, the 
resultof 40.20dB is shown in Fig. 2d.   

The block artifact effects are given in the restored 
“Museum” image by the Lin’s scheme, since only the mean 
value of the block is used to carry out the recovery process. 
It can be obviously seen that the visual quality of the 
recovered image by the proposed watermarking scheme is 
better than that by the Lin’s scheme.  The gain of1.79 dB is 
achieved by the proposed method in comparison with the 
Lin’s method.  The proposed watermarking 
schemeeffectively utilizes thethresholding method to 
recoverthe edge and texture information in the tampered 
region with high quality.The comparison of PSNR values 
forvarious recovered color images obtained by the proposed 
scheme, the Lin’s scheme, and the Wang’s scheme [8] is 
shown in Table 1.  For each tamper color image, the better 
recovery performance in terms of PSNRs is achieved by the 
proposed watermarking scheme. 

   
 (a) (b) 
Fig. 1Simulation results of the proposed watermarking scheme (a) original “Museum” image and (b) watermarked “Museum” 

image of 42.39dB 

   
 (a) (b) 

   
 (c) (d) 

Fig. 2 Comparison of close-up view of the recovery results (a) part of the original “Museum” image, (b) tampered image of 
the same part, (c) recovery result of the tampered image by using the proposed watermarking scheme, and (d) recovery result 

of the tampered image by using the Lin’s scheme [3] 
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V. CONCLUSIONS 
A fragilewatermarking scheme based on the 

thresholdingtechnique has been proposedfor a wide variety 
of test color images.  The proposed watermarking method 
can be applied to color images for tamper proofing and 
recovery.  It improves the visual quality of the recovered 
color image while proofing the tampered region and 
provides an effective and low-complexity tamper proofing 
method.  The contribution of this paper includes that a 
thresholding technique has been incorporated into the 
proposed watermarking scheme and a method of recovering 
the tampered image from the extracted watermark 
information has also been devised to achieve high quality of 
the restored color image.  The proposed scheme outperforms 
the relevant existing scheme in deriving higher quality of 
the recovered color image while the watermarked image is 
nearly lossless with the original image.  Our future work is 
to improve the proposed watermarking scheme for color 
videos in the communication applications. 
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TABLE I 
PSNRs OF THE RECOVERED IMAGES BY LIN‘S SCHEME [3], WANG’S SCHEME [8], AND THE PROPOSED WATERMARKING SCHEME 

 PSNRs of the recovered images 

Images Lin’s scheme [3] Wang’s scheme [8] Proposed scheme 
Museum 40.20dB 40.97dB 41.99dB 
Resort 38.34dB 39.01dB 39.95dB 
Baboon 38.13dB 39.24dB 40.68dB 
House 39.64dB 40.58dB 41.41dB 
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