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ROI Based Embedded Watermarking of Medical
Images for Secured Communication in Telemedicine

BaisaL. Gunjal, Suresh N. Mali

Abstract—Medical images require special safety and
confidentiality because critical judgment is done on the information
provided by medical images. Transmisson of medica image via
internet or mobile phones demands strong security and copyright
protection in telemedicine applications. Here, highly secured and
robust watermarking technique is proposed for transmission of
image data via internet and mobile phones. The Region of Interest
(ROI) and Non Region of Interest (RONI) of medica image are
separated. Only RONI is used for watermark embedding. This
technique results in exact recovery of watermark with standard
medical database images of size 512x512, giving ‘correlation factor’
equals to 1. The correation factor for different attacks like noise
addition, filtering, rotation and compression ranges from 0.90 to
0.95. The PSNR with weighting factor 0.02 is up to 48.53 dBs. The
presented scheme is non blind and embeds hospital logo of 64x64
size.
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|. INTRODUCTION

ELEMEDICINE combines Medical |nformation System with

Information Technology that includes use of computers to
receive, store and distribute medical information over long
distances. Telemedicine can be divided into number of
medica related technologies using computers for healthcare
like teleradiology, telepathy, telecare, telesurgery,
teleneurology etc[3][4]. In number of medical applications,
medical images require special safety and confidentiaity,
because critical judgment is done on the information provided
by medical images. Critically ill or injured patients can be
treated localy by effective and secured communication
between remote hospitals and distant specidist [2]. Exchange
of medical images between hospitals located in different
geographical locations is a common practice now a day as
shown in fig 1. Hence, heathcare industry demands secure,
robust and more information hiding techniques promising
strict secured authentication and communication through
internet or mobile phones. Digitad image watermarking
provides copyright protection to digital image by hiding
appropriate information in original image to declare rightful
ownership. There are four essentiad factors those are
commonly used to determine quality of watermarking
scheme. They are robustness, imperceptibility, capacity, and
blindness[21].
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Fig. 1 Transmission of medical images from physician of remote
hospital to specialist through internet and mobile phone

Il.SURVEY

LSB based watermarking in spatial domain is the
straightforward method, But LSB based watermarking as well
as LSB based watermarking with pseudo random generator
are not secured methods [10]. In Continuous Wavelet
Transform, Calculating wavelet coefficients at every possible
scale is huge amount of work and it generates a lot of data.
There is highly redundant information as per as the
reconstruction of the signal is concerned. Due to the attractive
features of Discrete Wavelet Transform, researches have been
focused on DWT [13]. Wang Hongjun, Li Na have proposed
a DWT based method [14] in which waermark was
embedded in middle frequency coefficient using a as flexing
factor with o =pJm| ,where m is mean value of all coefficients
watermarking embedded. But this method doesn’t provide
enough security. The method proposed in [14] using DWT
was extended in [1] to enhance security of agorithm by using
Arnold’s Transform pretreatment for watermark. But this
method can be extended to improve PSNR and security
levels. As given in [15], two phase watermark embedding
process was carried out using DWT. Phase 1. Visible
watermark logo embedding, Phase 2: Feature extracted
watermark logo embedding. The agorithm was based on
texture based watermarking. A Integer Wavelet Transform
with bit plane complexity segmentation is used with more
data hiding capacity [17]. But this method needs separate
processing for R, G and B components of color image. As
given in [16] using DWT, host image is decomposed into 3
levels recursively. In level one we get 4 sub bands. In level 2,
each sub band of level 1isdivided to 4 sub bands to give tota
16 sub bands. Findly, each sub band of level 2 is again
divided into 4 sub bands each to give total 64 sub bands. Then
"generic agorithm’ was applied to find the best sub band for
watermark embedding to provide perceptual transparency and
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robustness. But the process is too lengthy ande tim The watermark is embedded with pixels of RONI and
consuming. The common problem with DCT watermarkgéng watermarked image is constructed.

block based scaling of watermark image changesingcal
factors block by block and results in visual

discontinuity.[6][18]. As given in [19], J. Cox eal had

presented ‘spread spectrum based watermarking sshem

Chris Shoemaker has developed CDMA based spread

spectrum watermarking with one scale DWT and B&NR
between 35-40 db for various attacks. As giver2di,[Harsh
Varma et. al tested CDMA based watermarking schedtte
spatial domain and frequency domain with DCT asl wsl
DWT. But these algorithms have low information higli
capacity.

lll.  FOUNDATIONS OF OUR METHOD
This section explains details of Region of Inter@R0l)

and RONI (Region of Non interest), Discrete Wavelet

Transform (DWT) and Arnold Transform used for watark
scrambling.

A.Importance And Processing Of (Roi)

¢)ROI with polygon d)Free hand ROI

Fig. 3 Options for selecting ROI for medical image

Conventional watermarking systems embed the hidden Many times for proper diagnosis of image, ROI isoal
need to be processed. e.g. as shown in fig 4rififeof ROI

to remove unwanted noise is required.

information in the entire image. This is not acedy for the
sensitive imagery like medical images. A medicalagm
contains ROI: Region of Interest and RONI: Non Regof
Interest. ROI is sensitive region of medical imagsng

which doctors do exact diagnosis and decide tredtme

according [3].

) Figure 8 8] < Fieure 3

Fle Bt Vew It Tods Oesitop Widow Fieb , il g@@

NEdL |k A30984- 2A/08 a0 File Edit Wiew Insert Tools Desktop Window Help
NEdS [k [AR0BL-

2421 7289]
T
£

a)Selecting ROI directly  b)Selecting ROI with tool
Fig. 2 Selecting ROI for image under diagnosis

Use of classical watermarking techniques may créage
distortion in ROl and consequently the diagnositueeof
image may be lost. Hence, only RONI should be used

watermark embedding. The ROI of image can be slect

interactively from medical image. Excluding sucHeseed
region, the watermark is embedded. Fig 2:a) andZ2fig
shows separation of ROl in Matlab from given imageler
diagnosis. The ROI can be selected interactivefigi2: a) or
it can be separated effectively using ROI tool lasn in fig
2 b). The physician can use different options tieceROI
interactively. Fig 3 shows some of the options udahg:
rectangular, ellipse shaped, polygon with n nuntberertices
or selection with free hand. Thus, ROl and RONIimége
are needed to be separated before watermark enmigeddi
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e)Creating Binary Mask f) Copy Mask position
Fig. 4 Processing of ROI of image urdiagnosis

B.Discrete Wavelet Transform
DWT has become researchers focus for watermarking a

DWT is very similar to theoretical model of Humarishal
System (HVS). ISO has developed and generaliztdnstige
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compression standard JPEG2000 which substitutes BMWT from 1 to N. Three level image decomposition isvehdn Fig

DCT. Discrete wavelet can be represented as :1. Embedding watermark in low frequency coeffitsenan
Wi () = agf/zw (agjt — k by) (1) increase robustness significantly but maximum enesf
For dyadic wavelets,a2 andb,=1, Hence we have, most of the natural images |s cqnce_ntratgd in agmrEte
V() = 2702y 27Tt — k)  j keZ @) (LLx) sub band. Hence modification in this low frespcy

sub band will cause severe and unacceptable image
degradation. Hence watermark is not be embeddetxrsub
band. The good areas for watermark embedding agk hi
frequency sub bands (HLx, LHx and HHXx), because drum
naked eyes are not sensitive to these sub bandy. yiald
effective watermarking without being perceived byman

Image itself is considered as two dimensional dgna
When image is passed through series of low passhagid
pass filters, DWT decomposes the image into sulddar
different resolutions [11][12]. Decompositions daa done at
different DWT levels e.g. fig 5 shows 3 level dequosition.

LL3 | HL3 eyes. But HHx sub band includes edges and texbifré¢ise
HL2 image. Hence HHx is also excluded. Most of the

LH3 | HH3 : . : .
HL1 watermarking algorithms have been failed to achieve

perceptual transparency and robustness simultalyeous
LH2 HH2 because these two requirements are conflictingaah ®ther.
The rest options are HLx and LHx. But Human VisBgtem
(HVS) is more sensitive in horizontal than verticelence
Watermarking done in HLx region. The attractivetfea of
LH1 HH1 DWT is that DWT offers muti resolution represeraatiof
image and DWT gives perfect reconstruction of deuosed
image.

Fig. 5 Decomposition of image up to 3 levels
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The sample decomposition and reconstruction in \léave
toolbox is shown in fig 6 a. Fig 6 b. show histagraf
original image and reconstructed image are samieadtidg
exact construction of image.

-} Wavelet 2-D : Indexed Image
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Original Image
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Fig. 6b) Histogram of original and restrncted images
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C. Arnold Transform

Arnold Transform has special property that giverage
comes to its original state aftspecific number of iterations.
These specific number of iterations termed as ‘Ktno
Periodicity’. Hence Arnold Transform is used asicéit
technique for increasing security in watermarkirgpesnes
[6]. The Arnold Transform of image is

Synthesized Image

idwt
s

Decompesition at level 2

Fig. 6 a) Decomposition up to 3 levels and recarsion (;‘/;‘) = 1 ;] (;) (mod N) (3)
(Synthesized) of image Where, (X, y) ={0,1,.....N} are pixel coordinatesih original

image. f,,, ) are corresponding results after Arnold

Here, DWT decomposes image into four non overlappin Transform. The periodicity of Arnold Transform (Pigs

multi resolution sub bands: LL3x (Approximate suand), dependent on size of given image. From (7), we have

HLx (Horizontal sub band), LHx (Vertical sub banahd X, =X+ 4)
HHx (Diagonal Sub band). Here, LLx is low frequency Y, =X+2*Y (5)
component whereas HLx, LHx and HHx are high fremye  |f (mod (x,,, N) ==1 && mod ,, N) ==1) then P=N.

(detail) components [7][8][9]. To obtain next ccarscale of

wavelet coefficients after level 1, the sub band. li& further IV. OURMETHODOLOGY

processed until final N scale reached. When Nashed, we
have 3N+1 sub bands with LLx (Approximate Compogagnt
and HLx, LHx, HHx (Detail components) where X rasge

The following presented methodology is improvemeht
algorithm presented in 2008 by Na Li et. al, given[1].
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Basic paper is on conventional DWT based watermgrkor
general database images, we have improved by singea

2. Extraction Algorithm

levels of security. The extension is done for RQisdxl

medical images.
1. Embedding Algorithm

Steps are watermark embedding process are shafignin

The proposed method is non blind. Hence the origina

image is

required for

extraction process. The simpl

algorithmic steps are applied are given sequentiall
Step 1: Decompress ‘Watermarked Image’. Separat®®I

and RONI parts.

DWT at level 3 and consider HL3'.

Decompose separated RONI partgusin

sequentially. Step 2: Consider RONI part of Cover image and deus®a
using ‘Haar’ wavelet up to 3 levels to get HL3 Cfaménts.
Cover N Separate || 3Leves Step 3: Apply Extraction formula as follows:
Medical EOT and r i !
Image RONI 5,21[:2 E:u Value(i,j) = —abs(HBS'})'HB) @)
If Value(i,j) < Thresholdygye
Compre. Image then_ Extracted_Watermark(i,j) = 0
csed Compres Water. Watermark Otherwise Extracted_Watermark(i,j) = 1
Water- |# sion |4 marked Embedding Step 4: Perform ‘lmage Scrambling’ using ‘Arnold
marked Dlethod Image Transform’ with key K that we had used in embedding
Image process depending on weather SUM <T to get ‘resale
watermark’.
Hospital Amold
Logoas || Scrambling | J Scrambled Watenmark- Decompre- Separation
water- withkev K Watermark ed Medical H» ssed |l of_ROI ]
mark Image Watermark ROZ\_.I: then
Image DWT and
Fig: 7 Watermark Embedding Process HL3’
Step 1: Separate ROI interactively from cover madimage. Recover Amold Extract-
Consider RONI and apply 3 level DWT using ‘Haar'weket. ed Water- |# Trans- [# =d Water- Watenmark
Step 3: Select HL3 as shown in fig 5. mazk form mark Extraction
Step 4: Find Arnold periodicity ‘P’ of watermarking ( 5).
Step 5: Determine key K wher@ < K < P. Then generate
PN Sequence depending on ‘K’ and find the sum oéloan Cover Separate 3 Levels
Image —# ROIand ¥ DWT
sequence say SUM. R ONI (HL3)
Step 6: If SUM > T where, T is some predefined Shod

value, then find two scrambled images applying Adno
Transform with K1 and K2, wher&1 = K + Count K2 =
K —Count , K + Count < P.

Now, Take absolute difference of two scrambled iesatp
give final ‘Scrambled Watermark'.

Step 7: If SUM <T, then apply Arnold Transform ditlg to
watermark image with ‘K’ to get ‘Scrambled Waterikiar
Step 8: Add ‘Scrambled Watermark’ to HL3 coeffidierof
cover image as follows:

New_HL3(i,j) = HL3(i,j) + F » Watermark(i,j) (6)

Fig. 8 Watermark Extraction Process

V. RESULTDISCUSSION

The project is implemented in Matlab and standard
database of medical images with 512x512 sizes agrco
image and 64x64 size hospital logo as watermarkisee for
testing. The performance Evaluation is done by two
performance evaluation metrics: Perceptual tramspugr and
Robustness. Perceptual transparency means perapiadity
of image should not be destroyed by presence oénwedrk.
The quality of watermarked image is measured by RSN
Bigger is PSNR, better is quality of watermarkedagm.
PSNR for image with size M x N is given by:

(Maxp)?
PSNR(db) = 10lo ,
(db) 10 T 5M SN [FGi—F G2

Where, F is weighting factor, New_HL3 (i, j) is ngw
calculated coefficients of level3, Watermark (i, j¥
‘Scrambled Watermark’.
Step 9: Take IDWT at Level3, Level2 and Levell
sequentially to recover RONI part, Now, combinel RtDget
‘Watermarked Image’. Where, f (i, j) is pixel gray values of original @ge. f (i, j) is
Step 10: Compress ‘Watermarked Image’ to get finalpixel gray values of watermarked image. Mas the
‘Compressed Watermarked Image’. This image candg®l U maximum pixel value of image which is equal to 266gray
for transmission through mobile phones or internet. scale image where pixels are represented with 8. bit
Robustness is measured in terms of correlatiorofadthe
correlation factor measures the similarity and eddhce
between original ‘watermark and extracted watermatk

8
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value is generally O to 1. Ideally it should beut the value
0.75 is acceptable. Robustness is give!

— Z§v=1Wi wi' (9)
1,2?1:1“% 2?’=1Wi'

Where, N is number of pixels in watermark, wi isgoral

watermark, wi’ is extracted watermark. Here, we geéting

PSNR 48.53 dB ang=1, for weighting factor =0.02. The
PSNR andp for ‘standard database of mediimages’ with

corresponding test inge and recovered atermarks are
shown in Table I.

()
Recovered
Water-
mark

(a) Cover Image b)Watermarked Imag
Fig. 9Cover Image, Watermarked Image, Extracted Water

TABLE |
EXPERIMENTAL RESULTSFOR MEDICAL IMAGESWITH SiIZE 512X512
Watermarked Recovered WeightingFactor
Medical Images Water- (F), PSNR(dB),
mark Correlationp)

F=0.02
PSNR=48.53
Correlationp)=1

F=0.06
PSNR=42.48
Correlationp)=1

F=0.03
PSNR=48.46
Correlationp)=1

F=0.05
PSNR=42.52
Correlationp)=1

F=0.04
PSNR=48.44
Correlationp)=1
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The medical image of 512x512 si is tested for various
attacks likepepper and salt noiseddition, median filtering,
wavelet compressiomotation etcgiven in Table Il. Here, we
are gettingp within range of 0.9-0.95 for various attacks.
This shows that ‘watermark recovery’ is satisfagtander
different attacks.

TABLE Il
EXPERIMENTAL RESULTSFOR VARIOUS ATTACKS ON MEDICAL IMAGE OF
512x512SzE WITH F=0.07

Result
Image

Attack | a) Pepper and b) Median | c)Wavelet
Salt Noise Filterin Compression
Addition 9 ratio 84.57
PSNR 31.94 34.87 35.25
(dB)
Result
image
Attack | d) Noise e) Median f) Rotation
addition Filterin attack
(Gaussian) 9
PSNR 30.03 32.64 35.87
(dB)

VI. CONCLUSION

It is a need of healthcare industry to transmit iced
images from one geographical location to othergimobile
phones. Improvement in information and communice
technologies made it possible to handle such agtjpits
through mobile phones. But security is essentigtbfa This is
the strongly robust ‘Digital Image Watermarking'ithv
increased security leweland producing exact recovery
original watermark for standard image database,ngi
correlation factor equals to 1 and PSNR up48.53 dBs.
Experimental resultsdemonstrat that our technique is very
effective supporting more security. As per IStnorms, the
still Image Compression standard JPEG2000 has aext
Discrete Cosine Transform by Discrete Wavelet Ti@mns.
This is the reason why more researchers are fagusir
DWT, which we have used for implementatiThe presented
technique providesobustness and high security required
medical images during transmission through interoe
mobile phones.
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