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Generalisation of Kipnis and Shamir
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of the HFE public key cryptosystem

Omessaad Hamdi, Ammar Bouallegue, and Sami Harari

Abstract — In [4], Kipnis and Shamir have cryptanalised
a version of HFE of degree 2. In this paper, we describe the
generalization of this attack of HFE of degree more than 2.
We are based on Fourier Transformation to acheive partially
this attack.

Keywords— Public, cryptosystem, cryptanalisis, HFE.

. INTRODUCTION

PusLic key cryptography depends on a handful of alge-
braic problems which try to achieve security. The origina
RSA problem requires large blocs sizes. Other altenatives with
small size have been proposed: Elliptic curves and recently the
family of quadratic multivariate schemes such as HFE (Hidden
Field Equations)[3][1].

The security of this system is based on the difficulty of
solving large systems of quadratic multivariate polynomial
equationg] 2]. This problem is NP-hard over any field. The most
efficient attack is the one of Kipnis and Shamir that consist in
determining the secret key from the public key.

This attack is based on a non standard representation of the
HFE. In this paper, we generdise the idea of Kipnis and
Shamir to attack partialy the HFE cryptosystem of degree
3.

Il. HFE SCHEME

The encoder takes a finite field K = GF(q) of a cardina
g and a characteristic p (¢ = p™), L, is an extension field
of degree n. L, is dso a GF(qg)vector space of dimension
n over K or nm over GF(p). Next, he choose a generic
polynomial of degree d.
p: B} — F}

n—1 n—1
iy g i
X — Z Cll'jl‘q +a + Z bixq + 7% Ajjs, bl and Yo€E Ln
§,j=0 i=0
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In addition, he choose two secret affine transformations; ie;
two invertible matrix S = {s;;} andt = {t;;} with entries

in GF(g) and two constant vectors s = (s1, S2, ..., ) and
t = (tl,tQ,...,tn) and sets
t(z) = Te+t and s(z) = Sax+s.

The attack of Kipnis and Shamir is an attack that consists
to guess the secret key from the public key. In this attack,
the origina HFE scheme is simplified, in particularly, they
consider only homogenous polynomial p and linear mappings
SandT.

A. Keys
o Secret items. T, p, S
« Public entities:
T(p(S(x)) = (g1(w1,- ..
g9(z).

,xn),...7gn(x17...,xn)) =

B. Encryption

Let m = (m4,...,m,) be the clear to encode bourred by
bits of redundancy from a hash function or a linear code.
The ciphering consists to evaluate the message m by the
public equations. We obtain therefore (y1, ..., y,) with y; =
gi(ma,...,mp);i=1,...,n.

The decrypted message isy = (y1, Y2, -, Yn)-

C. Decryption

The decoder receives the encoded message
y= (y1,.-.,yn) =T(f(S(m))). It decrypts:
1) THy) = f(S(m)).

2) solves
fz)—a=0 ©)

a€ Fpn,a=T"(y)
3) Apply S~ to the gotten solution.
The equation (1) can admit more than one solution. The
redundancy permits to determine the good solution.
The attacker who hasn’t S, T" and p can not use ths procedure.
Kipnis and Shamir introduce a new technique to decode:
1) Transform S and T from matrix representations to poly-
nomial representations.
2) Convert the n quadratic polynomials in a matrix repre-
sentation.
3) Solve the fundamenta equation.
4) Use the condition of the rank of the polynomia p to
determine T, p, S.

1SN1:0000000091950263



Open Science Index, Computer and Information Engineering Vol:1, No:12, 2007 publications.waset.org/1883.pdf

World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering
Vol:1, No:12, 2007

I1l. POLYNOMIAL REPRESENTATION OF SAND T
Lemma 1; Let A : Fq" — Fq"

f('rlv" x?L)'_) (y1a~~ yn)
A is a Ilnear application only if J(as,...

Zaixq with z = Zamwz
= i=1

) isabasis of F.

an) S0 that

Zyawj-

(w17 sy Wn
Pr oof:

n

7 is linear over F" therefore a2 is linear Va; € F,.
i=1

On the other hand, F' is an extension field of the field F,.

3 an dlement 8 € F,. sothat (3,59,...,37" ") is abasis of
Fp. So, al elements of Fi» can be decompo&d in this basis.

Thus, = = Zﬁq z; and y = Zﬂ yi, x;,y; are elements

of F,. By hypothws, yis Ilnear inz,

-1
Yi = D_7_g tijxj,tiy € Fy
n—1 n—1 n—1 n—1 )
J
y=2 0 tyz)B” =) m()_ tub”)
j=0 =0 =0 7=0

n—1

Y= Z ;. P;(B) )
=0

n—1 n—1 n—1

In other hand, y = > a;a? = > a;(Y wpT)”

7=0 J=0 =0
n—1 n—1
i+j
=2 @b’
=0 7=0

From (2), it is sufficient to show that VP;(8);: =

n—1 "
> apt
j=10

The matrix M = (my;), m;; = trace(37 37°) is regular.

= (Po(B);-- -, Pu-1(B)), 3R = (Ro(B), ..., Rn-1(D)))
so that

0---n—1,3a;,j=0---n—1sothat P;(5) =

RM =P

n—1 — n—1
Z(Rimij) = Z Zﬂq Bqﬁk

Sl

n—1

We choose aj, = Z R, 371,

“=P(p)

1=0
From this lemma, we can represent the two standard applica-
tions of the cryptosystem HFE by the polynomial representa-
tions.

IV. UNIVARIATE REPRESENTATION OF A SYSTEM OF
MULTIVARIATE EQUATIONS

Lemma 2:
let (Py,---, P,—1) amultivariate polynomial system over Fy,.
Y; = Pj(x0,~--,xn,1); J = 0...n—-1 Only if
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n—1
El(a07a27"'7aqn—1) S Fqn SO thﬁ Yy = Zaixi W|th
=0
n—1
Z.’Z’zwla Yy = Zyzwl, ’LU17...7wn) |S Fq”’ bass_
Proof -
yj_Pj(x()a"'axn—l)yj:01...71—1_
Pj(xg, -+, xn_1) =tjo + Z tioTio +

i0=0

Z Ljio,ir TioTiy

i0,i1=0

+ ...+ E ijiov...yimxio.ril Ty,
10,41, %m

A term of degree m can be written as:

(n=1)m
Z t] im x?m Wlth x{m, = xio e xim71
im=0
and im:(iOa"'aimfl) .
(n—1)m
°u = Blano) = X3 6
im=0
n—1 (n—1)m n—1
— .39’ R @\,
O wo= X wht = 3 )L Qe s,
J=0 im=0 J=0

(n E)M
B> Z

Thus aterm of degree m has the following form:

Z . Jm ‘T’lox’n ... I'Lm
q"—1 n—1 )
In other hand, y = Zalxl with =z = Z%ﬂql-
=0 i=0
vI = 0...n — 1; | can be written in one way:
I = Y+mq+ ... + 1@t with0 <= v < ¢

The set of definition of [ is £ ={0,---,¢" — 1}.
Vvl € E, we associate the vector ¥ = (9o, -
divide the whole E' equivalence classes:

le En ify+...+9%m-1=m; 0<=m<n(g—1).

SO, VI € E\l € Epy; E=FE1UEyU...UE,(,_1).

These classes are disconnected sinceif [ € E; ; | ¢ Ej,

VI € Eml = 7 + nqg + ... + ym-1¢""" with
Yo+t Y1 =m.

Let's show that there are integers

Jos s jm—1;Jk € {0,1,---,n — 1} so that

l=¢qgho +... 4 ¢™ "L
Indeed, I = ¢ +...

 Yn—1). We

1

+ ¢+t +

o 71

T ot e =m

Yn—1
m < n(qg—1).
VI € E,,; we can associate a vector

j = (jo, ", Jm—1) SO that [ = qu + qJ1 4+ ...+ qjma;
jk € {07 = 1}
4139 1SNI:0000000091950263



Open Science Index, Computer and Information Engineering Vol:1, No:12, 2007 publications.waset.org/1883.pdf

World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering
Vol:1, No:12, 2007

q" -1

E alxl = E ala:l + E alxl =+
1=0 lEE, leF,
(n 1)m

qm J‘1
E alz = E a* 1’ X .

lEEm Jm =0

+ Z ala:l.

leE,

Jm —1
x4

n—1
- Sy

Z ﬁquJk
Z;

= Zalfbl =

l€E;
(n—1)

Z n—1

Jo+lo
E 4,3
Jm—O

(n—1) (n— 1)
Tm+im
=2 (D 4,07 s,
177170 .77n_0 N
It is necessary to show that vV P; (8);im = (io, i1, -

3 ajm; ;m = (jOajla" : 7jm—1) so that

n—1 _ N
Jm—1+im—1
(Z 'r’im,—lﬁqm " )

Tm—1

7i'm—1)1

- P

Z a~ ﬁqJ7rL+lrrL o -
Lets the matrix M = my;;
mi; = trace(p B7) = 3325 47 BT
The matrix N =M ® M ® ... ® M isregular, so, thereis a
vector R = {R;; } sothat R.N = P.

=Y Ry mg 5 =P

Em N .
( qJO 0 ﬂqwo JO)
fgn =8 3
Jo i} ) ) ]
Jm+km ’ln +im Jm+km Tm+im
(Z ﬂq . ' ) = Z Bq -ﬂq
Fom S
ZR mp T G = ZEM Rﬁmzfm Bqu‘F ,,LBqJ,,LJr,"I
I B q5m+75m

we puts a; = Z R; .

K
From this last expression, the transformation is feasible
for all degrees of the hidden polynomial p provided that it is
homogeneous.

A. Example
We consider the quadratic equation system
Yo = Z1T2 + Tox1
Y1 = T1T2 + Tox2
Y2 = Tox2
y - Z yl - 1 2
ToZ1 ﬁq +x122 (5q +5q )+I0172 (BT +p67)
~——— ~————
Plo P12 Po2
If we choose the normal basis (34", 37, ..., 32" "1) so that:

trace(ﬁq 87 ) =i
The matrix M is I3 and the matrix N is I,.
RN=P&R=P
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The transformation in a matrix representation consists in
determ|n|ng the a”,z,] = 0,1,2 which Verlfy A5 =

i+j+k+1 . - .
Z BT which represent the coefficients of the matrix.
k,l

V. SHAMIR AND KIPNIS ATTACK

The principle of the crypting consists in applying the
transformation ¢ to the ciphered

9(z) =T(p(S(x)) ®)
From [3],
p(S(z)) = sWPW'z", W = w;; = s?i_i;p =pi; @
“Hg(x)) = 2G'x"s ()
Zt GG = (gl ©)
(5) et (6)=
G = WPW! @)

(7) is the fundamental equation.
The first stage of the attack consists in determining 7' by
resolving (7), than S and finally p. Their hypotheses are:

e Tang(p) =1 << n
e rang(W) =n

VI. HFE OF DEGREE 3

We have T'(f(S(x))) = G(x);
T isinvertible so T—! exists and it has the same form as 7.
=T 1 (G(z)) = P(S(x)) )
n—1 )
P(z) = Z g e+ S(z)y=>1" Lopat”
ijk=0
n—1 . .
) = > pijk(S(x)? T
ijk=0
n—1 . "
= Z (aWPW'ah)st 21
w,k=0
In other hand, i
t1(g(x) = =Y (aGha)a?
k
. n— * * :
with G, = 3175 66y and G = g,y
S0 (9) becomes
n—1 B
Z (zW P, Wtat)s? | 21" = Z(xG%xt)zq 9
w,k=0 k

There is no obvious matrix representation ?

4140 1SN1:0000000091950263



Open Science Index, Computer and Information Engineering Vol:1, No:12, 2007 publications.waset.org/1883.pdf

World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering
Vol:1, No:12, 2007

VII. FOURIER TRANSFORMATION

We tried to use fourier transformations to attack HFE of
degree 3.
From (8), we have the following equality:

h w, v w
§ § q q +q +q
( thgu—h,v—h,w—h)x

uvw h
n—1 ) ) X
B - ¢ & q 4 +q"+q"
- Z pljk( Z Sufisvfjsw—kx )
i7k=0 uU,v, W
h nt ; ik
. § : q _ ¢ @ "
vz ’ ( thgu—h,v—h,w—h) - Z p’ijk(su—isv—jsw—k)
h ijk=0
If wepermutei — — >j——>k——>1
andu——>’u——>w——>llt:
n—
h i j k
q — q q q
= (E :thgifh,jfh,kfh) = § : pijk(sufisvfjswfk)
h k=0

n—1 n—1
j k i k i j
= Z pijk(sgfjsfu—kSZ—i) = Z pijk(sgufkszfisgfj)
ijk=0 ijk=0
=H
We arein Fy» S0, H+ H+ H=H
n—1
j k i
= D> (i + pje + i) (Y si_sh_ys) =
jki=0
qh
Zzthgi—h,j—h,k—h
ijk h
If we apply fourier transformation :
n—1

VW,

e
J k i
D Bk Y sty sl XY 2Y)

ijk=0
h . .
=D (D9 XY ZY)
h ijk
= 2 ijk Bk Ri(X)R;(Y)Ry,(Z)

= 2 i Bijk Ri(X)R; (Y) Ry, (Z)
= Zabc XaYbZCPGbC(tov T1y ey tnfl)

VW,

Yo En(X,Y, 2)ty

However,
Pabc(t07t17 '~~7tn71) = Pbca(t(htla "'7tn71)
- cab(t07tla"'7t7L—1)

Thus, we get 2n equations with n variables. the resolution in
t; becomes very simple.

VIIl. CONCLUSION

In this paper we are interressted to the generalization of the
attack of Kipnis and Shamir for HFE of degree more than 2.
We have introduceda new technique to finish this attack which
permits to determine the transformation 7. This technique is
based on Fourier transformation .
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