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Abstract—This article discusses the questions concerning of
creating small packet networks for energy companies with
application of high voltage power line carrier equipment (PLC) with
functionality of IP traffic transmission. The main idea is to create
converged PLC links between substations and dispatching centers
where packet data and voice are transmitted in one data flow. The
article contents description of basic conception of the network,
evauation of voice traffic transmission parameters, and discussion of
header compression techniques in relation to PLC links. The results
of exploration show us, that convergent packet PLC links can be very
useful in the construction of small packet networks between
substations in remote locations, such as deposits or low populated
aress.
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|. INTRODUCTION

IGH voltage (HV) power line carrier systems represent

class of equipment, which is used in departmental
networks of energy companies for data and voice transmission
between high voltage substations (SS) and dispatching centers.
For information transmission phase conductors or ground
wires of high voltage lines are used. Typical voltage classes of
the lines are from 35 to 1150 kV. PLC communication uses
spectrum from 24 to 1000 kHz with channels multiple of 4
kHz grid. The typical bandwidths of PLC links are 4, 8, 12,
16, 24, 32 kHz.

In most cases high voltage line is the shortest path between
substations. Some times for energy company application of
power line carrier equipment for data and voice transmission
is the most useful. On the one part there are no charges for
construction of optical ground wire (OPGW) or microwave
links, on other part amount of information need to be
transmitted from the substation to control centre is very small.
Usudly payload of PLC link contents one or two voice
channds and some data from substation monitoring systems
(SCADA).

The newest types of PLC equipment support IP traffic
transmission [1], [2]. Such class of PLC equipment could be
named as Packet PLC. It alows creating convergent links,
where packet voice and data are transmitted in one data flow.

The main purposes of the exploration are

= to define the area of pPLC links application in the enterprise
network of energy companies.

= to create the basic model of network with pPLC application.

= to define types of transmitted information between nodes
and their priority in overdl traffic.
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= to define characteristics of traffic transmission over pPLC
links, optimal scheme of packet header compression,
required bit rate for multi-segment pPLC link, time delay.

II.PLACE OF PACKET PLC LINKSIN THE ENTERPRISE
NETWORK OF ENERGY COMPANY

Today, in telecommunication networks of energy
companies we can notice the tendency to converged packet
networks migration and phasing out equipment with frequency
or time division of subscribers.

Customer solutions under the use of packet traffic, for
example IP telephony provides alarge number of services that
are using regular phones will be either impossible or their cost
will be several times higher.

Enterprise network of Energy Company contents of high bit
rate backbone links with capacity STM-1 and more, depends
on specified requirements of technological processes. Usually
for such application OPGW and Microwave are used. OPGW
for backbone links is installed on HV lines 220 and 500 kV.
Length of OPGW links could reach hundreds kilometers with
length of regenerator section more than 250 km.

But power grids have places where OPGW or other
technology is not applicable. Typically it is 110 or 220 kV
substations in distant areas such as deposits or mountainous
terrain. In this case PLC often could be one useful technol ogy.

Generally we could define two concepts of Packet PLC
application in Power Companies Enterprise Network:
= Creating of bridge connection between areas of enterprise

network. In this case pPLC could be either back-up channel

for OPGW or Microwave, or separate solution.

= Creating of small networks with application of convergent
pPLC links and integration to enterprise network.

In both cases application of pPLC provides the benefits
related to packet networks interworking:

= Unified management of network nodes.

= The possibility of joining network nodes from different
vendors using standardized protocols.

= Scalability of the network.

= Common principles of routing and traffic management.

= Flexible backup algorithms.

Schemes of both concepts representation are shown in Fig.
land 2
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Before we decide to use pPLC link for traffic tramssion
we need evaluate is this solution suitable forminposesWe
need to define, arthe actual parameters of pPLC link all
reachingrequired parameters of traffic transmission: btey
time delay, packet loses.

Typical scheme of PLC link is shovim Fig. 3.
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Fig. 3 Scheme of High Voltage Power Line Carrietd

We have to notic¢hat application of pPLC links has sol
limits which should be observed in project des First of all,
in most cases creating of carrier grade pPLC lintedds or
propercalculation of link attenuation and signal to noiaéo
on input of the receiver. Parameters of signal singiasior
could be sufficiently different depend on type @ajthvoltage
line, voltage class hasspeciallyhigh impact.

Line attenuation andevel of noise depend on a lot of
factors, such as:
= Voltage class of the H\ine.
= Length of HV the line.
= Coupling phase and method of cling.
= Frequencies of link.
= Existing of taping lines.
= Weather conditions.

All of these factors have impact to the link beloay
Methodic of PLC link calculation aishown in [3]-[6].

For pPLC equipment the most important significahes
SNR parameter, becauseaximal bit rateB of the link
depends on SNR.

B = f(SNR)
SNR= PTX - (A+ K) - PNOISE

()
2

Where:

Py —nominal output level of modulated sigr

A — sumof link component attenuation— phase conductor,
line traps, line matching usitvoltage transformers;

K — coefficient considéng weather factor impact (signal
transmission parameterdegradation beca. of moisture,
glazed frost at aligs For pPLC links could be accepted a
daBm.

Average level of noise in HV line depends on voltclass.
In theTable 1 levels of noise corresponding to 100 kHZ-HY
lines with different class of voltage eshown [3]. Bandwidth
of channel is 1 kHz:
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Actual level of noise for defined bandwidth andgiuency Nominal output power of modulated signal depends on
could be derived with application of equationsdBy (4) [3]:  hardware realization of transmitter and used metlodd
modulation. The most popular scheme of modulati®ingiin
Puoise(r) = Puoise aooy * 5L19( f /100) (3) pPLC equipment is MCM+QAM. Multi carrier modulation
especially for channel bands more than 12 kHz plesi
flexible distribution of data to carriers subject amplitude-
frequency characteristic of the link.
For example characteristics of PLC equipment PoimdrL

TABLE |
NOISE LEVEL FOR1 KHZ BANDWIDTH

U, kv Level of noise, dBm s
50 were observed. Output power of modulated sigvigh
6-35 50 amplifier peak envelope power of 50 Watt will bec#m [1].
110 40 Equipment providgs the maximal bit rate with SNFquA_fS
dBm. Values of bit rate for SNR=45 dBm are showrtlia
220 -30
Table II.
330 -30 Diagrams in Fig. 4, 5 show results of derivind) Ifor
500 25 SNR=45 for different classes of the HV lines. Céition
750 -20 shows that for SNR=45 dBm in our example 220 k\edin
1150 -20 could not be used for pPLC links at all. But if aecept some
step-down of required SNR up to 30 dBm we get longe
Puosse(ary = Puorse(r) +100Ig(Af ) (4) distances and possibility to use PLC on 220 kVdinéalues

of bit rate for SNR=30 dBm are shown in Table Results of

. . . deriving are shown in Fig. 6-8.
Approximate line attenuation of phase conductor and 9 9
TABLE Il

COUp"ng devices could be derived as: VALUES OFBIT RATE DEPENDS ONCHANNEL BANDWIDTH
FORSNR=45DBM™m

A4=0,00868k/f 0+5 G W ez B, kbps
Where: 4 32
k- coefficient depending on HYV line class, k=1,4 3&rkV 8 64
line, k=1 for 110 kV line, k=0,83 for 220 kV line; 12 114
f — maximal frequency of using band, kHz; 16 156
| — length of the HV line, km; 24 244
5 dBm — normalized value of attenuation inserted b 3o 320
coupling devices for both sides of HV line [6].
TABLE IIl
Accordlng to equatlons (2)_(5), SNR could be d&“m VALUES OFBIT RATE DEPENDS ONCHANNEL BANDWIDTH
FORSNR=30DBM
SNR= P, - (0008(k 3/ f O +5+K) - Pyyees, (B W K2 B, kbps
4 24
For our purposes practice interest is definitiomaximal 8 40
accepted length of the HV line depends on frequeniti 12 72
fixed values of SNR and output power. Maximal ategp 14 96
length of the HV line allows us to define area atket link  ,, 144
application.

Dependence between SNR and maximal bit rate defends 32 192

PLC equipment performance and characteristics e tgp
coder and error correction mechanisms. Output paseally
is fixed and depends on peak envelope power ofmnéter
and type of using modulation.

The maximal length of the HV line from equation (®uld
be derived as:

Prx = SNR- PNOISE(Af) -K-5 (7)
0,00868 0k (4 f
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We do not consider 330 kV lines and higher for pRio®&
creating because these lines are backbone of pgrdiand
usually there OPGW is used.

Also from practical experience the performance igital
modulation on lines higher than 220 kV is poor heeaof
high level of noise.
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Implemented analysis shows that area of pPLC agujmic
is wide, but depends on required performance & ibn the
one part we need safe the spectrum, on the othemjder
bandwidth provides same bit rate with lower reqlieNR.
For our specified example in case when we
requirements to bit rate on 30 % we could
transmission range at more than 50 %.

Practical experience shows the most suitable anepHLC
equipment application are 35 and 110 kV lines vghgth
less than 150 km. These lines typically are reprtese
between substation on the deposits, low populatethrd
areas and small cities.

lll. BAsiC MODEL OFNETWORK WITH FPLC APPLICATION

For definition of parameters of traffic transmissiover
convergent pPLC links we need create simple moéfleh®
network. Topology of the network corresponds tcedygpe

Suggested model in general consider only two patensie-
required bit rate and time of traffic transmissidelay, but
these two parameters mostly will define limitationvalue of
intermediate nodes. In most cases for multi — segriieks

reducearest to the dispatching centre link must haeehiiggest
increadeandwidth and bit rate to transmit information frasther

nodes to the centre. Therefore if bit rate of “Itxsk” is not
enough for data flow transmission it will be thesfilimitation
for number of intermediate nodes. Notice, that vee ribt
consider cases when information will be divided ttwo
separate parallel links for one HV line. Further wi show
that second factorF,.is more important for multi — segment
convergent pPLC links.

In the convergent channels we have types of trafitical
to time of transmission delay — such as voice. ngadj of
multi — segment link increase overall time of tramssion to
7. When time of transmission delay increa3gsyit defines

topology of HV lines in Power Grid. Main feature ofsecondl|m|tat|on in number of intermediate links.

considered network — presence of multi — segmemksli
(MSC). Fig. 10 shows the simplest model of thevoek.

Disp.

KCe ntre

V212 ViTi
R
V3T,

\SSG

Fig. 10 Model of the network with pPLC links
In the observed model—is payload from substationg —

time delay of packets transmission fadink.
Model could be described by combined inequalities:

N1 (8)

Where:
N —number of nodes (substations);

IV. TYPES OHNFORMATION TRANSMITTED BETWEENNODES
AND THEIR PRIORITY IN OVERALL TRAFFIC

In the departmental network of Energy Companiest afl
types of information are transmitted. They coulddbaded in
two groups:

= Mandatory for transmission.
= Miscellaneous.

Data in Table IV show the distribution of traffio the
groups.

During normal process of power grid operation tcaffow
has relatively smooth character:

= SCADA system sends information only during startup

and renews data with sporadic messages or by gdham
server system.

= SFPA remote terminal unit sends messages to tlerser

either over defined time period or by polling fraerver.
= Rate of dispatching voice channels using is netréy
same for each hour, with active decay during niighé.

= Control of telecommunication equipment including
power supply system, GPS routers implemented by
TABLE IV

TYPES OFINFORMATION TRANSMITTED BETWEENSUBSTATIONS AND
DISPATCHING CENTRE

Mandatory Miscellaneous

Voice — dispatching voice
channels/ Priority 1. Max.
acceptable time delay & 450
ms

Data from Supervisory for
Control And Data Acquision

Voice — other channels / Priority 4

(SCADA) system of substation/

E-mail service, Internet/ Priority 4

Bimax) — Mmaximal achievable bit rate for link with maxima
payload for multi — segment link;

Tmax - Mmaximal acceptable delay of transmission fortmul
segment link;

Ki - coefficient corresponding to decreasing of fiter
because low SNR during periods of bad weather;

P, — availability of the link. For PLC links this paratee
should be not less than 0,95;

Priority 2. Max. acceptable time
delay Ty < 3000 ms.

Monitoring of nodes with SNMP
protocol Priority 2.

Data from System of Power
Flow Accounting (SPFA) of
substation/ Priority 3 Periods of
polling 15 or 30 minutes
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application of SNMP protocol. Data about conditioh
terminals is renewing only with messages indicatiedms.
= Voice channels for technical purposes are usedebyice
stuff of substation for conversation during substat
equipment maintenance.

= E-mail and Internet traffic are transmitted whemdhaidth
resources are available.

In case of faults or some operations on the switahy
traffic flow shortly could have peaks and some @stipns
could take place. Especially it is actually forffia from
SCADA system.

To avoid loses of priority traffic we need to applyitable
scheme of queue processing. Earlier was suggelseechost
sufficient method of traffic prioritization for pRL links [7].
Method of Priority Queuing (PQ) supports four cksof
services: highest, high, normal and low. Qualitysefvice is
regulated with buffer length.
guaranteed QoS of highest priority traffic even hwiin
overloaded channel.

V.CHARACTERISTICS OFT RAFFIC TRANSMISSION, OPTIMAL
SCHEME OFOVERHEAD COMPRESSION

To provide the performance of multi — segment link
need ensure that each hop in multi — segment pRikChhs
sufficient bit rate for own and transit traffic frgmission. In
the serial link each further segment is bearindfitrdrom
previous.

-3 9)
B ;v,

For reduction of required bit rate of links we neeihimize
load of packet headers. Especially this is actualtyreal time
application — VolP. In some configuration headeize ds
twice the size of the payload. When generating e/@ackets
every 20 milliseconds on a slow link, the headerstmnes a
large portion of the bandwidth.

PLC links during short periods of time (thunderstor
strong rain) could have high BER >3,ut during the most

Such method provide:

ROHC v2
Compression Gain %ﬁjjﬁ@@ﬂf{gﬁ
iLPayLoadj
Compression Gain 4{)’/’1”9775};};7 : HV LINE
" 1P4 ||upp] [RTP | PayLoad! || nFjes
ROHC TCP/IP
Compression Gain 49&99?{2”#1
SCADA/ SPFA PayLoad|
pPLC
Fig. 11 Concept of IHC
IP HC
Compression Gain ?8/7 75% : \
SNMP monitoringle| | P4 || UDP|PayLoad] \
Compression Gain 40/7 77 5% \
SCADA/ SPFA _Jesf | IP4 || TCP |PayLoad] o S [
o :
ECRTP 3 /
Compression Gain 40/4 90%
VolP = [ P4 |[uoP][RTP | PayLoad] /
Router ‘“

Fig. 12 Concept of EHC

For voice packets ROHC v2 provides header compressi
minimum to 1 byte, when ECRTP provides minimum eadd
4 bytes. ROHC v2 was developed with wireless liaks the
main target, and introduced new compression mesheni
with the primary objective to achieve the combioatiof
robustness against packet loss and maximal conipness
efficiency [8] ROHC v2 improves disadvantages ofHRDin
the relation to packet reordering.

Enhanced Compressed RTP is improved CRTP technique
described in RFC 3095. ECRTP was developed tocoves
the problems of CRTP. CRTP does not perform
well over links with long round trip time that losed reorder
packets. ECRTP extends CRTP by repeating contedtap
and by sending absolute values along with deltaesawhen
encoding monotonically increasing header fieldsnicrease

part of operation time BER is < 10 It means that we need robustness. It inserts a header checksum when WB&ksum

to apply reliable technigues of header comprestioavoid
lose of synchronization between compressor
decompressor during period with high BER.

Two conceptions of header compression applicatiothe
relation to pPLC link could be suggested:

= “Internal headers compressitC .

= “External headers compressighiC”.

EHC is provided by network equipment such as reuded
based on application of Enhanced Compressed RTRTEL
(RFC 3545) - technique for voice applications aRchkaders
compression (RFC 2507) for data applications.

is missing, to improve error recovery and fail dieefor the

ansbmpression.

IHC should be implemented inside of pPLC equipment

functionality and based on application of Robustadts

Compression v2 (RFC 4995, 5225) and Robust Header

Compression TCP (ROHC-TCP) RFC 4996 .

Both concepts for mandatory types of traffic preieg are
shown in Fig. 11, 12. Miscellaneous types of teaffhould be
processed in the same way depends on using prstocol
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IPHC technique mostly suitable for modem links wlibkv
BER and packet loss rate. Performance of this igalenfor
pPLC links during peaks of high BER is not guaradte

ROHC v2 has better performance characteristics than

ECRTP in the relation to failure rate during packess,
compression ration during packet loss, and samelation to
failure rate during packet reordering. But from Ierpentation
point of view EHC is simpler than IHC because aithons of

EHC are implemented in routers which have wide agbre

occurrence on the market of telecommunication eqaig.
IHC functionality should be implemented inside Pte@minal
by manufacturer. IHC makes functionality of PLC mor
difficult and sufficiently increase its price.

Additional argument for benefit of EHC is robusteds
loss of synchronization because of voice autondgiection
(VAD) technique application. [9].

VI. CHARACTERISTICS OFT RAFFIC TRANSMISSION, REQUIRED

BANDWIDTH FORMULTI — SEGMENT FPLCLINK

As mentioned before for multi — segment pPLC links ©

summary traffic of each further link is its own ffra and
traffic from all previous nodes.
Traffic from one node could be derived as:
BSUM = BDV + BSCADA+ BSPFA+ BSNMP+ BMISC (10)
Where:
Bpv — dispatching voice channel;
Bscapa— data from SCADA system;
Bspea— data from SPFA system;
Bsnwp— data from SNMP monitoring;
Bwisc — other types of traffic;

Table V contents the data concerning required di# for
transmission different types of traffic for 110 Bdbstation.

Thereby minimum required bit rate of one segmerk bn
the assumption of G.729 application with ECRTP &#D,
and SNMP for 5 terminals is equal to 34 kbps.

For multi-segment link bit rate for subsequent segnmust
not be two times more. We could apply flexible aitpoms of
poling adjustment for SPFA system and adjust soetaycto
avoid simultaneous transmission. Also dispatchinmjces
channels do not use simultaneously with all sulmsiat
Typically during operation process one dispatclagk bnly
with one substation and conferences do not usewas.a

Bit rate of the nearest to the dispatching cemttedould be
derived with equitation (9).

Assume that SCADA traffic from each substation hear
has same bit rate. Equation does not include tdtirereasing
because of changes in compressed headers
intermediate node.

(11)

N
BLS = BDV + z Bl(SCAD/-‘) + BSPFA + BSNMP + BMISC
1

Diagram in Fig. 13 shows dependence between mini
required bit ratd3 and number of nodds for multi — segmen
link.
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TABLE V
TYPES OFINFORMATION TRANSMITTED BETWEENSUBSTATIONS AND
DISPATCHING CENTRE

Traffic Bit rate, kbps for one channel
VolP
dispatching
channels/ Fullrate ECRTP VAD i(D:RTP+V
technological
channels
Codec G.729
(20 byte) 26,4 11,2 17,2 7,3
Codec G.723.1
(6,3 kbps , 30 18,4 8,4 12,0 55
byte)
depends on number of signals, average
SCADA 14,4 forT, < 300C Ms.
SPFA 9,6
SNMP 0,8 kbps for one terminal

If recourses are available, maximBy if

E-mail, Internet - W o B
services are “in silence

Bmin(N)

100

80
70
60
50 4
40
30
20
10

0

Required bit rate, kbps

1 2 3 4 5

Number of nodes
Fig. 13 Dependence between minimal required bét aad number
of nodes in multi-segment link

We observe number of nodes equal 5 because ofditag
limitation for voice packets. According to ITU-T Q4
maximal value of time delay could be accepted ed40al ms.
Average time delay for voice packet transmissionldde
derived as:

T,=T

coder

+T +Tlink +T +Tbuf'fer+T (12)

frame node decoder

Where:

Teodec— delay in codec;

Tiame— delay through frame generation;

Tiw — delay through of data processing in PLC and
transmission signals over HV line;

Thode — delay through of data processing in network
equipment (router);

Thutter— delay in jitter buffer;

Tdecoder— delay in decoder.

in each

We need minimize time delay to provide maximal nemb
of transit nodes in multi-segment link.

Duration of voice frame and delay in coder and deco
should be minimal. The most suitable type of vaioeec is

mu%729 B with supporting of VAD algorithm. Defaulbice
¢ payload in frame is 20 ms, therefore time delagader and

decoder is 25 ms.
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Time delay in PLC link depends on performance
equipment — how fast terminal could process thex datd
prepare HF signal on the transmission side and nialok
conversion on the receiver. Time of signal propagabver
HV line is not considered as too short. For modBirC
terminals latency of data process is 20-25 msegremnihal.

Time delay in node (router) depends on seriabiratielay
Tserial:

T L

serial — o
B

1

Where:
L- frame size, bit;
B — link bandwidth, bps.

For link with bit rate equal 34 kbp3seia/is approximately
15 ms. Delay in jitter buffer depends on numbermpatket
buffered packets. Assume that we process 2 frame&d @ser
is equal 40 ms.

Diagram of dependence between summary time of d
and number of nodes in multi — segment link is shawFig.
14.
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Fig. 14 Dependence between summary time of deldyhamber
of nodes in multi — segment link

Calculation shows that maximal acceptable number o
transit segment of pPLC link could not be more than

VII. CONCLUSION
The main resumes of the exploration:

= Place of convergent pPLC links in the enterprisgvoek of

of application of RFC 2507 and 3545;
= Typical lengths and voltage class of HV lines where
application of pPLC is mostly suitable were definétlese
lines are 35 and 110 kV with length < 150 km.

The results of exploration show us that convergeuket
PLC links can be very useful in the constructionsofall
packet networks between substations in remoteitotgtsuch
as deposits or low populated areas.
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Energy Companies was defined. PPLC links could dedu

as back-up channels or for creating small netwovksre
number of hops in multi — segment links is not mitwan 5.

= Minimal required bit rate for hops of multi - segmhdink

was defined. Minimal bit rate for one — segmenk lig 34
kbps.

= Two schemes of packet headers compression inael&di

application with pPLC links were suggested. IHC #hw
application of RFC 4995, 4996, 5225 and EHC — with
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