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Abstract—This manuscript presents a fast blind signature scheme
with extremely low computation for users. Only several modular addi-
tions and multiplications are required for a user to obtain and verify
a signature in the proposed scheme. Comparing with the existing
ones in the literature, the scheme greatly reduces the computations
for users.
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I. INTRODUCTION

THe concept of blind signatures was first introduced
by Chaum [2] to prevent digital signatures from being

forged and to protect the privacy of users. Based on the
RSA cryptosystem, Chaum proposed the first blind signature
scheme to achieve the unlinkability property [2]. By means of
the techniques of blind signatures, an anonymous electronic
cash system was proposed by Chaum in [3]. Based on the
RSA cryptosystem, Ferguson [11] introduced another blind
signature scheme tailored for his untraceable electronic cash
system. In [1], the authors proposed a blind signature scheme
based on discrete logarithm (DL) problems, and it is derived
from a variation of the DSA [15]. The authors of [1] also
presented a blind signature scheme based on the Nyberg-
Rueppel signature scheme [16]. Based on Okamoto’s protocol
of [17] and Schnorr’s protocol of [24], a blind signature
scheme was proposed in [20]. The authors of [20] presented
another blind signature scheme based on Okamoto’s protocol
of [17] and the Guillou-Quisquater protocol of [13]. In 1997,
based on the theories of quadratic residues, two blind signature
schemes are proposed in [21]. In all of the above schemes, it is
necessary for a user to perform a large amount of computations
to obtain and verify a signature. Besides, in 1996, Fan and
Lei proposed a blind signature scheme based on quadratic
residues [7], and they also presented an enhanced version of
the scheme to reduce the computation for requesters or users
[8]. Comparing with the schemes of [1], [2], [11], [20], [21],
the scheme of [8] greatly reduces the computations for users
by more than 99%. Although Shao [26] claimed that Fan-Lei
blind signature scheme is not really blind, Fan and Lei had
shown that his claim is not true [10].

This manuscript presents a fast blind signature scheme with
fairly low computations for users. Comparing with the blind
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signature schemes of [1], [2], [11], [20], [21], the proposed
scheme largely reduces the computations for users by more
than 99%. Compared to the user efficient blind signature
scheme of [8], the proposed scheme reduces the computations
for users by about 37%.

II. THE PROPOSED SCHEME

In general, two kinds of roles, a signer and a group of
users, participate in a blind signature protocol. A user blinds
a message by performing an encryption-like process (or a
blinding process) on the message, and then submits the blinded
message to the signer to request the signer’s signature on the
blinded message. The signer signs the blinded message by
using its signing function, and then sends the signing result
back to the user. Finally, the user unblinds the signing result to
obtain the signer’s signature on the message by performing a
decryption-like operation (or an unblinding operation) on the
signing result he receives. The signer’s signature on the mes-
sage can be verified by checking whether the corresponding
public verification formula with the signature-message pair as
parameters is true or not. In a secure blind signature scheme,
it is computationally infeasible for the signer to derive the link
between a signature and the instance of the signing protocol
which produces the blinded form of that signature. This is
usually referred to as the unlinkability or blindness property.

In this section we propose a blind signature scheme based
on quadratic residues [22], [27]. Under a modulus n, x is a
quadratic residue (QR) in Z∗

n if and only if there exists an
integer y in Z∗

n such that y2 ≡ x (mod n) where Z∗

n is the
set of all positive integers less than and relatively prime to n.
Given x and n, it is intractable to compute the square root y of
x in Z∗

n if n contains large prime factors and the factorization
of n is unknown [22], [27].

There are two kinds of participants, a signer and a group
of users, in the proposed blind signature scheme. A user
requests signatures from the signer, and the signer computes
and issues blind signatures to the users. The proposed blind
signature scheme consists of four phases: (1) initializing, (2)
blinding, (3) signing, and (4) unblinding. The signer publishes
the necessary information in the initializing phase. To obtain a
signature from the signer, a user performs a blinding process to
transform a message into a blinded message, and then submits
the blinded message to the signer in the blinding phase. In the
signing phase, the signer computes the signature on the blinded
message, and then sends the signing result back to the user.
Finally, the user performs an unblinding operation to convert
the signing result he receives into the exact signature on the
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message in the unblinding phase. The details of the proposed
scheme are described as follows.

(1) Initializing. The signer randomly selects two distinct
large primes p1 and p2 such that p1 ≡ p2 ≡ 3 (mod
4). The signer computes n = p1p2 and then publishes
n. Since p1 ≡ p2 ≡ 3 (mod 4), given a QR in Z∗

n,
there are four different square roots (or 2nd roots)
of the QR in Z∗

n, and one of these roots is a QR in
Z∗

n, too [27]. Hence, in addition to the 2nd roots of a
QR in Z∗

n, we can derive the 4th roots, 8th roots, and
(2i)th roots of the QR in Z∗

n where i is an integer
greater than 1. In addition, such a special form of
primes p1 and p2 does not affect the difficulty of
factoring n [28].

(2) Blinding. To request a signature from the signer, a
user randomly chooses two integers u and v such
that α = ((u + v)(u − v) mod n) is in Z∗

n and then
submits the integer α to the signer.
After receiving α, the signer randomly selects x such
that (α(x2−1) mod n) is a QR in Z∗

n, and then sends
the integer x to the user.
After receiving x, the user randomly selects an
integer b in Z∗

n, and then computes δ = (b2 mod
n) and β = (δ(u + vx) mod n). The user sends the
integer β to the signer.

(3) Signing. After receiving β, the signer computes λ =
(β−1 mod n) and derives an integer t in Z∗

n such
that1

t4 ≡ α(x2 − 1)λ2 (mod n)

by the algorithms of [18], [22]. Hence t is one of the
4th roots of (α(x2 − 1)λ2 mod n) in Z∗

n. The signer
sends the tuple (t, λ) to the user.

(4) Unblinding. After receiving (t, λ), the user com-
putes {

c = δλ(ux + v) mod n

s = bt mod n.

The tuple (c, s) is a signature of the signer in the
scheme. To verify the signature tuple (c, s), one can
examine if

(c + s2)(c − s2) ≡ 1 (mod n).

The proposed protocol is shown in Figure 1.

III. DISCUSSIONS

A. The Underlying Signature Foundation

The security of Rabin’s signature scheme [22] had been
proven to be computationally equivalent to the factoring
problem. Hence, if factoring n is computationally intractable
where n is the product of two large random distinct primes
with roughly the same size, then Rabin’s scheme is provably
secure against a passive adversary. However, Rabin’s scheme
succumbs to the chosen-message attacks [5], [14].

1If ((u + vx) mod n) is not in Z∗

n
, the signer cannot compute (β−1 mod

n). However, the probability of that ((u+vx) mod n) is not in Z∗

n
is nearly

1

2
|p1| or 1

2
|p2| where |p1|, |p2| denote the bit lengths of p1, p2, and 512

≤ |p1|, |p2| in a practical implementation [14], [27].

The proposed scheme is based on Rabin’s signatures with
injecting randomizing factors x’s into the messages before the
signer performs the signing operations on them. The scheme
of section 2 is robust against a passive adversary due to using
the Rabin’s method, and the proposed randomizing mechanism
enhances the randomization of Rabin’s signatures such that
it is computationally infeasible for an adversary to predict
the contents of the messages the signer exactly signs for the
chosen-message attacks such as [5], [12].

In the proposed blind signature scheme, the signer perturbs
the message received from each user before he signs it by
using a random integer x. This is usually referred to as the
randomization property [11]. A randomized blind signature
scheme can withstand the chosen-message attacks [25]. The
proposed scheme and the blind signature schemes of [1], [8],
[11], [20], [21] possess the randomization property, while the
Chaum’s blind signature scheme of [2] does not satisfy this
property. In 1999, Coron, Naccache, and Stern presented a
signature forgery strategy of the RSA digital signature scheme
[5], and the attack is valid on some special cases of Chaum’s
blind signature scheme [9].

In the signing phase of the proposed blind signature proto-
col, it is intractable for a user to obtain an integer t′ from the
signer such that t′4 ≡ α (mod n) where α is chosen by the
user in the blinding phase. In the blinding phase of the scheme,
a user chooses and submits the integer α to the signer, and
then the user receives the integer x from the signer. If the
user tries to select an integer β′ such that α(x2 − 1)β′−2 ≡ α

(mod n), and in the signing phase, obtains t′ from the signer
such that t′4 ≡ α (mod n), then he has to compute β′ such
that β′2 ≡ (x2 − 1) (mod n). Since the integer x is randomly
chosen by the signer and the factorization of n is unknown
to the user, it is intractable for the user to obtain t′ from the
signer such that t′4 ≡ α (mod n) in the signing phase of the
proposed scheme [22].

B. Correctness

Theorem 1 ensures that the signature tuple (c, s) produced
by the proposed blind signature scheme satisfies that (c +
s2)(c − s2) ≡ 1 (mod n).
Theorem 1: If (c, s) is produced by the proposed blind
signature scheme, then

(c + s2)(c − s2) ≡ 1 (mod n).

Proof. By the Chinese remainder theorem [27], an integer w

in Z∗

n can be represented by < w1, w2 > where w1 = (w mod
p1) and w2 = (w mod p2). For convenience, < w1, w2 > is
denoted by < w > sometimes. For each < k > = < k1, k2 >

and < w > = < w1, w2 > in Z∗

n, < kw mod n > = < k1w1

mod p1, k2w2 mod p2 >, and < k−1 mod n > = < k−1

1

mod p1, k
−1

2
mod p2 >. In addition, for each < k1, k2 > and

< w1, w2 > in Z∗

n, < k1, k2 > = < w1, w2 > if and only if
k1 ≡ w1 (mod p1) and k2 ≡ w2 (mod p2).

Let
[

g

h

]
denote the Legendre symbol g over h where h is

a prime [27]. Since both (α(x2 − 1) mod n) and (λ2 mod n)
are QR’s in Z∗

n,[
α(x2 − 1)λ2

p1

]
=

[
α(x2 − 1)

p1

] [
λ2

p1

]
= 1 · 1 = 1

World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering

 Vol:3, No:9, 2009 

2273International Scholarly and Scientific Research & Innovation 3(9) 2009 ISNI:0000000091950263

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 C
om

pu
te

r 
an

d 
In

fo
rm

at
io

n 
E

ng
in

ee
ri

ng
 V

ol
:3

, N
o:

9,
 2

00
9 

pu
bl

ic
at

io
ns

.w
as

et
.o

rg
/1

29
75

.p
df



and [
α(x2 − 1)λ2

p2

]
=

[
α(x2 − 1)

p2

] [
λ2

p2

]
= 1 · 1 = 1.

Therefore, we have that
α(x2 − 1)λ2

≡ α(x2 − 1)β−2

≡ (u + v)(u − v)(x2 − 1)(b2(u + vx))−2

≡ b−4(u2 − v2)(x2 − 1)(u + vx)−2

≡ b−4((ux + v)2 − (u + vx)2)(u + vx)−2

≡ b−4((ux + v)2(u + vx)−2 − 1)
≡ b−4(((ux + v)(u + vx)−1)2 − 1)
≡ b−4((b2b−2(u + vx)−1(ux + v))2 − 1)
≡ b−4((δλ(ux + v))2 − 1)
≡ b−4(c2 − 1) (mod n)

is a QR in Z∗

n. Because
[

b−4

p1

]
=

[
b−4

p2

]
= 1, the integer (c2−1

mod n) also is a QR in Z∗

n. If < d1, d2 > is one of the 4th roots
of the integer (c2−1 mod n) in Z∗

n, then the four 4th roots of
the integer in Z∗

n are < ±d1 mod p1,±d2 mod p2 >. Thus, the
four 4th roots of (b−4(c2−1) mod n) in Z∗

n are < ±b−1

1
d1 mod

p1,±b−1

2
d2 mod p2 >. As t4 ≡ b−4(c2−1) (mod n), t belongs

to {< ±b−1

1
d1 mod p1,±b−1

2
d2 mod p2 >}. Since s = (bt

mod n), s is an element in {< ±b1b
−1

1
d1 mod p1,±b2b

−1

2
d2

mod p2 >} = {< ±d1 mod p1,±d2 mod p2 >}. It follows
that s is a 4th root of the integer (c2−1 mod n) in Z∗

n. Hence,
s4 ≡ (c2−1) (mod n). Thus, we have that (c+s2)(c−s2) ≡ 1
(mod n).

C. Unlinkability

In a blind signature scheme, the unlinkability property
makes it impossible for the signer to derive the link between
a given signature and the instance of the signing protocol
which produces the blinded form of that signature. In this
subsection the unlinkability property of the proposed blind
signature scheme is examined.

For each instance, numbered i, of the protocol in section
2, the signer can record the messages (αi, βi, xi) transmitted
between the user and the signer during the instance i of the
protocol. The triple (αi, βi, xi) is usually referred to as the
view of the signer to the instance i of the protocol. Thus, we
have the following theorem.
Theorem 2: Given a signature tuple (c, s) produced by the
proposed protocol, the signer can derive b′i, u′

i, and v′i for
each (αi, βi, xi) in polynomial time such that⎧⎨

⎩
c ≡ (u′

ixi + v′i)(u
′

i + v′ixi)
−1 (mod n),

αi ≡ (u′

i + v′i)(u
′

i − v′i) (mod n), and
βi ≡ (b′i)

2(u′

i + v′ixi) (mod n).

Proof. If c ≡ (u′

ixi + v′i)(u
′

i + v′ixi)
−1 (mod n), then u′

i ≡
v′i(1 − cxi)(c − xi)

−1 (mod n). If αi ≡ (u′

i + v′i)(u
′

i − v′i)
(mod n), we have the following derivations,

αi ≡ ((u′

i)
2 − (v′i)

2) (mod n)
αi ≡ ((v′i)

2(1 − cxi)
2(c − xi)

−2 − (v′i)
2) (mod n)

αi ≡ (v′i)
2((1 − cxi)

2 − (c − xi)
2)(c − xi)

−2 (mod n)
αi ≡ (v′i)

2(c2 − 1)(x2

i − 1)(c − xi)
−2 (mod n)

(v′i)
2 ≡ αi(c

2 − 1)−1(x2

i − 1)−1(c − xi)
2 (mod n)

(v′i)
2 ≡ αis

−4(x2

i − 1)−1(c − xi)
2 (mod n)

Since (s−4 mod n), ((c− xi)
2 mod n), and (αi(x

2

i − 1)−1

mod n) are QR’s in Z∗

n, the signer can derive 4 different values
of v

′

i in Z∗

n such that (v′i)
2 ≡ αis

−4(x2

i −1)−1(c−xi)
2 (mod

n) is satisfied.
If βi ≡ (b′i)

2(u′

i + v
′

ixi) (mod n), we have that
(b′i)

2 ≡ βi((1 − cxi)(c − xi)
−1 + xi)

−1(v′i)
−1 (mod n)

There exists a value of v′i among its 4 different ones in Z∗

n

such that βi((1− cxi)(c− xi)
−1 + xi)

−1(v′i)
−1 (mod n) is a

QR in Z∗

n. Thus, the signer can derive 4 different values of b
′

i

in Z∗

n such that (b′i)
2 ≡ βi((1− cxi)(c−xi)

−1 +xi)
−1(v′i)

−1

(mod n) is satisfied.
Thus, the signer can derive b′i, r′i, and u′

i for each (αi, βi, xi)
in polynomial time.

Hence, given a tuple (c, s) produced by the protocol of
section 2, the signer can always derive the three blinding
factors b′i, u′

i, and v′i for each view (αi, βi, xi). It turns out
that all of the signature tuples (c, s)’s are indistinguishable
from the signer’s point of view. This is the unlinkability or
blindness property.

D. Performance

Typically, under a modulus n, the computation time for a
modular exponentiation operation is about O(|n|) times that
of a modular multiplication where |n| denotes the bit length
of n [27]. The modulus n is usually taken about 1024 bits
or more in a practical implementation [14], [27]. In [4], [6],
some fast modular exponentiation algorithms are proposed. In
[6], it requires 0.3381|n| modular multiplications and large
amount of storage, e.g. 83370 stored values for a 512-bit
modulus, to perform a modular exponentiation computation.
An enhanced version of [6] is introduced in [4]. However,
it still requires 0.3246|n| modular multiplications and large
amount of storage, e.g. 36027 stored values for a 512-bit
modulus, to perform a modular exponentiation computation
[4]. Besides, an inverse computation in Z∗

n takes about the
same time as that of a modular exponentiation computation in
Z∗

n, and a hashing computation does not take longer time than
that of a modular multiplication computation [27].

In the proposed blind signature scheme, no modular expo-
nentiation and inverse computations are performed by users.
Moreover, only several modular additions and multiplications
are required for a user to obtain and verify a signature in
the proposed protocol. In the existing blind signature schemes
of [1], [2], [11], [20], [21], several modular exponentiation
computations and inverse computations are needed for a user
to obtain and verify a signature, while these time-consuming
computations are not required in the proposed scheme. Com-
pared to the schemes of [1], [2], [11], [20], [21], if we
take a modular exponentiation computation to be 0.3246|n|
modular multiplications under a 1024-bit modulus n [4], the
proposed scheme reduces the amount of computations for
users by more than 99%. Compared to the user efficient blind
signature scheme of [8], the proposed scheme reduces the
computations for users by about 37%. The comparisons of
the numbers of computations performed by a user between
the proposed scheme and the schemes of [1], [2], [8], [11],
[20], [21] are summarized in Table 1. In addition, comparing
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with the blind signature scheme of [2] with a short public key
e = 3, the proposed method still largely reduces the amount
of computations for users by 95% under a 1024-bit modulus
since an inverse computation is still needed for a user in that
scheme.

In the proposed scheme, the signer performs a 4th root
computation and an inverse computation in Z∗

n. Comparing
with the scheme of [2], the proposed protocol does not
decrease the computation load for the signer. However, in
most of the applications based on blind signatures, the signer
usually possesses much more computation capabilities than a
user such as the bank of an untraceable electronic cash system
or the tally center of an anonymous electronic voting protocol,
while the computation capabilities of the users are limited in
some situations such as mobile clients and smart-card users.
Hence, to guarantee the quality of these ever-growing popular
communication services based on blind signatures, it is more
urgent to reduce the computation load for the users than that
for the signer.

IV. APPLICATIONS

Based on the proposed blind signature scheme, we can
construct an untraceable electronic cash protocol. The elec-
tronic cash protocol contains three parties (a bank, payers, and
payees) and four stages (initializing, withdrawing, unblinding,
and paying) where the bank and the payers of the electronic
cash protocol are regarded as the signer and the users of the
blind signature scheme in section 2, respectively. The protocol
is described below.

(1) Initializing. The bank randomly selects two distinct
large primes p1 and p2 such that p1 ≡ p2 ≡ 3
(mod 4). It computes n = p1p2 and then publishes n.
Each of the payers and payees performs an account
establishment protocol with the bank to open an
account in the bank. Let each e-cash issued by the
bank worth w dollars.

(2) Withdrawing. To withdraw an e-cash from the bank,
a payer randomly chooses two integers u and v such
that α = ((u + v)(u − v) mod n) is in Z∗

n and then
submits α to the bank.
After verifying the identity of the payer through a se-
cure identification protocol [14], the bank randomly
selects x such that (α(x2 − 1) mod n) is a QR in
Z∗

n, and then sends the integer x to the payer.
After receiving x, the payer randomly selects an
integer b in Z∗

n, and then computes δ = (b2 mod
n) and β = (δ(u+vx) mod n). The payer sends the
integer β to the bank.
After receiving β, the bank computes λ = (β−1 mod
n) and derives an integer t in Z∗

n such that t4 ≡
α(x2−1)λ2 (mod n). The bank sends the tuple (t, λ)
to the payer, and deducts w dollars from the payer’s
account in the bank.

(3) Unblinding. After receiving (t, λ), the payer com-
putes c = (δλ(ux+v) mod n) and s = (bt mod n).
The tuple (c, s) is an e-cash in the scheme.

(4) Paying. If the payer decides to pay a payee the
e-cash, then he sends (c, s) to the payee. After

verifying that (c+s2)(c−s2) ≡ 1 (mod n), the payee
sends (c, s) to the bank to check whether the e-cash
is double-spent or not. If (c, s) is not found in the
bank’s database which records all spent e-cash, then
the bank informs the payee to accept this payment.
Finally, the bank stores the e-cash in its database for
future double-spending checking and increases the
amount of the payee’s account by w dollars.

By theorem 2, given the e-cash (c, s), it is intractable for
the bank to derive the instance of the withdrawing protocol
which produces the blinded version of the e-cash. This is
the unlinkability or untraceability property of untraceable
electronic cash [2], [3].

V. CONCLUSIONS

An efficient blind signature scheme with fairly low com-
putations for users has been proposed. Since no modular
exponentiation and inverse computations are performed by
users, the scheme is suitable for the situations where the
computation capabilities of users are limited. Compared to the
existing blind signature schemes, the computations are greatly
reduced for users in the proposed blind signature scheme.
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TABLE I

COMPUTATIONS REQUIRED FOR A USER TO OBTAIN AND VERIFY A

SIGNATURE

The scheme [1]∗ [2] [8] [11] [20]∗ [21]∗

Numbers of Exponentiations 0 4 2 0 4 6 3

Numbers of Inverses 0 2 1 0 1 0 0

Numbers of Hashings 0 0 2 2 2 2 2

Numbers of Multiplications 10 6 2 14 3 5 2k∗∗

Reduced by: − 99% 99% 37% 99% 99% 99%

∗The fastest scheme mentioned in the paper is selected for comparison in this table.

∗∗k is a large enough integer.

Fig. 1. The proposed blind signature scheme
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