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for day-to-day operations” [3]. Managing policiesmually is

Abstract—Policy management in organizations became risingood for small organizations, but large organizatishould

issue in the last decade. It's because of todaggulatory
requirements in the organizations. To manage m@slidn large
organizations is an imperative work. However, magtrallenges
facing organizations in the last decade is manaagihthe policies in
the organization and making them an active docusneather than
simple (inactive) documents stored in computer hdnde or on a
shelf. Because of this challenge, organizations dngmlicy

management program. This policy management progtam be
either manual or automated. This paper presentgestigns towards
managing policies in organizations. As well as fss policy

management solution or program to be utilized, mhouautomated.
The research first examines the models and framieswosed for
managing policies from various perspectives in litezature of the
research area/domain. At the end of this papeacliaypmanagement
framework is proposed for managing enterprise pEdieffectively
and in a simplified manner.
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program, policy repository.

|. INTRODUCTION

OLICY can be defined as plan of action used by an'
its seniorP0licy management:

organization to give instructions from

management to those who make decisions to takenacti
and perform other duties on behalf of the orgaion&
context [1]. Major challenge facing organizatiomsthe last
decade is how to distribute all their policies target
employees. And to keep them read, understand amgplgo
with all policies in the organization [3]. Becausé this
challenge, there is a strong demand in organizationsome
kind of policy management solution. This policy ragament
solution can be either manual or automated [3].ickol
management in the context of this paper is the emmn of
policies into practical and enforceable [3] docutagmather
than simple documents in which employees negleaicort
read it, that can be implemented in the organinasi® whole.
However, most organizations manage their policiesunlly.

have software solutions to manage their policiea imay that
is quick, online and reliable.

Il. POLICY

Policy can be defined as plan of action used by
organization to give instructions from its managetrie those
who perform day to day duties on behalf of the nizgion
context [1]. It can also be defined as organizationles and
regulations that define acceptable and unacceptadtavior
within the organization [1]. Policy is typically itten
document that defines a plan or course of actiorgume
decisions and achieve rational outcome(s) in oegdian [2].

I1l.  POLICY MANAGEMENT

In the last decade,
imperative issue in organizations, because of nmoder
regulatory requirements. Therefore, policy managegme
entails, managing the life cycle of the policy fraimafting

Wntil archival. According to [4], there are fiveexk stages of

» Establishing policy requirements - Investigatinpthé
“relevant law, regulatory requirements, guideliaes!
best practice” [4] which is necessary to identifig
business requirements.

» Drafting policy — is to come up with statementys
sounds fine in legality, in simple English [4].

» Policy deployment - Sharing and distributing paii

around the organization.

Testing understanding & affirming acceptance - To

make sure that employees understand the policy and

ready to abide by it.

» Auditing policy penetration - Reviewing policy and
generating report to the [4] management on
compliance status.

Weisman quoted “Developing a manual policy manageme

solution is creating a set of procedures that cefléhe purpose
of the policy. Keep the policies as high level asgible; the
procedures and guidelines will provide the detadsessary
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IV. POLICY REPOSITORY

Another important issue which was examined in this
research is policy repository. It is a shared dagabwhere all
policy documents are stored for ease of accesslarge
organizations, a huge number of policy documengs umed;

and those documents need management solution. Thus,

management starts from storing them in a singlaldae
where everyone in the organization is able to actiesm any
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time. Policy repository is the main important coment of existing ones within specified time frame, or siynpliew
policy management program. However, this componéhbe  policies that are stored in the policy repositofjne policy

used as part of the proposed policy managemengefraink. repository is used for the storage of policieserathey have
been drafted and approved by the approvers ofptbiaty by
V.POLICY MANAGEMENT PROGRAM using policy management tool. It is a database,chvhs

connected to the Policy Management Tool for theagi®e of

policy management program should be developed. Ale policies. Lastly, Policy Decision Point is tfieal point
discussed earlier, policy can be managed manuatly Yhere management users can approve newly draftécieso
automated way. Based on this, there are two appesafor and allow them to be accessed by the normal usestsif.

developing policy management program [3]; manual or
automated. For the manual, there is human invadveno

manage the policies. For the automated approaditwase Universiti Teknologi Malaysia (UTM) is one of Malsig’s
tools are used instead [3]. The manual way of policeading universities in engineering, science amtirielogy. It
management program is good for small organizatimtwause is located in Johor Bahru, the southern city of &ala [6]. It
of their limited number of policies which peoplencamanage is famous [6] for being at the forefront of engirieg and
easily. But large organizations need software gmfutto Technological knowledge in Malaysia. Interest inligo

To implement policy management across the orgdoizah

VIIl. UNIVERSITI TEKNOLOGI MALAYSIA : CASE STUDY

manage the large number of policies across thenaa@on. management began when the University's legal affair
department decided to have a software tool to wme f
VI. POLICY MANAGEMENT MODELS managing policy documents all over UTM because h&f t

In order to propose a policy management frameworXiSting huge policy documents. The department sieted
several existing related frameworks were studied sme Make all UTM policies in digital format, rather tharinted

IETF/DMTF Policy Framework is deemed most suitablde d0CUMents kept on shelves, to ease access. TaeligiTM
investigated in depth. policies, they need to have web base policy managetool.

This will consist of policy repository, for the stge of all
policies, and policy management for retrieval, tingf
] o reviewing and storing policies. The legal departmaltso

The IETF/DMTF policy framework is introduced by IET nheeds to keep all staffs updated on the currenbihgolicies
(Internet Engineering Task Force) and DMTF (Disttérl 1,y providing online policy management tool. Thioltecan
Management Task Force) and is shown in figure lis Thyive them access to all policies online which isyveasy for
framework is being used as the basis for the eff@t ihem to read understand and to keep them updatedewn
designing a policy management framework. It cossitfour  hgjicies. After the problems have been identifizd interview
components namely: policy management tool, policyas conducted with top officers of the legal deparit in
repository, policy decision point and policy enfemeent point. | jTMm to get deep understanding on the state of todlpm.
The result from the interview showed that thera iseed for
policy management software to use as a solution ttier
problem. However, policy management framework was
proposed as a solution for the problem regardindgh@n to
make all policies online and how to keep staff ¢ad and
understand organization’s policies.

VII. THE IETHDMTF POLICY FRAMEWORK

Policy management Tool

A 4

Policy

A 4 Repository

Policy decision Point (4

IX. PROPOSED POLICY MANAGEMENT FRAMEWORK

As discussed above, IETF/DMTF policy framework sedi

> Policy enforcement point as the basic concept in order to design policy mement
framework as a solution for the policy managemesgcdin
Fig. 1 The IETF/DMTF policy framework [5] organizations. The proposed framework will give

organizations policy management solution and iswshin

The policy management tool is a graphical userrfate ~figure 2.
where the users or policy readers can use it t@sscthe
organization’s policies. This tool provides the im&gism to
retrieve policies from the policy repository. Withthis tool
the management users can also draft new policesew
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Policy Management Too

Ul Manager > Policy Editor
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Draft /
Policy Decision Point Retrieve Review
Policies existing
4 Policies

Store approved policy

Retrieve newly
drafted Policies

Approve

Policy Approvers

Policy Repository

Fig. 2 Proposed Policy management framework

As shown in the above figure, the proposed
framework consists of the following components:
1. Policy Reviewers
2. Policy Approver, Readers and Owner
3. Browser
4. Policy Management Tool
a. User Interface Manager
b. Policy Editor
c. Policy Decision Point
Policy Approvers
Policy Repository

oo
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TABLE | SUMMARY OF PROPOSEDPOLICY MANAGEMENT FRAMEWORK DESCRIPTION

Policy Approver, Readers an
Owner

d These three components are the users of the potiagagemen
framework. Policy approver is the person who apesothe policy after i
has been drafted by the policy creator or owneficlPaeaders are th
target groups in the organization those requirece&ml the policy. Lastly

policy owner is the person(s) drafted the policgated it.

Browser

This is the first component that helps sistr access the poligy
management tool by using web browser.

Policy Management Tool

The second component ifthlieey management tool. This componént
consists of three sub components which are Userfate Manager, Policy
Editor and Policy Decision Point.

User Interface Manager

The User Interface Managi¢ine front end of the policy management
tool where the users may be able to view the exjgtplicies.

Policy Editor
This component allows

The second component of policy nagiement tool is the policy edito

save it to the repository.

=

the user to view, draft aedaw the policies and

Policy Decision Point

target staff.

The final component of tpelicy management tool is the Policy
decision Point where the administrator or top lamahagement users can
release the newly approved policies and allow theine accessed by the

Policy Approvers

The third component of the proposed model is thikcP@pprovers,
where the administrator or top level managementsusan approve th
newly drafted policies so the readers will be dblgiew.

D

X.CONCLUSION

There is not a clear and complete definition ofigol
management in the past literature. However, thipepa
presented what is meant by policy management acgptd
the researcher's view. And also
framework is used as basic idea
management framework, which is the main resulhefgaper.
This proposed policy management framework was desigo
help large organizations to manage their policiad &eep
their employees read and understand all policiessacthe
organization. In the near future, to implement fiteanework
presented in the paper, a policy management tawtésled to
develop. The tool can be used to manage all pslice
organization, in order to proof the concept presérih this
paper. This policy management tool will be a web#itat has
all policy management need across the organization.
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