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Abstract—A simple but effective digital watermarking scheme
utilizing a context adaptive variable length coding (CAVLC) method
is presented for wireless communication system. In the proposed
approach, the watermark bits are embedded in the final non-zero
quantized coefficient of each DCT block, thereby yielding a potential
reduction in the length of the coded block. As a result, the
watermarking scheme not only provides the means to check the
authenticity and integrity of the video stream, but also improves the
compression ratio and therefore reduces both the transmission time
and the storage space requirements of the coded video sequence. The
results confirm that the proposed scheme enables the detection of
malicious tampering attacks and reduces the size of the coded H.264
file. Therefore, the current study is feasible to apply in the video
applications of wireless communication such as 3G system
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. INTRODUCTION

UE to the widespread proliferation of digital video

applications and the ready availability of ever more
powerful digital duplication / manipulation tools, there is an
urgent need for sophisticated schemes capable of verifying the
integrity of video streams transferred over communication
networks such asthe Internet. Thisrequirement is often satisfied
by using afragile watermarking scheme to detect the occurrence
of malicious tampering attacks and to pinpoint the location
within the video stream at which such attacks occur [1-5].
Traditional fragile watermarking schemes are designed to
satisfy three basic criteria, namely (1) perceptual transparency,
(2) ahigh sensitivity to tampering attacks, and (3) the ability to
detect changes in the streamed content without reference to the
original content. Bartolini et a. [1] embedded the watermark
bits in the quantized coefficients of each DCT block in
accordance with a predefined threshold such that the
coefficients in an even position in the zigzag reordering
assumed an even value, while those in an odd position assumed
an odd value. Zhou et al. [3] proposed a fragile watermarking
scheme in which the values of al the quantized DCT
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coefficientsin each 8 X 8 DCT block after a certain zigzag scan
position were modified to a small even value equal to that of the
nearby coefficients. In the extraction process, the watermarked
coefficientsin each DCT block were inspected, and a non-even
coefficient value was taken as evidence of channel errors or a
tampering attack. Lie et a. [5] embedded the watermark
information in the |- and P-frames of the coded video stream
using aL SB replacement scheme. In the I-frame, the watermark
data was embedded in the quantized dc coefficients
corresponding to the two LSBs using the direct replacement
method, while in the P-frame, the watermark data was
embedded in selected ac coefficients (e.g., the first and second
coefficients in the zigzag scanning order) using the modulo 2
method. However, whilst the fragile watermarking schemes
described above all satisfy the three basic design criteria to a
greater or lesser extent, the effect of the watermark information
on the bit rate of the coded content was not discussed.

To resolve the limitations of the watermarking schemes
described above, the current study develops a fragile
watermarking algorithm in which the watermark bits are
embedded in the last non-zero coefficient within each DCT
block of the I- and P-frames of the H.264 video stream during
the CAVLC encoding process [6]. Since the watermark
information is deliberately embedded within the final non-zero
coefficient in the DCT block, and afinite possibility exists that
the embedding process causes the value of this coefficient to be
modulated to “0”, the proposed scheme has the potential to
reduce the length of the coded block. As a result, the
watermarking algorithm enhances the compression rate of the
video stream, thereby reducing both the transmission time and
the storage space regquirements of the coded video.

The remainder of this paper is organized as follows. Section
Il describes the watermark embedding process and the
corresponding post-compression effect. Section |11 presents the
results of aseriesof experimental simulations designed to verify
the effectiveness of the proposed scheme. The proposed
communication architecture is described in Section IV. Finally,
Section V provides some brief concluding remarks.

Il. WATERMARK EMBEDDING AND POST-COMPRESSION
EFFECT

A. Previous Work

In a previous study [7], the present group proposed a
watermarking method for the authentication of H.264 video
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content in which the value of the last non-zero coefficient in
each DCT block was modified to an odd or even number
depending on the value of the watermark bit. The proposed
scheme utilized the following 4 X 4 DCT transformations [11]:

Y = AXAT (1)
where X is the raw-data matrix, Y is the matrix of the
corresponding DCT coefficients, and A is a 4x4 transform
matrix with the form

a a a a
b c¢c c b

A= )
a a a a
c b b c

wherea=1/2, b=1/+/2 cos(tr / 8) , and ¢ =1/+/2 cos(31 / 8).

The scheme proposed in [7] inserts a watermark bit @ at a
specific location within each quantized DCT block g. The
embedding point is determined using an adaptive selection
strategy which satisfies the requirements for size reduction,
perceptual transparency and sensitivity to tampering attacks by
specifically choosing the final non-zero coefficient in q (as
identified in a zigzag scan). Let ¢ denote the selected DCT

coefficient. The watermarked block, q“ , is obtained by
modulating ¢ to ¢ in accordance with the following rule:

- {sign(go)(|go| -1 if m®E(1)=0 o

0 ife®E(1)=1
where sign( ¢ ) indicates the sign of ¢ (i.e. positive or
negative) and |¢| denotesthe absolute value of ¢ . Furthermore,

E(A)=(A+1) mod 2 and A is the number of odd value
coefficientsin g.

B. Proposed Watermarking Scheme

In the present study, the watermarking scheme proposed in
[7] is extended to improve the compression efficiency at the
sender end. The basic structure of the proposed scheme is
illustrated in Figure 1. As shown, the coding process
commences by using a quantization procedure to reduce the
value of the DCT coefficients in order to enhance the
compression of the video stream. The video encoder then
embeds afragile watermark into the quantized DCT coefficients
before they are processed by the CAVLC scheme. Note that the
watermark information is deliberately embedded in the
quantized DCT block rather than the non-quantized DCT block
since the quantization process would destroy the embedded
watermark information and prevent its extraction in the
subsequent decoding process. As described in the previous
section, the watermarking scheme proposed in [7] embeds the
watermark information by modulating the last non-zero
coefficient in each DCT block to an even or odd number
depending on the value of the watermark bit (see Eq. (3)).
However, in the present study, the watermarking scheme
proposed in [7] is modified such that the last non-zero
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coefficient in each 4 X 4 DCT block is either modulated to
zero or is unchanged in accordance with the following

formulation:
_ o if e ®E(1)=0
AP if o ®E(1) =1 4)

On the decoder side, the watermarked bits, @', are detected
in accordance with
if E(1)=1

, 10
w = —
{1 it E(1)=0 ©)
whereE(1) =(4 +1) mod2and A isthe number of odd value

coefficientsin the 4 x 4 DCT watermarked block.

In Eqg. (5), avaue of @' not equal to @ indicates that the
origina 4 X 4 DCT block has been corrupted in some way, e.g.
by channel errors or tampering attacks. As a result, the
watermarking scheme provides the means to authenticate the
content of the received video stream and to pinpoint thelocation
of any changesin the original content. Furthermore, in Eq. (4),
there is a finite possibility that the value of the last non-zero
coefficient in each 4 X 4 DCT block will be modulated to zero.
In other words, the watermark embedding process has the
potential to reduce the number of encoded symbols, thereby
reducing the length of the CAVLC-encoded block. As a result,
the watermarking scheme not only provides a content
authentication capability, but also yields a post-compression
effect, thereby reducing the storage space requirements of the
encoded H.264 video sequence and improving the transmission
time.
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Fig. 1 Structure of H.264 video encoder utilizing proposed
watermarking technique

C. Post-Compression Illustration

In this section, the post-compression feature of the proposed
watermarking scheme is illustrated using a simple example. As
described in [6], the basic steps in the CAVLC encoding of a
block of transform coefficients are as follows:

1) Encode the number of coefficients and trailing ones;
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2) Encode the sign of each trailing one;

3) Encode the levels of the remaining non-zero coefficients;
4)Encodethetotal number of zerosbeforethelast coefficient;
5) Encode each run of zeros.

Consider the following I-frame residual 4 X 4 block (Refer
Fig. 2):

The zigzag re-ordering of this block has the form:
0,3,0,1,-1,-1,0,1,0,0,1,0,0,0,0,0. Therefore, NumCoeff=6,
TotZero=3, and T1s=3. (Note that NumCoeff is the number of
non-zero coefficientsin the residual 4 X 4 block, TotZeroisthe
number of zeros after the non-zero coefficient in the
residual4 X 4 block, and T1sisthe number of trailing onesin the
residual 4 X 4 block.) In accordance with the H.264 coding
standard, the zigzag re-ordering of the block is encoded as
follows (see Table 1):

1 0 0 (O

0 1 0 (O

Fig. 2The quantized block of H.264

TABLE1

THE CORRESPONDING CAVLC CODE FOR FIGURE Il
Wl Chile ek
NunwCoel]l-6, Tle—3 00010101 Tse Nuo=VLLCH
gigu ol TLil} o Hlarling al Jighest Bequeocy
sign al TH{1) [
sign of 1113 L
Level=-1 ol Tse Lev- VL0
Level=1 1 T3 Lev- VL1
Level=2 ng1a T3e Lev-VLC]
TolFerns—3 it} Alsor depencks on Wunnell’
zerosLefi=3 RonBefore=2 11 BanBefore of the 1= Coeff
ZerosLef=3RnnBefore=1 L] RanDefore of the 2+ Coeft
FerasTell L RunFeline 1 R Belare al' the 3 Cocll’
VeraslefE2 RanBefore—1 1 Fun Before af the 44 Cacff
ZerosLef=2RonBefore=1 0l RanDefore of the 5= Coeff

TevosLeft=1 RonBefore=1 Mo code required; Jast coeff

Hence, the transmitted bit stream for the block has the form
000101010010110001000011001101. In other words, the
block contains atotal of 30 bits.

In the proposed watermarking scheme, the watermark is
embedded within the H.264 video stream by modifying the last
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non-zero coefficient in each residual block. As described in the
previous section, there is a finite probability that the final
non-zero coefficient will be modified to zero. In other words,
the block is modified as follows (see Fig. 3):

0 3 -1 0

0 -1 1 0

1 0 0 0

0 0 0 0

Fig. 3The quantized block of H.264
AsshowninTablell, themodified block isthen encoded as

follows:

TABLEI

THE CORRESPONDING CAVLC CODE FOR FIGURE 3
Tl Cinele Cimnncnls
NunCuel =5, Tls—3 LI LN W0 =¥ e Num=RT.00
wigm alT1E1 L 1 Starting al highesl. Foyocney
sign alTI{-1) 1
sign of T1{-1} 1
Lewel= 1 1 Inter frame = Use: Lan=VLC0
Timeel =1 anin Toze Tev-VIOI
‘TotZeras=4 110 Alsoe depends oo NumCoeff
ZerosLeft=3 RunBefore=1 (] RunRefare of the |7 Coaff
ZarmsLeli 2 RwBelire & 1 RauniBelire libe 2 & Cpell
grosLef=LRunBefore=y 1 RunBefore of the 3 Coeff
FarosLef=2TunBefore=1 01 RunBGefare of the 42 Coeff
Ferpalell T RuwBelire 1 War enele reapuived; s eocll”

The transmitted bit stream therefore has the form
0001011011100101110001101. In other words, the transmitted
block contains a total of 25 bits. Thus, in contrast to the
non-watermarked block, the size of the transmitted
watermarked block is reduced by 5 bits. In other words, the
post-compression ratio is around 16.6% for this particular DCT
residual block and the post-compression benefit of the proposed
scheme thus can be proved.

1. EXPERIMENTAL RESULTS

This section evauates the performance of the proposed
watermarking scheme in terms of three criteria, namely (1) the
effect of the watermark information on the perceived video
quality; (2) the sensitivity of the watermark to malicious attack,
and (3) the compression rateimprovement. The evaluation trials
consider 14 standard video sequences. In conducting the
simulations, the performance of the proposed watermarking
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scheme is compared with that of two other watermarking
schemes, namely Method 1: identical to that proposedin[7], but
applied to the odd DCT residual blocks only; and Method 2: the
method proposed in [7], applied to both odd and even DCT
residual blocks.

A. Video Quality Degradation

The effect of the embedded watermark information on the
visual quality of the video sequences was evauated using the
PSNR (peak signal-to-noise ratio) metric, defined as

2
PSNR(dB) =10 % |og% ©6)

>3 06 D) X0 D)

i=1 j=1

MSE = (— =
X

M xN

where MSE denotes the mean square error between the original

image (x) and the reconstructed image(§< ),and M and N arethe
length and width of the image in pixels, respectively. Note that
the evauation trials were performed using a quality parameter
(QP) of QP=28. In addition, each video test sequence comprised
atotal of 120 frames.

Figure 4 compares the frame-by-frame PSNR values of the
original Flower sequence with those of the sequences processed
using the proposed watermarking scheme, the Method 1 scheme
and the Method 2 scheme, respectively. The average PSNR
values of the non-watermarked stream and the three
watermarked streams are found to be as follows: 35.37dB,
34.25dB (proposed scheme), 34.91dB (Method 1) and 34.28dB
(Method 2). It isobserved that the video quality of the sequence
processed using the Method 1 watermarking schemeis closer to
that of the original (non-watermarked) sequence than that of the
other two watermarked sequences. This result is to be expected
since the Method 1 watermarking scheme results in fewer fina
non-zero coefficientsin the DCT blocks being modified during
the watermark embedding process (i.e. the schemeis applied to
the odd DCT blocks only).

Flowrer ) )
—+ orepaae omeydl

PSNE{1B} Invatermaked
3700007
F6.5000 [
360000
35,3000 i""‘«.ﬁ‘ '

350009, o “

Wy,
T R T T Ty,
",

3450001 e
3400007 _
3350007
30000

Frame 1

e hos?

TOL3 19 25 31 3T 43 40 S5 6l o7 T3 70 85 M o7

Fig. 4 Comparison of effects of three watermarking schemes on video
quality. (Test sequence: Flower.)
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respectively. The average PSNR values are found to be as
follows: 35.02dB (non-watermarked), 32.95dB (proposed
scheme), 34.19dB (Method 1) and 33.01dB (Method 2). Asin
the previous example, it is seen that the Method 1 watermarking
scheme results in a better video quality than the proposed
scheme or the Method 2 scheme since it results in the
modification of fewer DCT coefficients. Table 3 summarizes
the PSNR degradation of the three watermarking schemes for
each of the 14 test video sequences.

B. Post-Compression Performance

As illustrated in Section 2.C, the proposed watermarking
scheme has the potential to reduce the length of the CAVLC
encoded blocks since there is a finite possibility that the last
non-zero coefficient in each 4 X 4 DCT block will be modulated

TABLEII
PSNR PERFORMANCE COMPARISON OF THREE WATERMARKING SCHEMES
Vide sthod Ilethod 1 Proposed scheme Ilethod2
PSNR loss () | PENE los(dB) PENR loss(dB)
Akivo 1.274 2089 2061
Bus 0835 2077 2013
Coastguard 1.688 2799 2775
Containe 0448 1391 1.379
Flowet 0.455 1.114 1.089
Foteman 0701 1418 1.597
Hall 0.589 1 89 1 482
ol 0391 1.103 1.066
Motherdanghter 1.740 2433 2421
Hews 0.431 2369 2366
Silett 1.656 3284 3272
Stefan 0.369 2010 1.983
Tempete 0431 1.511 1.431
Witerfall 1.268 2155 2143

to “0”. In this section, the resulting coding efficiency gain is
quantified using the following compression ratio improvement
(CRI) metric:

CRI = S“SN;SN x100% )

where S and S,, are the file sizes of the non-watermarked

video sequence and the watermarked video sequence,
respectively.

Figures 5 showsthe frame-by-frame CRI values of the Flower
video sequences, respectively, when processed using the
proposed watermarking scheme, the Method 1 watermarking
scheme and the Method 2 watermarking scheme. The average
CRI values for the Flower sequence are as follows: 3.92%
(proposed scheme), 1.31% (Method 1), and 3.84% (Method 2).
In other words, the post-compression performance of the
proposed scheme is superior to that of the other watermarking
schemes. Significantly, the CRI of the Method 1 watermarking
scheme is around half that of the proposed scheme or the
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Method 2 scheme since it considers only the odd DCT blocks
rather than all the DCT blocks.

Table 4 compares the CRI performance of the three
watermarking schemes for each of the 14 test video sequences.
The average CRI value for the proposed are found to be as
follows: 2.78% (proposed scheme), 1.18% (Method 1) and
2.75% (Method 2).

C. Sensitivity of Proposed Watermarking Scheme to Malicious
Attack

If the watermarked image is not modified during
transmission, the number of odd -coefficients in each
watermarked DCT block is unchanged, and thus the extracted
watermark bit is identical to the embedded watermark bit.
However, if the watermarked video is changed in some way
following the encoding process, the change is immediately
obvious in the watermark bitmaps extracted from the
corresponding frames.

Flowas « methed 1 o preposec netzod 2
CRI(%)
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600, M o ! n

=
C‘l
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;oo WL:-";M*M»/TI\*IQ f\"?'\! uM l”ﬂ L LA W !
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Fig. 5 CRI comparison for Flower video sequence

TABLE IV
. CRI PERFORMANCE COMPARISON OF THREE WATERMARKING SCHEMES
Vide st Iethad 1 Proposed scheme Ilethod2
CEI CEI CRI
Akiyo 0.232% 0.200% 0.797%
Bus 1611% 4.031% 3.991%
Coastguard 4 005% 2.400% 2374%
Contaner 0.140% 0.402% 0.398%
Flower 1318% 3.920% 3.846%
Foteman 0.777% L.ETT% 1 .265%
Hall 0.545% 1.651% 1.631%
Mokile 1.014% 3197 % 3.149%
Ictherdanghter 0.979% 1.688% 1.679%
Mewrs 0.440% 1.561% 1.550%
Silent 0.766% 1.795% 1.792%
Stefan 1.574% 3.820% 3.854%
Tempete 1.439% 3.913% 3.279%
Wifaterfall 0221% 1.736% 1.720%

Consider the scenario in which the watermarked Stefan video
frames shown in Figure 6 are modified via the addition of the
grid lines shown in Figure 7 such that it appears that the tennis
gameisheld indoorswhereasin fact it is actually held outdoors.

International Scholarly and Scientific Research & Innovation 5(6) 2011

Figures 8 and 9 show the extracted watermark bit maps for the
original video sequence and the tampered video sequence,
respectively. Comparing the two sets of bitmaps, it is evident
that the bitmaps associated with Figure 7 contain significant
distortion. Furthermore, it can be seen that the regions of
distortion in Figure 9 coincide roughly with the tampered
regionsin Figure 7. In other words, the proposed watermarking
scheme not only identifies those frames which have been
illegally modified, but also indicates the tampering location
within each frame. (Note that the sensitivity of the watermarking
scheme to other forms of malicious attack, e.g. noise attacks,
GOP replacement frame attacks, frame removal attacks, and so
on, isdocumented in [7].)

Fig. 7 Tampered watermarked Stefan video frames.

E E =

Fig. 8 Extracted watermark bit maps for frames shown in Fig. 8

Fig. 9 Extracted watermark bit maps for frames shown in Fig. 9

IV. PROPOSED WIRELESS COMMUNICATION ARCHITECTURE
As mentioned Section Il and 111, the CWA algorithm has
been presented and the performances are demonstrated,
respectively. To redlize in the feasible system, we extend the
CWA to the communication system to achieve the functions of
post-compression and content authentication. Fig. 10 illustrates
the block diagram for the proposed wireless communication
architecture combined with CWA agorithm. The watermarks
arefirst preset to insert to the video contents. As the residential
viewer requests the video sever system, the assigned
watermarked content is then transmitted to the CAVLC-based
decoder which located in the mobile station. Thus the
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watermarks are extracted to estimate the video quality.
Accordingly, the billing information relying video quality can
be determined and forwarded to the video stream server.
Conseguently, the billing fee can be determined relying the
quality information by the video content sever.

Video Sequence
l W k
Pr oposed
wat er mar ki ng
Watermarked Video Sequence
[ —
\f deo Stream
Sever
BTS BTS | <o BTS
Billing infornati EIIinginforruliun? BIling infornati
/ [
/ | \
Mbile Mbi | Nobi | &
Sation - Station Sation
14 A |
Waterrark Extraction Watermark Extraction Watermark Exiraction
& Qos Assessment d00s Assessment & Qos Assessment
Handset Device Handset Device Handset Device

Fig. 10 Block diagram for the proposed wireless communication system

V. CONCLUSION

This paper has presented a novel fragile watermarking
scheme for the authentication and post-compression of
H.264/AV C video streams. The simulation results have shown
that the proposed scheme causes an imperceptible degradation
of the video quality at the receiver end and facilitates the
authentication of both the I-frames and the P-frames within the
transmitted video sequence. Significantly, the watermark
information is embedded in the final non-zero coefficient of
each quantized DCT block, and thus the watermarking scheme
yields a potential reduction in the size of the watermarked file.
In other words, the proposed scheme not only provides an
authentication capability, but also reduces both the transmission
time and the storage space requirements of the H.264 video
content.
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