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Abstract—Developments in  communication
especially in wireless have enabled the progressvetost and low-
power wireless sensor networks (WSNs). The featofesich WSN
are holding minimal energy, weak computational &djtees,
wireless communication and an open-medium natureraviensors
are deployed. WSN is underpinned by applicatiovedrisuch as
military applications, the health sector, etc. Du¢he intrinsic nature
of the network and application scenario, WSNs autnerable to
many attacks externally and internally. In this grayye have focused
on the types of internal attacks of WSNs based &h i@odel and
discussed some security requirements, characterarat challenges
of WSNss, by which to contribute to the WSN'’s seuresearch.

Keywords—Wireless sensor network, internal attacks, sequrit
OSI model.

|. INTRODUCTION

technologies

);hose nodes.

In order to assure the functionality of a WSN, esgéy in
malicious environments, security mechanisms become
essential for all kinds of sensor networks. Howewire
resource constrains in the sensor nodes of a WSH an
multihop communications in open wireless channekamthe
security of WSN even more heavy challenge. Singesae
nodes can (or have to) also be deployed in theild@ost
environment without any temper resistant protectidime
nodes deployed in a network are relatively easybto
compromised, which is the case that the nodes atr@fothe
system control and an adversary can easily getafidess to
Hence, all the data could be modified
restored in those targeted nodes, including thetegraphic
keys. Thus, developing new security mechanismeecessary

as the nodes under traditional security mechanisased on

IRELESS sensor network (WSN) is underpinned by aﬁonventional authentication become inefficient arath

application driven technology for information gatihg
and processing which consists of many resourcet@insd
sensor nodes. It can be used for many differentiGgtipns
range military implementations in the
environmental monitoring, in health sectors as wef
emergency responses and various surveillancestdmSNs’

natures such as low-cost, low power, open medial af

multifunctional nodes that communicate at shorttagices
through wireless links, etc. they have become aar¢ @f our
daily life and drawn great attentions to those peagho are
working in this area. A typical WSN is shown in &ig 1.
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Fig. 1 A typical WSN [1]
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adversary is able to lunch attacks with a legitérgtatus of the
network [2]. The node is called compromised nodenvan
attacker gain a control of the node and appeasslagitimate

battlefield node, after a network deployment done.

Though overall security is very important issuaity WSN,
but very little work has been done to a secure Vit§&nally.
order to work on the internal security, researshneed to
realize its features and different types of intéatéacks. One
of focuses of this paper is to give an overviewfedént
internal attack of a WSN based on the Open System
Interconnect (OSI) model.

The following paper is organized as follows: sett® is
comprised of the overview of the generic secuetyuirements
for an WSN followed by vital security challengessiection 3.
Section 4 covers the details of nature and thestgénternal
attacks followed by conclusion in section 5.

Il. GENERIC SECURITY REQUIREMENTSIN A WSN

The nature of a WSN leads a challenge to provide fu
security to the network. The ultimate security liegment is to
provide confidentiality, integrity, authenticityna availability
of all messages in the presence of resourcefulradsies. In
order to provide the complete security in a WSNnadlssage
have to be encrypted and authenticated. An adyecsa use
natural impairments to modify the original message
information as well as can make the informatiomauailable
because of WSN nature and uncontrolled environments
Security requirements in a WSN are similar to theless ad
hoc network [3]. WSNs have the general securityiregents
of data confidentiality, authentication, integrifygeshness and
secure management.

3 1SN1:0000000091950263



Open Science Index, Electronics and Communication Engineering Vol:6, No:2, 2012 publications.waset.org/11043.pdf

World Academy of Science, Engineering and Technology
Internationa Journal of Electronics and Communication Engineering
Vol:6, No:2, 2012

Confidentiality: an adversary can choose any node t The wireless communication enables an adversary to
eavesdrop as long as it is within the radio rargyéha signals eavesdrop, inject, drop, or alter messages orrfonpe denial
are transmitted over the wireless channel. S, @ threat for of service (DoS) attacks by jamming the wirelesanctel. In
the data confidentiality as the attacker can gale t contrast to most other wireless networks, the conication is
cryptographic information. performed in a multihop way. This introduces additil
Authentication: to determine the legitimate noded anchallenges. Compromised nodes may be part of aerout
whether the received data has come from the auttbmode enabling them to modify forwarded messages, or a
or not authentication is important. compromised node injects a large amount of falsesages to
Integrity: information moving through the networkudd be drain the energy resources of all forwarding nodes.
altered. So integrity is important to trust the aised
information from the network. IV. NATURESAND TYPESOF INTERNAL ATTACKS

~ Freshness: to save the network from the replaygiadkis  yireless network transmission medium has broaduztsre

Secure management: it is important to manage tR@sceptible to the security attack compare to thditonal
distribution of cryptographic keying material irethetwork. wired network. In wireless sensor network nodes ten
deployed randomly in the hostile environment aneashry
can easily to make an attack to the targeted veiseteensor
A WSN has three major properties that made therggcu network (WSN) [7]. Regarding to the security ofMSN, it

Il.  VITAL CHALLENGES FORWSN SECURITY

mechanism challenging. can be investigated in different perspectives, daample
a. Resource Constraints WSN attacks can be classified as two major categori
b. Operational Environment, and passive and active attack, or an attack can betifiéehas
c. Wireless Multihop Communication. external and internal attack according to the daonsdiattacks

It is commonly assumed that sensor nodes are higtB]. Sometimes both reviews are applied, such atefinal
resource constrained; e.g., the resources are cablpdo the active attack,” “internal passive attack,” etc. vk used to
Berkeley MICA2 motes and TMote mini is presentedthie  highlight the type of an attack. In this researcpqr, we
Table | Thus, security protocols for WSNs must kecetable focused on the internal attacks of WSN. In ordeclawify all
on the available hardware and especially must bgeféicient those mentioned terminologies the definitions asefadlows
in terms of energy consumption and execution time. [71, [8]:

Passive attack: The attack does not have any diffsztt on

EXISTING SENngBR;EAITFORM (4], [5] the network as it is outside of the network. Passittacks are
Characteristics Mica2 ' TMote mini N the nature of eavesdropping on, or monitoringpatkets
RAM (Kbvtes 4 10 exchanged within a WSN.

Progr;m)I/:tles)h 128 48 Active Attack: the attacker transmits data to ondath of

the nodes, or chunk the data stream in one ordicghbtions in

“&ZT&LE}KSZIZSAE 76.8 250 the communi_catio_n channel. Active attackers c_amuptsth_e
(Kbps) ' normal functionality of the whole network, which ames it
may change the information, may modify the origidata, or

POV_Ver Draw: 36.81 57 can gather falsehood data. Its behavior likes aifegfe node
Receive (mW) in the network.

Powe_r Draw: 87.90 o7 External attack: The attack is defined as the ktties not
Transmit (mW) belong to the network and it does not have anyrnale
Power Draw: sleep 0.048 0.003 information about the network such as cryptographic

(mw) information. In other word it can be defined as bl attack.

) . ] Internal attack: When a legitimate node of the eknact
The operational environment of most WSNs is assutoed gpnormally or illicit way it is consider as an imel attack. It

be unattended or even hostile. Since sensor nadessaally 55 the compromised node to attack the networkhatan
not assumed to be physically protected by some “&deestroy or disrupt the network easily.

resistant hardware, an adversary is able to conipeosensor The compromised node holds the following charasties
nodes. Thus, even if security mechanisms, suctods-based g

authentication, are deployed, an adversary istalgbarticipate « It usually runs some malicious code that is défe from

in the network since he has access to all data 6, the code running on a legitimate node and seekstdal
cryptographic keys stored on the nOd?- Thus, s§cUrinformation from the sensor network or disrupt ftsrmal
protocols must be able to operate even if sensdes\are fnction.

compromised. * Node uses the same radio frequency as the otrerah

sensor nodes so that it can communicate with them.
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* Node is authenticated and participates in thes@en WSN several types of Dos Can be performed in differ

network. Since secure communication in sensor MV

layers which tabulated in the table 3 [10]

encrypted and authenticated using cryptographic s,key

compromised nodes with the secret keys of a legténmode
can participate in the secret and authenticatedhoaritation
of the network.

It is obviously that the compromised nodes are maie
dangerous as the adversary can easily obtain tkessc

information from the cryptographic information atiten to
make further attacks with the trust of other sens®his type
of attack is difficult to break or stop. That is wit has

TABLE Il
LAYER BASED DOS ATTACK [12]

Layer Attacks
Physical layer Jamming, Tampering
Data Link Layer Collision, Exhaustion
Network Layer Misdirection
Transport Layer Desynchronisation
Application Layer Path Based DoS

become a challenging task to secure WSN from iatern

attack.ln many applications, the data obtainedheydensing
nodes needs to be kept confidential and it haetauthentic.
In the absence of security a false or maliciousenoduld
intercept private information, or could send fafsessages to
nodes in the network. The major attacks are: DexfiSlervice
(DOS), Worm hole attack, Sinkhole attack, Sybilaelt,

The discussed attacks are linking some terminototiat
are defined as follows [11], [12]:

Jamming: Jamming is a popular Denial of Service PO
attack. In this attack the attacker attempts to jHme
frequencies of the radio used for communicationbenh the
nodes in the network. In this attack, an adversaay use e

Selective Forwarding attack, Spoofed and Altered, Jew nodes in strategic positions to effectively jarost of the

Replayed routing information, Hello flood attackpdding
attack. Based on the Opes System Interconnect (@8tel
the attack can be tabulated in table Il [10]:

TABLE Il
LAYER BASED SECURITY ATTACKS [11]

Layer Attacks
Physical layer
Attack
Collision, Sybil Attack,
Spoofing and Altering Routing
Attack, Replay attack
Internet smart attack, Sybil
Attack, Blackhole Attack,
Spoofing and Altering Routing
Attack, wormhole attack,
selective forwarding attack,
Hello Flood Attack.
Flooding Attack,
Desynchronisation
Spoofing and Altering
Routing Attack, False Data
Injection,

Data Link Layer

Network Layer

Transport Layer

Application

A.Denial of Service (DoS) attacks

Denial of service attack is an explicit attempptevent the
legitimate user of a service or data. The commothaouk of
attack involves overloading the target system weéhuests,
such that it cannot respond to legitimate traffis.a result, it
makes the system or service unavailable for the Ui$e basic
types of attack are: Jamming, Tapering, collisiblgming,
flooding, etc. If the sensor network encountersSCxtacks,
the attack gradually reduces the functionality adl s the
overall performance of the wireless sensor netwBrkjected
use of sensor networks in sensitive and criticalliaptions
makes the prospect of DoS attacks even more algrniin
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communications inside the network. In essence, ttachker
needs only a few nodes in order to disseminate rge la
network.

Tampering: Because of the nature of wireless sensor
networks, an adversary could easily get physicetss to the
sensor nodes. This may enable an attacker to conigeo
sensor nodes in a DOS like manner

Collision: This is a DOS attack, where a node irdua
collision in some small part of a transmitted packehe
packet will then fail the checksum check, becautehe
changes brought on by the collision, and the recetode will
then ask for a retransmission of the packet.

Exhaustion: This attack is a collision attack takeerbit
further. A malicious node may conduct a collisiottaek
repeatedly in order to exhaust the power supplytre
communicating nodes.

Misdirection: In this attack a malicious node, tiapart of
a route, can instead of dropping packets, quiteplgireend
them on a different path where there does not existute to
the destination. The malicious node can do this dertain
packets, or all packets.

Desynchronisation: it can disrupt an existing catioe
between two end points. Adversary transmits fongatket
with bogus sequence number or control flag to dégrar
prevent the exchange of data.

Path based DoS: An adversary overwhelms sensosrnde
flooding a multihope end to end communication pafth
either replayed or injected false message to iegedalse
message to waste secure energy resources.

B. Wormhol e attack

Just like the theoretical wormholes in space, #itacker
can send packets, routing information, ACK etcotigh a link
outside the network to another node somewhere irldhe
same network. This way an attacker can fool nods i
thinking they are neighbours, when they are actuall
different parts of the network. This can also ceefuiouting
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mechanisms that rely on knowing distances betweeles A
wormhole attack can be used as a base for eavppidgy not
forwarding packets in a DOS like manner, alter iinfation in
packets before forwarding them etc.

C.Snkhole attack

This is a DOS attack, where a malicious node athe=rta
zero cost route through itself. If the routing ail in the
network is a “low cost route first “protocol, likdistance
vector, other nodes will chose this node as arnrrimgdiate
node in routing paths. The neighbours of this nadkalso
chose this node in routes, and compete for theviidtial This
way the malicious node creates a black hole indiue
network.

D.Syhil attack

The Sybil attack targets fault tolerant schemesh sas
distributed storage, dispersity, multipath routamgd topology
maintenance. This is done by having a maliciouseruesent
multiple identities to the network. This attack @specially
confusing to geographic routing protocols as theeeshry
appears to be in multiple locations at once

E. Selective forwarding attack

In this attack, malicious nodes can decide nototovérd
packets of certain types or to from certain no@e®n though
the protocol is completely resistant to the sinkkopl
wormholes, and the Sybil attack, a compromised rtuake a
significant probability of including itself on a @aflow to
launch this type of attack if it is strategicalchted near the
source or a base station.

F. Spoofing attack

In this attack, a malicious node may be able tcatere
routing loops, wormholes, black holes, partitioe tietwork
and etc., by spoofing, altering or replaying rogtin
information.

G.Hello flood attack

Many protocols require nodes to broadcast HELLCkpec
to announce themselves to their neighbours. A medeiving
such a packet may assume that it is within theoraainge of
the sender but this assumption may be false.

H.Flooding attack

V.CONCLUSION

Provisioning internal security is a significantkaas WSN.
In this paper we have presented a foundation of @gdr
based internal attacks of WSN. This will lead tesearchers
to develop the resilient security mechanism by warig
internal attacks induced in WSN.

REFERENCES

[1] X, Huang, M, Ahmed, D, Sharma, “The node became promised
when an attacker gain control of the node that asta legitimate node,
after network deployment”, 2011 Ninth IEEE/IFIP dmational
Conference on Embedded and Ubiquitous Computindol@c 2011
Melbourne, Australia

[2] Y. Zhou, Y. Fang, and Y. Zhang, “Securing wirelssasor networks: a
survey,” IEEE Communications Surveys & Tutorialg] ®uarter 2008.

[3] K. Lu et al, "A Framework for a Distributed Key Magement Scheme
in Heterogeneous Wireless Sensor Networks", IEE&nJactions on
Wireless Communications, vol. 7, no. 2, Feb. 2@(8,639-647.

[4] https://www.eol.ucar.edu/rtf/facilities/isa/intetf@ossBow/DataSheets
Imica2.pdf, [accessed on November 24, 2011]

[5] http://sentilla.com/files/pdf/eol/Tmote_Mini_Datast.pdf,
on November 24, 2011].

[6] O. E. Ochirkhand, M. Marine, V. Fabrice and K. Amies,
“Resiliency of Wireless Sensor Networks: Definittoand Analyses”,
17th international conference on TelecommunicatRBHE0.

[7]1 S. K. Singh, M. P. Singh, and D. K. Singh, “A Surven Network
Security and Attack Defense Mechanism For WireleSsnsor
Networks”, International Journal of Computer Treraagl Technology-
May to June Issue 2011

[8] T. G. Lupu “Main Types of Attacks in Wireless Senddetworks”
International Conference in Recent Advances in &gmand Systems
2009, ISSN: 1790-5109, ISBN: 978-960-474- 114-4.

[9] M.Y. Hsieh, Y. M. Huang, “Adaptive Security Modul@s Increment-

ally Deployed Sensor Networks”, International Jairron Smart

Sensing and Intelligent Systems, vol. 1, no. 1,d1&008

K. Sharma, M. K. Gosh, “Wireless Sensor Networka: @verview on

its Security Threats”, IJCA Special Issue on Mol#ld-hoc Networks

MANETS, 2010.

H. K. D. Sharma, A. Kar, “Security Threats in Weas$ Sensor

Networks”, Carnahan Conferences Security Technoldgpceedings

2006 40th Annual IEEE International.

H. Ghamgin, M. S. Akhger, M. T. Jafari, Z. Branctttackes in

wireless sensor networks”, Australian journal ofsiBaand applied

Sciences, 2011.

[accessed

(10]

[11]

[12]

In this attack, a malicious node may send contisuou

connection requests to a victim node effectivebofling the
victim’'s network link

All of the above mentioned attacks has the commopgse
that is to compromise the integrity or workabilitf the
network that they attack. In order to make the oefviunction
the network need to saved internally and externalys work
will give a understanding the internal attacks o§MW/to the
researchers.
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