
 

 

 
Abstract—Smart industry concepts and digital transformation are 

very popular in many industries. They develop their own digital 
platforms, which have an important role in innovations and 
transactions. The main idea of smart industry digital platforms is 
central data collection, industrial data integration and data usage for 
smart applications and services. This paper presents the development 
of a digital platform for building critical infrastructure protection 
systems in smart industries. Different service contraction modalities in 
Service Level Agreements (SLAs), Customer Relationship 
Management (CRM) relations, trends and changes in business 
architectures (especially process business architecture) for the purpose 
of developing infrastructural production and distribution networks, 
information infrastructure meta-models and generic processes by 
critical infrastructure owner demanded by critical infrastructure law, 
satisfying cybersecurity requirements and taking into account hybrid 
threats are researched. 
 

Keywords—Cybersecurity, critical infrastructure, smart 
industries, digital platform.  

I. INTRODUCTION 

ANY industries establish their digital platforms in order 
to implement concepts of smart industry and digital 

transformation. They have a role in innovations and 
transactions realizations [1]. They collect and analyze data from 
different industrial properties and devices, from tools and 
machines to warehouses and factories. These data are mainly 
available in digital ecosystems of other industries that work on 
complement solutions, such as industrial applications and 
services. Many platforms offer market positions to facilitate 
distribution and usage of applications in the large market of 
industrial consumers. 

Two important roles of platforms, which make them 
successful are: acting as a technological base and market 
intermediary [2], [3]. Smart industries digital platforms use 
both. On the technological aspect of innovation platform, they 
enable creating complementary solutions from others by 
providing a stable core with standard interface and boundary 
resources from other parties [4], [5]. From the aspect of market 
intermediation, transaction platforms use relations between 
different parties, such as service providers and users, offering 
them a market position [6]. 

The main idea of smart industry digital platforms is central 
collection and integration of industrial data and their use in 
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creating smart applications and services with the help of 
complementary industries [7], [8]. Smart industries digital 
platform locates in service layer of Internet of Things (IoT) or 
multilayer modular architecture of digital innovation [9], [10]. 
Hence, platform is mainly used as integration middleware [11] 
in terms of simultaneous provision of data storage and process 
capabilities of operating system for applications [12]. Under the 
service layer, which consists of digital platform, are located 
connectivity layer and device layer [13]. Device layer consists 
of all physical properties and objects, i.e., data acquisition 
sensors and actuators. The connectivity layer consists of 
everything required for data transfer to the platform and vice 
versa. In the application layer, which is located above the 
platform, i.e., the service layer, are developed applications that 
use collected data. 

In this paper is presented overview of different contraction 
modalities in SLAs, trends and changes in business 
architectures (especially process business architecture) for the 
purpose of developing infrastructural preproduction and 
distribution networks, information infrastructure meta-models 
and generic processes by critical infrastructure owner 
demanded by critical infrastructure law, satisfying 
cybersecurity requirements and considering hybrid threats. 

II. SERVICE LEVEL AGREEMENT MODALITIES AND TOTAL 

CUSTOMER RELATIONSHIP MANAGEMENT 

A. Service Level Agreement 

SLA is a contract between service provider and service 
customers, which guarantees service providing quality [14]. It 
is common in all domains of information technology, such as 
IoT, cloud computing, network and web services. The biggest 
challenges in IoT applications are: description of SLA terms 
(quality of service properties, SLA violation penalties), SLA 
terms monitoring and inclusion of SLA in all IoT layers. 

SLA describes services delivered by provider, service 
provider and customer obligations and penalties in case of 
contract violation [15]. SLA concept is shown in Fig. 1 [16]. It 
ensures that the customer’s quality of service (QoS) 
expectations are met and that each party sticks to their 
decisions. In case of interest conflict, SLA improves 
understanding of relations between each party of agreement. 
SLA serves the customer as a public declaration of service 
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provider what he agreed to provide. SLA serves provider as a 
record of what he obliged to provide to the customer [17]. 

There are three types of SLA [18]. Customer oriented SLA 
places provided services, customer's requirements and 
expectations in one document. In a service-oriented SLA, the 
service provider places services in a catalog of services, where 
each service has its own set of SLA criteria that do not change 
the user's preferences. Multi-level SLA (ML-SLA) solves 
problems related to the agreements! integration in a multi-layer 
architecture and the limitation of flexibility due to the static 
nature of SLA in terms of QoS and price. 

 

 

Fig. 1 SLA concept 
 

 

Fig. 2 CRM implementation framework 

B. Customer Relationship Management 

CRM system automates horizontal integration of business 
processes containing production (product configuration, 
contact management), marketing (telemarketing, campaign 
management) and customer service (services, call center) over 
multiple interconnected delivery channels [19], [20]. Many 
functional areas use CRM system implementation, e.g., 
customer support and services, sales and marketing [20]. 
Hahnke [21] describes the life cycle of CRM in three phases: 
integration, analysis and action. 

The CRM life cycle starts with the integration of customer 
office system and centralization of customer data. It includes 
two related goals: providing a unique and complete view of 
each customer at every contact point and across all channels to 
the organization and employees in contact with customers and 
providing the user with a unique and complete view of the 
enterprise and its additional channels [22]. The result of this 
phase is a centralized source of all relevant user data, which 
increases efficiency and productivity of the user office [21]. 

The conceptual development framework of CRM is shown in 
Fig. 2. Research and analysis, visioning, business case building, 
solution planning and design, implementation, integration and 
value realization are six iterative processes included in typical 
CRM implementation [20]. The key perspectives of CRM are 
people, process and technology. Deliveries and services of main 
processes are also shown in Fig. 2. 

III. TRENDS AND CHANGES IN BUSINESS ARCHITECTURES FOR 

DEVELOPMENT OF INFRASTRUCTURAL PRODUCTION AND 

DISTRIBUTION NETWORKS 

Business processes are fundamental in company 
management. Traditional software architecture is mostly 
applicable to unchangeable business processes. The first 
limitation is fixed and hidden process logic in applications, 
which makes it impossible to extract independent process logic. 
If the business process demands a change, it is necessary to 
reanalyze, redesign and reimplement the application software. 
Another limitation is difficulty in tracking the process between 
job requirements and system implementation. This means that 
there is no clear business process link between requirements 
and implementation [23], [24]. 

From an information point of view, enterprise logic can be 
divided into business logic and application logic [25]. Each 
belongs to a separate area and has its own organizational 
structure. In the traditional three-tier architecture, two logic 
systems can be integrated and are called business logic and 
application logic. They are located between the representation 
and application layer. With the need for changeable business 
processes, the lack of a three-tier architecture is obvious. 
Researchers have discovered a wide number of process-
oriented architectures [26]-[28] aimed at business process 
reengineering or business process management, which has 
made techniques such as web services [29] and Enterprise 
Application Integration (EAI) popular [30]. These solutions are 
fully supported by workflow techniques and successfully 
separate process logic from application logic [30], [31]. Basic 
characteristic of workflow technique is focus on control logic 
of business processes, after which it manages application 
systems so that the business logic is self-contained. 

Fig. 3 shows the business process-oriented software 
architecture (BPOSA) [32]. BPOSA has the following 
characteristics: 
 Represents a service-based hierarchy and extends the 

traditional three-tier architecture by separating business 
logic from application logic. 

 Separates process logic from business logic and adds an 
independent layer of business processes. 

 Separates special enterprise business logic from 
application logic in business services layer. 

 Has an application layer that consists of a business group 
program and a business object that performs a special 
function defined by business services. 
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Fig. 3 BPOSA structure 

Mobility as a Service (MaaS) is a popular example of new 
mobility systems and represents an innovative concept that has 
recently moved to providing door-to-door mobility services 
[33]. MaaS potentially improves accessibility and efficiency of 
transportation systems by identifying supply and demand 
patterns in detail. MaaS is believed to provide sustainable and 
user-oriented services and offers unique opportunities for 
gathering travel requests, smart use of existing systems, and 
supported or self-organizing travel services where interface 
automatically matches user demand with supply [34]. 

Many business architectures are designed to take advantage 
of the organizational and management structure of MaaS [35]. 
Business architectures are used to show different ways of 
distributing responsibility for business activities, e. g. 
production [36]. The suitability of each business architecture 
based on the type of services (complementary and substitute) is 
explained. For platforms that use mobility services, there are 
several types of service commission, which are defined and 
described in Table I and Fig. 4. 

 
TABLE I 

DEFINITION OF BUSINESS ARCHITECTURES EXPLOITING MAAS 
 Description Properties 

VIa: 
Vertical integration of 
mobility services by 
travelers 

Transport operators provide unique mobility services with an integrated distribution system, such as 
public transport or car rental companies. Transport operators have full control over production, supply, 
distribution and marketing. Vertical integration refers to the integration of the production and 
distribution of services in the service center of each transport operator.

Full control over distribution 
and marketing 

VIb: 
Vertical integration of 
mobility services using a 
multimodal operator 

The main difference is that one company provides several types of services. Distribution and 
marketing are integrated via transport operators that provide multiple types of services. The operator 
creates associations or owns other transport operators. 

Full control over distribution 
and marketing 

Multiple services provided by 
one company

INTP: Intermediary 
platform 

The provider of specific services as an intermediary takes over services from different transport 
operators, integrates them and sells them to passengers. Distribution and marketing are executed by 
intermediaries, not public transport operators.

No control over distribution 
and marketing 

MSP: 
Multi-sided platform 

Basic features enable direct interactions between members and associations from each side of the 
platform. Operators can remain responsible for important features of the services and delegate 
communication of services from user to the platform. Connecting to such a platform can be of interest 
to operators who want to gain access to many potential users. Travelers may also find it beneficial to 
connect to the platform as it reduces search and information costs for each transaction.

Partial control over 
distribution and marketing 

 

IV. META-MODELS AND GENERIC PROCESSES FOR 

INFORMATION STRUCTURES DEMANDED BY CRITICAL 

INFRASTRUCTURES PROTECTION LAW 

Some of the meta-models and generic processes for the 
information infrastructure of critical infrastructure owners 
required by the critical infrastructure protection law are Mobile 
Device Management (MDM), Reconfigurable Manufacturing 
System (RMS), Content Management System (CMS), 
Distribution Management System (DMS) and Connecting 
Europe Facility by Digital Signal Infrastructure (CEF DSI). 

MDM systems mainly refer to the centrally supported 
management of a fleet of mobile devices (smartphones and 
tablets) and mobile applications by applying and securing 
predefined configuration settings [37], [38]. Gartner [39] 
considers MDM software as a policy tool for configuring and 
managing mobile devices. It also emphasizes that MDM 
services should guarantee the security of connectivity and 

transferred content. With the emergence of smart mobile 
devices, IoT has been on the rise in recent years and will very 
likely flood the market with millions of devices in coming years 
[40]. Zhang et al. [41] mention scalability, transparency and 
reliability as the main features that distinguish IoTs from classic 
internet. There are several IoT platforms currently available in 
the market, e.g., IBM Bluemix, Cumulocity, ARM mbed OS, 
etc. [42]. The transition raises the question of the differences 
and similarities between MDM and IoT device management as 
two different approaches [43]. 

RMS takes advantage of Flexible Manufacturing System 
(FMS) and Dedicated Manufacturing System (DMS) using 
computing technologies (e.g., smart sensors, autonomous 
robots, automated material handling and computerized 
machines) [44]. Today's manufacturing sector is based on the 
fourth industrial revolution in which many smart technologies 
such as IoT, cloud computing, augmented reality, simulation, 
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blockchain, security protection systems, big data, horizontal 
and vertical system integration and additive manufacturing are 
being developed. Use of smart technologies is a strong driver 
for RMS to meet the demands of the digital manufacturing 
world. 

CMS can be applied for web system cybersecurity. 
Exploitation of system core vulnerabilities or functional 
extension components are the most common causes of 
successful attacks [45]. Vulnerabilities can also be found in 
other software running on server. Using insecure Internet 
protocols may compromise the integrity or confidentiality of 
information. Malware on a device that accesses CMS 
management functions may be used to compromise an 
administrator's confidential data. The amount of administrator 
knowledge in the field of information security also plays a key 
role. This includes complexity of password and its storage. That 
is why a large amount of knowledge reduces the risk of an 
attacker succeeding in using social engineering methods. 

 

 

Fig. 4 Business architectures: (A) Via, (B) VIb, (C) INTP, (D) MSP 
 

The purpose of this state is to develop methods for assessing 
and ensuring the cybersecurity of CMS-based web systems that 
allow creation of information technology to ensure 
cybersecurity of CMS. To achieve this, it is necessary to 
perform the following tasks: 
1) Building an attack scenario model in the form of an attack 

tree. This model is based on the principle of creating a tree 
from the bottom up [46]. This construction uses the 
following scenarios: attacks with disclosure of an existing 
administrator password, attacks with the creation of a new 
administrator, attacks with authorization bridging. The 
main event in this tree is giving access to CMS 

administrator functions. Estimation of probability of the 
main event is possible using different types of scales [47]. 

2) Parameterization of the model. There are two options: a 
scale of fuzzy logical variables and a scale of five levels 
with selected indicators. It is possible to obtain estimation 
results in the interval [0, 1] using a numerical scale. To do 
this, each elementary event should be described over three 
realizations on a scale of 1 to 5 [46], [47]. 

3) Setting up a method to ensure CMS cybersecurity. The 
following countermeasures are assumed: use of two-factor 
authentication, staff training, use of HTTPS, use of VPN, 
protection of login and password searches, setting complex 
passwords and non-standard login, firewall installation and 
configuration. The combination of these measures is also 
possible. Unlike existing CMS-based web system 
cybersecurity provision measures [47], this method can 
minimize the percentage of attack success or the cost of 
services. 

4) Development of information technology to ensure 
cybersecurity of CMS, shown in the form of an IDEF0-
diagram in Fig. 5. 

IDEF diagrams consist of the following elements: 
 Rectangles showing functions (information flow 

processing processes) that are performed using IT 
application.  

 Horizontal arrows showing the flow of data, specifically 
input and output data. 

 Vertical arrows pointing from top to bottom describe 
control inputs. 

 Bottom-up vertical arrows describing decision support 
tools used in IT implementation. 

DMS drives Distribution Service Operator (DSO), thereby 
enabling real-time controlling and monitoring of distribution 
network, typically from the DSO's control room [48]. DSOs 
evaluate different smart grid solutions for Fault Location, 
Isolation and Service Restoration (FLISR) systems where the 
key issue is how to implement cybersecurity and data 
protection. 

The fastest FLISR solutions work locally on a predefined 
autonomous area of distribution network as shown in Fig. 6. 
Local FLISR controllers are collectively authorized to perform 
shutdown and reclosure operations until service is restored. 
Only the interrupt status is returned to Supervisory Control and 
Data Acquisition (SCADA) system, describing the new 
autonomous area technology which describes the new 
autonomous area topology. 

Since messages sent to the SCADA system are status 
messages, SCADA system can protect itself from local FLISR 
domains by accepting only status messages. This implies that 
this solution is less vulnerable to cyberattacks than solutions 
that look to DMS to change violators. 

If the sensor data were managed in a local FLISR solution, 
wrong commands could be sent to the violators, but the problem 
would not spread because autonomous area only sends status to 
the central SCADA system. 

In the case of physical topology changes affecting FLISR 
functionality, local FLISR solutions require manual 
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reconfiguration. This means that such solutions will be less 
dynamic. 

 

 

 

Fig. 5 IDEF0-diagram showing information technology for ensuring cybersecurity of CMS 
 

 

Fig. 6 Local FLISR 
 

Centralized FLISR solution where the intelligence resides 
within the DMS requires DMS to actively manipulate violators 
in the SCADA network as the red arrow shows in Fig. 7. 

Decentralized FLISR solution relies on a central analysis 
function located in a DMS or a dedicated system that assists the 
logic in the local FLISR domain to perform all steps in FLISR. 
If the central analysis function resides in DMS, it will introduce 
the same security issues as with centralized FLISR solutions. 
From a security point of view, there is no difference between 
centralized and decentralized solutions. 

 

 

Fig. 7 DMS-based FLISR 
 

CEF is a financial instrument that serves for additional 
investments in construction and improvement of the existing 
transport, energy and telecommunications structure. Members 
can finance projects from CEF in the fields of transport, energy 
and telecommunications. 

CEF Telekom is a part of CEF and facilitates cross-border 
interaction between public administrations, industries and 
citizens by implementing DSI and broadband network [49]. 
CEF-funded projects help to create a European system of 
interoperable and interconnected digital services that support 
the Digital Single Market. 

The goals of the CEF Telekom program are: 
 Accelerating the implementation of high-speed and ultra-

fast broadband networks. 
 Promoting the interconnectedness of the interoperability of 

national online public services (measurability, percentage 
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of citizens and business entities using online public 
services, cross-border availability of services) and their 
access. 

The European Commission annually adopts the Sectoral 
Annual Work Program with the aim of further development of 
infrastructural digital services. Digital services infrastructure 
provides trans-European interoperable services for citizens, 
businesses and/or public bodies. It consists of basic and generic 
services platforms. The building blocks are priority 
infrastructures of digital services. They are used to finance 
projects of basic sufficiently technically and operationally 
developed services. 

V. CONCLUSION 

In this paper is presented an overview of smart industries 
digital platform with critical infrastructure protection 
components. Different SLA modalities, CRM relation, trends 
and changes in business architectures (especially process 
business architectures) for development of infrastructural 
production and distribution networks (such as MaaS), meta-
models and generic processes for informational infrastructure 
by critical infrastructure owners demanded by critical 
infrastructure protection law, satisfying cybersecurity and 
hybrid requests. In conclusion, digital platforms gather service 
contraction, customer relations improvement, modeling of 
business architectures and different components that contribute 
to cybersecurity and hybrid threats elimination. 
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