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Abstract—After graduation, student population of applied 

sciences will become the population of employees on IT experts’ 
positions or "just" business users of certain IT technologies for which 
the level of awareness of existing cybersecurity risks is extremely 
important. This research results define the current cybersecurity 
awareness level of students at Zagreb University of Applied Sciences 
(TVZ), what can be useful not only for teaching staff to form a 
curriculum related to cybersecurity more accurately but also to 
employers to know what to expect from their future employees 
regarding cybersecurity awareness level. There is also a connection 
determined between the student’s behaviour and their level of 
cybersecurity awareness. 
 

Keywords—Applied sciences students’ population, cybersecurity, 
cybersecurity awareness, student population cybersecurity awareness. 

I. INTRODUCTION 

INCE digital technologies are deeply incorporated in our 
everyday personal and professional life, security awareness 

regarding those technologies should be on a secure enough 
level, especially among the population of technically oriented 
students such as applied sciences students.  

Social engineering is considered as a method most used for 
execution of attacks or as a step towards system intrusion, and 
human element in breaches scales up to 85% [1], showing the 
importance of security awareness among general population, 
especially employees. 

According to the RAND Europe report, there is a trend 
observed in all parts of the world, from the United Kingdom, 
where over 75% of job openings request digital skills, to sub-
Saharan Africa, where almost 65% of job openings mandate at 
least basic level of digital skills. The study showed that 69% of 
job openings in New Zealand, Australia, Singapore, the United 
States and Canada were in digital occupations and similar 
trends have been reported in Europe with 85% of all EU jobs 
requiring at least a basic digital skills level [2]. 

Applied sciences student population is a population which 
will most likely work with digital technologies (not only IT 
oriented students) thus they should have good level of 
cybersecurity awareness.  

II. RELATED WORK 

There is a significant number of related works published 
worldwide. In [3], authors evaluate the level of cybersecurity 
awareness among undergraduate students, concluding the need 
for raising the level of cybersecurity awareness among students 
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and recommend obtaining different datasets from different 
universities for comparison. In [4] authors are assessing the 
level of cybersecurity awareness among college students in 
Indonesia, concluding their good level of awareness with 
recommendations for improvement in specific areas. In [5] 
authors made research to assess the level of cybersecurity 
awareness among students at a private tertiary education in 
South Africa, determined possible vulnerabilities and 
recommend targeted cybersecurity awareness campaigns and 
further surveying.  

In [6] authors surveyed ICT users in Croatia to determine the 
level of cybersecurity awareness, coming to alarming results 
where 28.8% users have revealed their password for 
professional e-mail system and concluding with the need for 
actions to raise the level of cybersecurity awareness. In [7] 
authors made research on internet users in Croatia regarding 
their knowledge on internet security, with special emphasis on 
social networks, concluding that respondents were well 
informed on internet safety topics and willing to learn further. 
In [8] author researched on the topic of college student's internet 
usage and security awareness, with a significant result of 68% 
of students with an interest for deeper knowledge on 
cybercrimes. 

Authors in [9] conducted a survey on Saudi general 
population concluding that in order to defend against the rapidly 
increasing number of cyber-attacks, the level of cyber-security 
awareness of everyday people should be significantly raised 
since 51% used their personal information to create their 
passwords and 32.5% did not have any idea about phishing 
attacks. 

III. METHODOLOGY 

The methodology for conducting this research was developed 
as a sum of various research from related work, based on a 
sample of students of undergraduate and graduate studies at 
TVZ. The sample included 163 students of undergraduate and 
55 students of graduate studies. The share of female students 
(17%) in the total sample is representative with the total number 
of students on TVZ. The sample size and their distribution by 
level of study (undergraduate and graduate studies) as well as by 
individual studies on TVZ are not possible. What is also 
indicative and related with our topic, in our sample 53% of TVZ 
students are already employed (in part- or full-time job).  

To accelerate data gathering and to make it as simple as 
possible, collection of data was conducted via CAWI method 
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(Computer-assisted web interviewing). The collected data were 
analysed using the computer statistical programme SPSS 20.0, 
which is appropriate for research in social and technical fields.  

The basic analysis of the collected data is based on descriptive 
statistics, which describes the main characteristics of collected 
data in quantitative terms. In further statistical analysis 
Spearman’s correlation coefficient was used to check the 
direction and strength between selected variables, while their 
statistical significance was tested by Chi-square. Through the 
research we tested a positive correlation between the level of 
cybersecurity awareness and students working status, how 
careful they are clicking on links in an email or social media 
posts and the habit of checking the legitimacy of a website 
before accessing it. Based on our experience, we expected a 
higher level of cybersecurity awareness among students who are 
already employed, who very carefully click on unknown links 
and those who regularly check the credibility of the site before 
accessing it. 

Research Method 

The data were collected via the web questionnaire available 
for student access over a 15-day period in March 2022. The 
questionnaire was prepared as a Google form and students were 
provided with a link for access. Call for participation was posted 
on University of Applied Sciences web site, e-mail with a call 
for participation was sent to teaching staff at Zagreb University 
of Applied Sciences to motivate students for participation on 
their classes. 

The structure of the questionnaire is as follows: 
 Part 1. Internet access: determining student’s most used 

device type, internet access type and OS.  
 Part 2. Actual knowledge: determining student’s actual 

knowledge on cybersecurity topics.  
 Part 3. Security practices: determining student’s self-

perception of cybersecurity practices.  
 Part 4. Actual cybersecurity skills and behaviour: 

determining student’s actual cybersecurity skills and 
behaviour.  

 Part 5. Cybercrime experience: determining student’s 
experience with cybercrimes. 

 Part 6. Demography: determining student’s demography 
information.  

The questionnaire was pretested and adapted according to 
feedback prior to distribution to students. Testing was done with 
five lecturers at Zagreb University of Applied Sciences, later 
engaged in questionnaire distribution among students. 

Each part of the questionnaire is designed to show different 
aspects of cybersecurity to enable us to define a comprehensive 
cybersecurity awareness (CSA) level. In CSA framework 
calculation we included only parts 2 to 4 which have a different 
weight. Answers from part 2 (Actual knowledge) and part 3 
(Security Practices) are weighted at 30% and part 4 (Actual 
Behaviour) is weighted at 40 %, as shown in Fig. 1. 

Preferred answers on questions from all three parts of the 
questionnaire could reach maximum of 100 points. After 
application of the specified weights on total number of points, 
each student is assigned to a specific level of CSA. Result was 3 

different levels: not satisfactory or poor (0-55 points), good 
enough (56-80 points) and satisfactory or good (81-100) level of 
CSA. 

 

 

Fig. 1 CSA framework 

IV. RESULTS 

As expected, almost all students in our survey (96%) access 
the internet on daily basis, mostly from their smartphones 
(92%), but also from their laptops (56%) or desktop computers 
(38%). Most used type of internet access is via private Wi-Fi 
(79%) or direct internet access from their smartphone (72%). 
The use of public access to the internet is almost sporadic (3%). 

Students are not particularly concerned about the possibility 
of being targeted by cyber-attacks. Only 16% of them think 
their digital devices (computer or smartphones) possess some 
value to potential hackers so they could be a reason to target 
them. The most common used operating systems are MS 
Windows (50%) and Android (35%). iOS, Linux, or Mac 
operating systems are each used less than 7%. 

E-mail from fake bank account asking to provide information 
regarding credit card (95%) or encryption of all data with asking 
to make a payment for their decryption (94%) are most often 
expressed examples considered as cybercrime. Common 
examples considered as cybercrimes are also e-mail threatening 
to publish private data on visits on adult sites unless making a 
specific payment (85%), collecting and monitoring traffic on a 
public or a private network (85%) and mining cryptocurrency 
without necessary authorizations (83%). Only slightly fewer 
common examples recognized as cybercrime are Website with 
fake web shop (80%) and deliberate generation of high volume 
of traffic to cause a service unavailability (79%). In following, 
some of the forms of cybercrime are analysed. 

Phishing is correctly recognized as a spam to fool receivers 
to disclose their personal information (81%). For our survey 
participants’ Website spoofing is even less recognized. 69% of 
them recognize it as presenting false information to deceive 
visitor to disclose his private information. For 11% of them 
website spoofing is representing spying their device, while 19% 
of participants can not clearly express their definition of website 
spoofing. Definition for man in the middle attack for 77% of 
our survey participants is situation when attacker intercepts 
communication between two users, 6% think it is a situation 
when attacker misleads its victims in disclosing sensitive 
information and 17% of them cannot express what is behind this 
situation. 
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There is an even more different view of what is implied by 
social engineering. Majority of survey participants consider 
social engineering as a situation when attacker misleads its 
victims in disclosing sensitive information (50%), following 
with abuse of social network usage or attacker using 
information from social media (each by 18%). 14% of this 
survey participants cannot clearly express their attitude 
regarding social engineering. 

Majority of our sample participants (67%) often or 
sometimes check the legitimacy of a website before accessing 
it (check the domain name, the protocol in use or explore the 
domain with search tool etc.). Only 13% of our survey 
participants do that always, while 20% of them check the 
legitimacy of websites seldom or never (7%) as it may be seen 
in Fig. 2. 67% of them are aware of potential danger when 
clicking on banners, advertisements or pop-up screens that 
appear when surfing the internet. Only 3% are not aware some 
of this potential danger. 

 

 

Fig. 2 Results on checking the legitimacy of a website 
 

When they are on social media (e.g., Facebook, Instagram, 
etc.) 70% of the participants give always or often due attention 
to privacy settings, the rest of them do it sometimes or seldom. 
That is because majority of them do not believe that social 
media services have task to protect any personal information. 
Before using any website only 3% of the participants carefully 
read the terms and conditions of their usage but 83% of them 
regularly install available software updates and 71% of them 
think they are very careful about clicking on links in an email 
or social media posts, as seen in Fig. 3. 

 

 

Fig. 3 Results on careful clicking on links in e-mails and social media 
posts 

 
The following set of questions were crucial for definition of 

student's CSA level which depends on their knowledge, 
security practices and actual behaviour regarding cybersecurity. 
Students should have chosen the correct procedure in case of 

the following situations: 
- When they receive an e-mail with a message “Hey, check 

this paper and click on the link below!”, and they are not 
writing a seminar with certain professor 90% will ignore or 
delete his email. 

- When they see an advertisement for a new web shop 
offering number of trendy brands with great acceptable 
prices and find cool sneakers want to buy, 99% will firstly 
check web shop credibility and after that proceed only if 
they offer payment on delivery. 

- When college IT administrator mandates all users to create 
strong passwords 81% will create a password like: 
S4dm3v1d1Ss4d$n3& or use password generator. 

- When they are on a trip which they planned for months, 
55% will share photos of all the great scenes directly with 
friends or family (on Telegram, WhatsApp, etc.) and 33% 
of them will not share at all their photos before returning 
home. With ignoring security 12% of them will 
immediately put all photos on favourite social media 
accounts (Instagram, Facebook, etc.). 

- When they are in a coffee shop with open Wi-Fi network 
and need to make a payment over bank account, 59% will 
make the payment with usage of own mobile network 
connection (mobile data) or 33% who will also correctly 
make the payment subsequently when they will be on their 
home network (secure Wi-Fi). Again, with ignoring 
security, 7% of this survey participant will log into their 
banking application and make the payment on available 
open Wi-Fi network. 

Based on all those results and applied CSA framework on our 
survey participants sample, we defined 56% students with 
satisfactory, 28% with good enough and 16% with poor level of 
CSA. Obtained results are little bit disappointing bearing in 
mind the sample consists of students of Informatics and 
Computing who should have a significantly higher level of 
CSA. 

Positive correlation between established level of CSA and 
students careful clicking on links in an email or social media 
posts and checking the legitimacy of a website before accessing 
it is confirmed. The greater CSA of students also implies their 
greater attentiveness when clicking on links in an email or 
social media posts, as seen in Fig. 4. Between these two 
variables there is a proven positive, although relatively weak 
correlation (⍴ = 0.37940885) which is statistically significant (p 
= 0.004454543). The greater cyber security awareness of 
students also implies and their greater attentiveness checking 
the legitimacy of a website before accessing it, as seen in Fig. 
5. Between these two variables there is also proven positive and 
relatively weak correlation (⍴ = 0,314083938) which is 
statistically significant (p = 0,002073515). 

Although we expected that students who are full-time or at 
least occasionally employed have a more pronounced CSA, the 
results of this research did not support our expectations. All 
levels of CSA are almost equally represented among working 
and non-working students. With a risk level less than 5%, we 
can conclude that there is no statistically significant difference 
(p = 0.020656863) between the level of CSA and the working 
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status of students.  
 

 

Fig. 4 Correlation of CSA and caution while clicking links 
 

 

Fig. 5 Correlation of CSA and caution while visiting websites 
 

 

Fig. 6 Correlation of CSA and work status 

V. CONCLUSION 

Positive connections with cautious clicking on links in e-
mails and social media posts as well as checking the legitimacy 
of a website before accessing it, and the level of CSA were 
found. These questions can be used as a pointer of CSA level. 

Even though this survey participants show majorly good 
enough and good level of CSA, more intake should be on a good 
level. Many of them will work on network, application, 
software or information system design, implementation and/or 
upgrade and they should be aware of potential cybersecurity 
issues when planning any of previously listed activities. The 
rest of them represent a population which will most likely work 
with digital technologies, and they should be aware of the 
dangers their online and offline behaviour could bring. As 

mentioned in introduction, human factor is the weakest link in 
every cyber defence procedure. 

To ensure a higher level of CSA among student population, 
TVZ should ensure a cybersecurity topic on all departments, in 
a form of designated lectures as part of currently active courses 
or as new courses with focus on cybersecurity topics. Topics 
should be adapted to each department and study learning 
outcomes. Before these lectures will be launched, TVZ will, as 
a continuation of this research, additionally test the interest of 
its students for participation in lectures related to cybersecurity. 
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students in these different conditions to enable their easier integration into the 
labour market after graduation. 
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