
 

 

 
Abstract—The Internet of Things (IoT) has become a hot topic for 

the last couple of years. This innovative technology has shown 
promising progress in various areas and the world has witnessed 
exponential growth in multiple application domains. Researchers are 
working to investigate its aptitudes to get the best from it by harnessing 
its true potential. But at the same time, IoT networks open up a new 
aspect of vulnerability and physical threats to data integrity, privacy, 
and confidentiality. It is due to centralized control, data silos approach 
for handling information, and a lack of standardization in the IoT 
networks. As we know, blockchain is a new technology that involves 
creating secure distributed ledgers to store and communicate data. 
Some of the benefits include resiliency, integrity, anonymity, 
decentralization, and autonomous control. The potential for blockchain 
technology to provide the key to managing and controlling IoT has 
created a new wave of excitement around the idea of putting that data 
back into the hands of the end-users. In this manuscript, we have 
proposed a model that combines blockchain and IoT networks to 
address potential security and privacy issues in the healthcare domain 
and how various stakeholders will interact with the system. 

 
Keywords—Internet of Things, IoT, blockchain, data integrity, 

authentication, data privacy.  

I. INTRODUCTION 

HE IoT has become the topic of much discussion and 
speculation recently. IoT is a vision of a world in which 

every product, device, and thing contains electronics, software, 
sensors, and network connectivity to allow them to share 
information with the cloud. However, many of these products 
will need to store large amounts of data, and that data could be 
sensitive. A huge amount of technology companies is now 
focusing on IoT to help create the next great leaps in our 
society. It is about how we can take what we know, connect it 
to things we already use, and start building new products and 
solutions [1]. Devices can sense and interact with their 
environments and with other connected devices in real-time. 
This poses challenges for trust and security in the IoT realm [2], 
[3].  

Blockchain is also a relatively new technology, with the 
introduction of Bitcoins by Satoshi Nakamoto [4]. The real 
power of blockchain is in its ability to track and record the 
ownership of information on a distributed ledger that is stored 
securely on thousands of computers instead of one. Along with 
cryptocurrency, over the last few years blockchain expanded 
rapidly in various domains e.g., governance, healthcare, 
education, identity management, IoT networks, and so on.  

As the IoT continues to evolve, the number of connected 
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devices is growing rapidly. This leads to massive amounts of 
data that must be stored, analyzed, and shared. Keeping this in 
mind, researchers, scholars, and industry experts disrupt 
various IoT application and try to address prevailing IoT 
networks issues. 

The idea behind the blockchain is that a decentralized system 
can be built to ensure trustless transactions and security in the 
IoT space. This means that the blockchain is an attractive 
technology for storing, securing, and transferring data in a 
decentralized environment. 

A variety of blockchain projects are being developed for the 
IoT. These include Helium [6], IOTA [7], ITC [8], OriginTrail 
[9], etc. While there is some overlap in their intended areas of 
use, each project is focused on specific industry verticals, such 
as manufacturing, finance, healthcare, retail, quality control, 
and regulation. With IoT, we are dealing with a wide variety of 
use cases ranging from those in the "Smart Cities" category to 
wearables, healthcare, supply chain management, and many 
more. In addition, these use cases have different requirements. 

It is often challenging to identify the right blockchain 
technology to meet a certain IoT device’s requirements. To the 
best of our knowledge, there are few evaluations available that 
can help choose the right BC technology for a given IoT 
network. 

The healthcare industry is huge and it has been growing at a 
tremendous pace over the last few years. This paper looks at the 
challenges of the current healthcare infrastructure and how 
blockchain-enabled IoT networks can revolutionize said 
infrastructure. The sector includes providers, payers, patients, 
vendors, manufacturers, researchers, and so on. Some of these 
different healthcare players perform very different roles within 
the system. 

This work focuses on highlighting the characteristics of IoT-
enabled Blockchain applications in healthcare and who will 
benefit from such a solution.  

II. BACKGROUND 

IoT and BC are two disruptive technologies that enable a lot 
of things that were not possible before. However, to realize the 
potential of these two technologies working together, it is 
important to understand their background first. In this section, 
we briefly describe the characteristics of IoT, major security 
risks to IoT infrastructure, blockchain, its applications, and the 
convergence of IoT and BC.  
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A. Internet of Things  

The IoT is an interdisciplinary term that refers to the network 
of connected objects that can be discovered using standard 
communication protocols. Things in a network can be devices 
or objects, including computers, machines, vehicles, 
appliances, and other devices, which allow them to 
communicate over a network and interact with each other. 

The IoT technology can be categorized into three main types: 
internet-oriented, which provides middleware for information 
exchanges between the physical devices; things-oriented, which 
provides sensing ability and semantic-oriented, which can link 
these devices to provide context about a situation. This makes 
it important to understand how each type works to apply them 
effectively for the intended purpose [10].  

 

 

Fig. 1 Overall Blockchain and IoT Architecture with Applications in the Healthcare Sector 
 

B. Major Security Risks in IoT Networks 

With the increasing pace of development of the IoT, the 
security of IoT networks has become one of the most prominent 
areas. However, the security of IoT does not adapt well to the 
structured approach. Current security technologies and 
measures cannot meet the standards and their vulnerabilities are 
growing due to connectivity with the internet [11], [12]. 

1) Risks of Data Gathering 

The entire IoT is a complex system comprised of many 
different devices that must work together. Because of this 
complexity, the entire system needs to be regularly updated to 
ensure proper functionality. In the current IoT sensing control 
system, the heterogeneity in the sensing devices and the 
heterogeneity in the sensing control schemes present a 
challenge to the effectiveness of the control. 

The increasing ease with which malicious code can be spread 
around the Internet has led to increased security risks. 
Furthermore, many computers are vulnerable because they run 
outdated software. Attackers will often find themselves in an 
advantageous position in terms of access to information or 
resources they desire [12]. 

2) Risks of Data Transmission 

As the number of sensors on devices grows, the complexity 
of device protection increases. However, this complexity is 
usually not put in place as an intentional deterrent. Instead, it is 
a result of the sheer number of these sensors that make up 
today's technology. It is possible to attack the data as it is being 

transmitted [12], [13]. 

3) Risks of Tag Being Embedded 

After collecting the necessary data, IoT devices can send 
their information directly to the cloud for processing. However, 
in some situations, this may be a very open process. For 
example, they could be tracked or intercepted by someone else. 
It is important to be careful about what information you collect 
and how you use it [13]. 

4) Risks of Data Storing 

IoT devices are a large part of the Internet, and they collect a 
lot of data, but it is not always secure. They also keep a lot of 
information about you personally – passwords, personal 
preferences, etc. The information is often stored in an insecure 
and centralized location. 

When you store data on a computer, you can lose it in many 
ways. It can happen through human error, hardware failure, 
power loss, and many other things. It is possible to lose all of 
the data on a hard drive and it would be pretty impossible to 
recover it.  

5) Risks of Authentication and Access Control 

Message identification and authentication are the most 
common authentication methods in IoT, used to verify that the 
origin of a message is from a valid source. 

The intruder may use either an exhaustive or a surveillance 
method to obtain the message authentication code. Once he has 
obtained the correct message authentication code, the intruder 
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can pretend to be the legitimate sender, and carry out the rest of 
the transaction. 

6) Risks of IoT Infrastructure 

Currently, the IoT system architecture is a centralized and 
supervised system. It is based on the assumption that only a 
trusted third party can securely provide the system with 
information about all connected devices. However, this 
approach fails to protect against the potential risks associated 
with compromised devices or malicious attackers. The resulting 
huge volume of data and the increased usage of the Internet 
make it a challenge for IoT operators and third-party companies 
alike [11].  

C. Blockchain Technology 

A blockchain is a record of all the transactions that have 
occurred on an account. As more people make a transaction, the 
chain grows and becomes longer. Every transaction has to be 
validated by the blockchain, so it is pretty secure. Once you 
have created your block, you want to let others verify it. That 
means you need a way to do this securely. This is what you have 
to do: create your block, find some way to verify it, and store it 
on a publicly accessible web server. 

A blockchain combines a public ledger and a decentralized 
timestamping service to provide a distributed, tamper-proof 
way of recording events and protecting information. It can be 

used to create any number of applications including financial 
systems, voting, legal contracts, and record-keeping for many 
areas.  

 

 

Fig. 2 Structure of Blockchain [5] 
 

Blockchains are distributed databases that are used to store 
data across a network of computers. Decentralized applications 
(or DApps) are applications that run on these networks. 
Blockchain maintains information among the people who are 
involved in the network [11], [12]. 

D. Types of Blockchains 

Blockchain can be used to verify the integrity of transactions, 
provide strong authentication, and provide trust without relying 
on a single trusted peer. Different blockchain implementations 
can represent different types of consensuses, but they all 
represent the idea of a distributed ledger [14].  

 
TABLE I 

COMPARISON BETWEEN TYPES OF BLOCKCHAINS AND IOT NETWORK 
Properties IoT Public BCs Private BCs Hybrid BCs 

Ownership (type of network) Centralized Decentralized (everyone in the 
network owns it)

Centralized Combination of 
Public+Private

Resource Consumption Resource restricted Resource consuming 
Block mining is time-consuming

Less resource consuming Less resource consuming 

Access Demands low latency Open Read/Write Permissioned read/write Open+Permissioned 

Membership (Who can 
Participate) 

Authentic and Authorized access Open/Transparent Private Open+Private 

Consensus Mechanism Private Proof-of-Work, Proof-of-Stake, 
and other Consensus Mechanisms

Voting or multi-party Voting or Multi-party 

Speed of Consensus --- Slow Faster Slightly Faster 

Node Identity --- Anonymous Known identities Identified 

Immutability (ability to remain 
unchanged) 

Known identities Collusion attacks are possible by 
either a 51% attack or using 

quantum computing

Collusion attacks possible Collusion attacks possible 

Anonymity (privacy of one’s 
data) 

Attacks possible Malicious as Anyone Can 
Participate in the Network

Trusted Trusted 

 

There are three types of blockchains currently classified in 
literature. The first is public, where transactions are made 
public. The second is private, where only authorized 
participants have access to the network. The third is hybrid, 
which combines public and private in one ledger [15]. 

1) Public Blockchain 

The blockchain is a decentralized database of transactions 
(ledger). It is considered to be a distributed ledger as it is a 
shared ledger. Such a type of blockchain allows users to run 
their own rules on the data stored on the system. This could be 
used to limit access to certain data, for example. The fact that 
blockchain is a decentralized system means it is very difficult 
to tamper with data. 

2) Private Blockchain 

This is in contrast to a public blockchain, in which anyone 
can participate. Such types of blockchains are often mentioned 
as permissioned in which only certain participants or validators 
are allowed to participate. 

3) Hybrid Blockchain 

A hybrid blockchain is a combination of public and private 
blockchains. Private blockchains provide secure storage of 
sensitive data, and they offer a way to distribute such data 
securely to other parties. In return, a user of a hybrid blockchain 
can access their data without having to expose it to the general 
public. The security of hybrid blockchains makes them ideal for 
sensitive information and data sharing. 
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Fig. 3 Types of Blockchain 

E. Blockchain Consensus Mechanism  

The consensus process is a decentralized way of getting 
agreement on information or data among a group of networked 
devices. The process allows the network to make changes to its 
shared state in a consistent and ordered fashion. Blockchains 
employ various consensus protocols to ensure that transactions 
reach the same state after a particular period. These consensus 
algorithms include Proof of Work (PoW), Proof of Stake (PoS) 
[16], Proof of Elapsed Time (PoET), and Proof of Burn (PoB) 
[17]. 

III. INTEGRATION OF BLOCKCHAIN WITH IOT 

The integration of blockchain into IoT is not new, but its 
broad application has opened up a relatively new field of 
research and development in the IoT domain. While the use of 
distributed ledgers can make data sharing more secure, more 
flexible, and more efficient, it can also be costly.  

 
TABLE II 

REVIEW OF BLOCKCHAIN BASED IOT SOLUTION 
Ref. Domain Contribution Issues 

[18] Blockchain 
for IoT 

Blockchain review 
Identify BIoT 
applications 
Design of an 

optimized BIoT 

Resource scarcity of IoT devices 
Critical analysis of scalability, 
security & privacy issues of 

BIoT 
Critical analysis of legal and 

consensus Issues of BIoT
[19] Blockchain 

and IoT 
Integration 

Identify BIoT 
application areas 
Propose device 

manipulation and 
data management 

Computational and power cost 
Identification of issues and 

Solutions in ensuring Security, 
privacy, scalability, and 

consensus in BIoT 
Futuristic demand for smart 

contracts in BIoT
[20] BIoT 

Integration 
Possible integration 

mechanism and 
platforms 

Storage 
Regulatory issues in BIoT 

Analysis of IoT constraints in 
implementing smart contracts

IV. BLOCKCHAIN-ENABLED IOT IN HEALTHCARE SECTOR 

IoT technology is evolving as a way to help connect more 
things, and BC technology is evolving as a way to help make 
sense of all of the information that is collected from the things 
connected to the network.  

Fig. 4 depicts the overall structure of the general framework 

for IoT and Blockchain integration in the healthcare sector. It is 
three-layer architecture to organize the processes needed for 
integrating different applications. These layers provide a 
standard interface between the IoT devices and the blockchain 
services. This includes not only the interface between the 
device and the blockchain but also the interface between the 
users and the services. Users are given a set of roles based on 
which they get services. 

A. Application Layer 

This layer is what connects the world of the IoT and the 
blockchain. It is the communication protocol that is responsible 
for transmitting data from one network to another. The 
legitimate IoT devices and other users will be able to access the 
system services, including database storage and services, such 
as authentication. They will be given a set of roles based on 
which they get these services. The use of cryptocurrency and 
IoT in conjunction with DApps browsers such as Metamask 
[21] creates a potential new platform for security and protection 
of users' sensitive data.  

B. Business Layer 

It acts as an abstraction layer between IoT and blockchain. 
Functions that are specific to the IoT are coded here as per the 
application requirements and used when needed. This is the 
layer where services, including smart contracts, user 
validations, and access control reside. This layer is the core of 
the framework and contains all of the logic to run applications. 

 

 

Fig. 4 General Framework for IoT and Blockchain Integration in 
Healthcare Sector 
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C. Storage Layer 

Data privacy is one of the big issues with storing data in a 
network. To address this issue, data stored in the blockchain are 
encrypted [21]. However, the data you encrypt can include 
information you need to validate the integrity of data with a 
timestamp. On-chain data storage is when you store data on the 
blockchain itself. Sensitive data are stored in a private database, 
this is called off-chain storage, and the blockchain keeps the 
information about the integrity of data along with a timestamp. 
So, blockchain data can be immutable as well as verifiable [22]. 

V. SYSTEM EVALUATION  

In this section, we look at the potential of our proposed 
framework for healthcare. Permissioned blockchains are the 
ones where only known nodes are allowed into the network 
which are given developed using the features mentioned in the 
proposed framework. Permissioned blockchain networks use a 
set of trusted nodes to confirm transactions. These nodes will 
need to be approved before they can participate in the network.  

Below are the details about a few nodes: 

A. IoT Device  

Sensors will take care of the first phase of data collection, 
and they can communicate directly with other devices on the 
same network. Data can then be framed for storage purposes, 
communicated, and saved onto the blockchain network. 
Immutable records in the blockchain are used to store every 
interaction so that they can never be deleted or altered. 

When it comes to keeping our information secure, we tend to 
think about the security of our computers, and sometimes 
overlook some of the other devices that may hold sensitive data. 
For instance, an internet-connected camera or a smartphone 
could contain information that you want to keep private. 

B. Off-Chain Database: 

It is an unalterable database that is stored on a secure server, 
where its contents are controlled and stored for privacy and 
security reasons. That way, a database of patient data can be 
private to your network while still being secure against hacking 
attacks. 

Optionally, we can hash our data before it is stored in the 
database. 

 

 

Fig. 5 System Evaluation 
 

C. Doctor 

Using a blockchain DApp, doctors can view patient health 
data remotely and check whether their prescriptions are 
effective. As long as they use the app and keep their data secure, 
only they and the patients know who is looking at their data. 

D. Pharmacy 

The pharmacist, using a blockchain-based platform, can 
access medical prescriptions for a specific patient. The 
pharmacist can also access the patient's location to ensure that 
the correct medications are delivered. 

E. Patient 

The patient is the most important entity in healthcare. 
Patients are indeed the biggest consumer of healthcare services. 
Although patients' record is permanently stored in the 
blockchain, they can access them at any type provided the 
credentials and but they do not have the right to alter their 
medical history.  

F. Insurance Company 

In the healthcare sector, insurers are often a critical part of a 
healthcare delivery system, including hospitals, doctors, and 
medical clinics. The insurance company is another important 
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part of this system and can access the services using a DApp. 
After the claim is being made by the patient, the company can 
verify the patient's record on the blockchain as it has the 
authority to do so. 

VI. CONCLUSION 

This paper has provided a set of important lessons to take 
away from blockchain technology. We have also identified the 
important points that blockchain can add to IoT, but not every 
idea is suitable for every application. As a future direction, it 
would be interesting to see this framework tested in an 
experimental setting. This would provide better information on 
how effective the system is as a whole. The BIoT applications 
can solve scalability and security issues in the future. By 
integrating IoT with blockchain we leverage unique benefits 
such as immutable record keeping, traceability, trust, 
transparency, etc.  
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