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Abstract—To promote Industry 4.0 and Society 5.0 and so on, it
is important to connect and share data so that every member can trust
it. Blockchain (BC) technology is currently attracting attention as the
most advanced tool and has been used in the financial field and so on.
However, the data collaboration using BC has not progressed
sufficiently among companies on the supply chain of the
manufacturing industry that handle sensitive data such as product
quality, manufacturing conditions, etc. There are two main reasons
why data utilization is not sufficiently advanced in the industrial
supply chain. The first reason is that manufacturing information is top
secret and a source for companies to generate profits. It is difficult to
disclose data even between companies with transactions in the supply
chain. Blockchain mechanism such as Bitcoin using Public Key
Infrastructure (PKI) requires plaintext to be shared between companies
in order to verify the identity of the company that sent the data.
Another reason is that the merits (scenarios) of collaboration data
between companies are not specifically specified in the industrial
supply chain. For these problems, this paper proposes a Business to
Business (B2B) collaboration system using homomorphic encryption
and BC technique. Using the proposed system, each company on the
supply chain can exchange confidential information on encrypted data
and utilize the data for their own business. In addition, this paper
considers a scenario focusing on quality data, which was difficult to
collaborate because it is top-secret. In this scenario, we show an
implementation scheme and a benefit of concrete data collaboration by
proposing a comparison protocol that can grasp the change in quality
while hiding the numerical value of quality data.

Keywords—Business to business data collaboration, industrial
supply chain, blockchain, homomorphic encryption.

1. INTRODUCTION

N, order to promote Society 5.0, Industrial Internet, Industry

4.0, etc., it is important to connect and share data so that all
members can trust. In the manufacturing industry of business to
business (B2B), there is a growing demand for high-quality
product development and a plan optimization by sharing
manufacturing data among companies on the supply chain (e.g.
product quality data, equipment data and order shipping data)
[1]. Furthermore, it is important that not only existing
companies on the supply chain, but also non-participating
companies can freely enter the business and supply chain,
exchange data, and trade. In such an ecosystem, it is necessary
to have a mechanism that guarantees the identity of the
company without having a central certificate authority. In order
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to build such an ecosystem, the blockchain technology is being
utilized in the mainly financial field.

II.PROBLEM OF BLOCKCHAIN UTILIZATION IN B2B
COLLABORATION ON THE SUPPLY CHAIN

In the manufacturing industry of B2B, it is difficult for each
company to disclose confidential information regarding its
manufacturing know-how, even if it is a company that has
transactions on the supply chain. In the blockchain mechanism
such as Bitcoin using PKI, in order to confirm the identity of
the company that has sent the data, the plaintext must be shared
between the companies (Fig. 1). Therefore, the blockchain is
not widely used in collaboration among companies on the
industrial supply chain [2].

<Blockchain mechanism using PKI>
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Manufacturer B

Plaintext x Plaintext x
Hashing Confidential H(x) Identify
HE) information H(x) .
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Digital signature Decryption
with secret key with public key

Fig. 1 Issue of blockchain utilization in B2B collaboration

III. B2B COLLABORATION APPROACH COMBINING
BLOCKCHAIN AND HOMOMORPHIC ENCRYPTION (HE)

For the issue, this paper proposes a secure B2B collaboration
system on the supply chain that enables open data transfer and
business coordination by combining blockchain technology and
homomorphic encryption. Homomorphic encryption scheme
enables us the computation of addition or multiplication on
encrypted data. In addition, C. Gentry in 2009 proposed a
concrete construction of a fully homomorphic encryption
scheme that allows both multiplication and addition [3]. In the
secure collaboration system, using homomorphic encryption
Enc (*) and blockchain technique, each company on the supply
chain can exchange confidential information on encrypted data
and utilize it for their own business (Fig. 2).
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<Blockchain mechanism using homomorphic encryption>
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Fig. 2 The secure B2B collaboration approach

Let us consider a scenario in which 4 manufactures a
product P, of quality Q4 with equipment E 4 and delivers P,
to B. B uses P4 as a material to manufacture a product Pg of
quality Qp with equipment Ep. At this time, A wants to
optimize the production plan by grasping what quality Qg can
be produced when the product P is put into which equipment
of B. Although B wants a stable supply of high-quality
materials from A, it does not want to disclose the own
manufacturing information because it is a confidential know-
how. For this scenario, in this research, B sends Enc(Pg,
Q3, Eg) to A using homomorphic encryption. Therefore, A
can calculate the relationship and compatibility with (P,
Q4,E4) without knowing the specific product name Pg,
quality Qp and equipment E5 and can formulate the optimum
production plan for A.

In the field of chemistry, products are manufactured by
reacting materials. Therefore, the impact on product quality
caused by the physical properties of materials and the
compatibility of equipment is important. The utilization of the
proposed scenario and this research can be expected.

In the above scenario, this paper focuses on quality data as
shown in Fig. 3. A wants to catch the change of Enc(Qg) at
time t and t + 1, and if there is a big change, A will identify
the own manufacturing factor and lead to the optimum
production. Therefore, in order to realize the proposed scenario,
it is important to have a comparison protocol for the values of t
and t + 1 on encrypted. In the protocol, a function to put
quality data into the blockchain and a function to get from the
blockchain are also important to implement the proposed
scenario.

A Product B

A wants to identify the factors

that caused the change of Qp. Big change
Pa(Product) m 0 ( A
Q.4 (Quality) ) i By Brs
E::(Equipment} Put Enc(Qg) into BC e

In this sinario, it is important that .4 is enable
to catch the change of quality from Enc(Qg) attand t + 1.

Fig. 3 Proposed scenario focusing on quality data
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The final system of the B2B collaboration is shown in Fig. 4.
In this final system, manufacturing companies can chain data
without disclosing their quality data, while also guaranteeing
their identities by using blockchain. Even if the encrypted
quality data is tampered by an attacker, the hash value of the
encrypted quality data and the value after decrypting the
signature will not match. Therefore, tampering can be detected
immediately. In addition, traceability on the supply chain will
be possible by including the lot number of each company's
products in the encryption. In such secure data linkage, A will
be able to grasp changes in quality data of downstream
companies in a timely manner and to utilize them in their own
manufacturing.
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Public key of § Public key of § Public key of § Public key of §
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Catch Big change | BC
the change H
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S0 (Ene(n, )
Public key of §

Fig. 4 The final system of the B2B collaboration

IV. CONVENTIONAL COMPARISON PROTOCOL USING HE AND
ISSUES FOR B2B COLLABORATION

In 2016, Wu et al. proposed a comparison protocol based on
Paillier cryptography, which is an additive homomorphic
encryption [4]. In the protocol, the client and server have values
x and y, respectively. Neither party learns anything else about
the other party's input.

In the protocol, suppose the binary representations of x and
Yy are Xg,Xq,..,Xx—q (K bits) and yg, ¥, ..., V-1 (K bits),
respectively. Using the following proposition, x > yorx <
y is determined.

[Proposition 1]

x < yif and only if there exists some index i € [k — 1]
satisfy the following formula (1). x > y if and only if there
exists some index i € [k — 1] satisfy the following formula (2).

xi—yi+1+3%c(x; ®y;) =0 (1

X —yi—1+3%.(x ®y;) =0 (2)

Here we describe details. The client and server encrypt x;
and y; with the public key, respectively. The client sends
Enc(x;) to the server. The server calculates the formula (1) or
(2) by substituting Enc(x;) and Enc(y;) and by using plaintext
y; for XOR. The client receives the calculation result, and then
decrypts it with the secret key, and checks for zero. Therefore,
the client can determine x > y or x < y without disclosing
the value of x to the server.

In the proposed scenario for B2B collaboration, B has both
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x and y of the quality data, and A has Enc(x) and Enc(y).
Therefore, A can not calculate XOR of the above formula and
this conventional protocol is difficult to apply to B2B
collaboration on the supply chain. In addition, in order to realize
the proposed scenario in the actual business, it is necessary to
consider a system architecture including business viewpoints
and a comparison protocol according to the architecture.

V.PROPOSAL B2B COLLABORATION SYSTEM ON THE SUPPLY
CHAIN

In [6], we proposed a secure comparison protocol for B2B
collaboration on the supply chain at ICCE-TW2021. In this
paper, we show the concrete system architecture to implement
the proposed scenario for the actual business. We improve the
comparison protocol [6] to fit the system architecture of the
B2B collaboration system.

A. System Architecture of the B2B Collaboration

This paper shows the system architecture to implement the
proposed scenario in Fig. 5. In a real business, it is necessary to
have a servicer that provides value by exchanging data and
guarantees the service level. In other words, the servicer is the
company responsible for realizing the proposed scenario and
the solution engineer who builds the data Plat Form business.
Therefore, the proposed system has a servicer S as well as the
manufacturers A and B. Each organization has at least one
Peer and Certificate Authority (CA) that manages the members
of the organization, and the data is put into the blockchain by
Orderer. Each peer has a state database that records the state of
data and a chaincode that holds the history of data transfer as a
distributed ledger of the blockchain.

A Product =
< ER B
[Peer | Peer
1 Qﬂ QB 5 S e ——— e Qﬁ
|State || CC CC
XOR
Peer 'QC
Sell XOR
* State XOR data channel
Enc(XOR)

B

S(Servicer)

Fig. 5 Proposed B2B collaboration system

As shown in Fig. 5, this paper proposes a system architecture
having a multi-channel that separates the chaincode for putting
the quality data and the XOR data. B has both x and y of the
quality data and B puts Enc(x) and Enc(y) into Quality
chaincode of B (Qg CC). A can get Enc(x) and Enc(y) from
Qp CC. In the proposed scenario, the XOR data of B is essential
for the calculation of (1) and (2) and must not be held by A, so
it is important key-data from both technical and business
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perspectives. Therefore, in the proposed system architecture, B
calculates x@®y and puts Enc(x®y) into XOR chaincode
(XOR CC). S can get Enc(x®y) from XOR CC and sell
Enc(x@®y) to A as a servicer. The reason why the servicer
does not have the quality data is that the servicer and B may be
in a competitive relationship. The servicer is only positioned to
provide the key XOR data. Only A, which has a transaction
with B on the supply chain, can grasp the change in quality.

B. Data Structure of Each Channel

Figs. 6 and 7 show the json data structure of @z CC, and
XOR CC, respectively. “Pubkey n” is public key of 32 bit.
“T1Q _args” and “T2Q_args” are quality data of time ¢t and t +
1. “XOR_args” is XOR data. Quality data and XOR data are
bit-expanded and encrypted. The public key is updated every
time t and t + 1 set.

71

BOOSSESZIB6EE1 TE441

e 12830121772

3287

851 30
s 7

51524810517480199
7519445935067616693

i
5851842
11655389472
0146952475749

2103533

GE661625196
3 4684195174004811485 8§

507 TE55084581615439345

179

3319
140086870
3740148

Lot _Hunl
[ Pubkey_n:2830121771
Put

77669668157
TRE177446 4
61

Fig. 7 Data structure of XOR CC

C.Prototype Implementation

A prototype of the proposed system is constructed as shown
in Fig. 8. In this prototype, a company is set up as one
organization in a docker container on the AWS EC2. A
blockchain network is built by Hyperledger Fabric utilizing
Amazon Managed Blockchain (AMB) service. BaaS
(Blockchain as a Service) of full managed services are released
from IBM and Oracle services too. In this prototype, AMB is
adopted. The reason is that it is easy to build in the minimum
configuration and to start small. In addition, Hyperledger Fabric
is adopted to build a private blockchain for companies on the
supply chain. In order to efficiently calculate multi-length
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arithmetic, encryption, decryption and calculation of the data
are programmed by C++. APIs for putting and getting data from
the blockchain are developed by Golang. In the prototypes, C
++ programs pre calculate encrypted data and so on. Those data
are embedded in the arguments of the above data structure with
CA certificates, and “Invoke” of Golang programs are
performed.

Hyperledger Fabric environment using AMB service
Qp CC XOR CC
o VR el A A =
Invoke(Get) Init, Invoke(Put) Invoke(Get)
Org A J Org B J OrgS$
Golang Golang Golang Golang
Quality data Quality data | XOR data XOR data
' C+ ' CHe ' C++
Caleulation F(1){2) Encryption and XOR data
and Comparison Decryption Calculation
Docker Docker Docker
Container Container Container
AWS EC2 EC2 EC2
Amazon Linux

Fig. 8 B2B collaboration system prototype

VI. IMPLEMENTATION OF COMPARISON PROTOCOL TO
REALIZE B2B COLLABORATION SYSTEM

This paper proposes an improved secure comparison
protocol for implementation in the B2B collaboration system.
We use a variant of Wu's protocol based on Paillier
cryptography. X and Y are the quality data (plaintexts) of B at
time t and t + 1, respectively.

In this proposed protocol, Enc(x;) , Enc(y;) and
Enc(x;®y;) are encrypted with Paillier cryptography [5]. In
the Paillier cryptography, message m € Z,, is encrypted with
the following formula asn =p-q, g = 1 + n mod n?. Then,
p and q are prime numbers about 3000 bits, and r is random
number as 0 <7 < n € Z,, and gcd(r,n) = 1. Public key is

(n, g). Secret key is (p, q).

C = g™ r™ mod n?

3)

Decryption is done by following formula using the
Carmichael’s theorem r™ mod n? = 1. Here, 1 = lcm(p —
1,q — 1) and a function L(u) = (u — 1)/n..

C* = g*m. "2 mod n? = (1 + Amn) mod n?

Therefore,
__ L(C*mod n?)

= mod n
L(g* mod n?)

“)

A. Cryptographic Protocol of B
First, B binary-expands my quality data X and Y. And B

International Scholarly and Scientific Research & Innovation 16(3) 2022

encrypts x; bit of X and y; bit of Y and x;®y;. Puts Enc(x;)
and Enc(y;) and Enc(x;®y;) and public key into the
blockchain as shown in Fig. 5.

TABLEI
ENCRYPTION PROTOCOL OF B

Step Processing

1 B binary-expands X and Y, encrypts x; and y; (i = 0~k-1 bits) with
the public key.

B puts Enc(x;) and Enc(y;) and public key into quality data
chaincode QB CC as seen in Fig. 5.

3 B calculates Enc(x;®y;) with the public key.

4 B puts Enc(x;®y;) and public key into XOR data chaincode XOR
CC as seen in Fig. 5.

B. Calculation Protocol of S

S gets and saves Enc(x;®y;) and public key from XOR CC
as seen in Fig. 5. If there is a request from A, S uses the public
key as a key to identify Enc(x;®y;) and sends the Enc(x;®y;)
to A. S is a servicer that handles important XOR data in this
B2B collaboration system.

TABLE II
CALCULATION PROTOCOL OF S

Step Processing

1 S gets and saves Enc(x;®y;) and public key from XOR data
chaincode XOR CC as seen in Fig. 5.

2 S receives a XOR data request and public key from <A.

3 S identifies Enc(x;@y;) that has the same public key sent by <A in
step2.

4 If there is Enc(x;®y;), S sends the Enc(x;®y;) to A.

C.Calculation Protocol of A

A gets Enc(x;) and Enc(y;) and public key from Qz CC as
seen in Fig. 5. Also A gets Enc(x;@®y;) from S by sending
public key. A calculates those quality data using (1) and (2)
while keeping them encrypted.

TABLE III
CALCULATION PROTOCOL OF A

Step Processing

A gets Enc(x;) and Enc(y;) and public key from quality data
chaincode Qg CC as seen in Fig. 5.

A sends public key to S and receives Enc(x;@®y;) from S.

From the most significant bit, A calculates Enc(z;) = Enc(x; —
¥i £1+3%(x;®y))).

A sends Enc(z;) to B.

NS )

In the proposed protocol of step3, it is necessary to calculate
Enc(—y;) from Enc(y;). This proposed protocol uses the
following property formula (5) of the Paillier cryptography to
calculate Enc(—y;).

C" 1t = (g™ r™" modn?
= (1-mn). "™ Vmodn?=g~™.r"@Vmodn? (5)
D.Decryption Protocol of B

Using secret key and using (4), B decrypts Enc(z;) and
searches for the bit where z; = 0.
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TABLE IV
DECRYPTION PROTOCOL OF B

Step
1 B receives Enc(z;) from A.
2 B decrypts Enc(z;) with secret key.
3 if there is z; = 0, B sends i to A.

Processing

E. Comparison Protocol of A

Finally, A receives i or knows that z; = 0 did not occur. If
A receives i while using (1), then X < Y can be determined.
If A receives i while using (2), then X > Y can be
determined.

Here i is the first different bit when comparing X and Y from
the most significant bit. Therefore, using this proposed
protocol, A can grasp X < Y or X > Y and the scale of the
difference between X and Y without knowing the numbers of X
and Y themselves, that is, A can confirm the change of quality
data in the time series.

TABLEV
COMPARISON PROTOCOL OF A

Step Processing

1 A receives { when z; = 0 or knows that z; = 0 did not occur.

5 If A receives i while using (1), then X < Y can be determined. If
A receives i while using (2), then X > Y can be determined.

A checks the difference between the numbers at time t and t + 1
by calculating 2.

VII. SAFETY EVALUATION OF THE PROPOSED SYSTEM

In this scenario, we do not consider the case where B
maliciously puts incorrect quality data Enc(x;) and Enc(y;) to
Qp CCin the Step 2 of Table I. Putting incorrect quality data by
B means disrupting the supply chain for their own material
procurement. Such cases are nonsense from a business
perspective and are not worth considering.

In the Paillier cryptography, since A does not know (p, q)
and g™ is masked by P in the formula (3), it is difficult to
solve the discrete logarithm problem in the exponential part of
(3). The message m cannot be specified [5].

In the proposed comparison protocol of the B2B
collaboration system, since ciphertexts are encrypted using
random number r in the formulation (3), A cannot identify
x;or y;by comparing Enc(x;), Enc(y;) and Enc(x;®y;) as
can be seen from Figs. 6 and 7.

In the B2B collaboration system, there is a risk that company
C participating in the quality channel will impersonate on
behalf of A. C can know public keys. If C intercepts A 's
Enc(z;), falsifies the encrypted data with Paillier cryptography,
and sends it to B, A will not be able to grasp the change in
quality. However, since C is also a company in the supply chain
related to B 's products, when it is found that it is
impersonating A, C will receive great punishment. That is, C
will not be able to trade with any company. Therefore, it is
unlikely that spoofing by a company like C will occur in the
proposal system. Even if the encrypted data is leaked to a
company that does not participate in blockchain channel, it will
not be tampered with unless the public key is leaked.
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VIII.CONCLUSION

This paper proposed a B2B collaboration system using
blockchain for sharing even sensitive data between companies
on the supply chain by keeping the data encrypted. We also
proposed a specific utilization scenario in business focusing on
quality data which is the most sensitive data in manufacturing.
In this scenario, a company can grasp the change in quality data
of the business partner while keeping the data encrypted and
feed the change back to own manufacturing. This paper
proposed a secure comparison protocol for grasping quality
changes. Furthermore, in this paper, in order to implement this
scenario, we designed a system architecture and developed a
prototype of the B2B collaboration system.

Using the proposed system, it has become possible to utilize
confidential information such as quality data among companies
on the supply chain for their own business without disclosing
the data.
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