
 
 
 
 

 

  
Abstract—The implementation of e-assessment as tool to support 

the process of teaching and learning in university has become a 
popular technological means in universities. E-Assessment provides 
many advantages to the users especially the flexibility in teaching and 
learning. The e-assessment system has the capability to improve its 
quality of delivering education. However, there still exists a 
drawback in terms of security which limits the user acceptance of the 
online learning system. Even though there are studies providing 
solutions for identified security threats in e-learning usage, there is no 
particular model which addresses the factors that influences the 
acceptance of e-assessment system by lecturers from security 
perspective. The aim of this study is to explore security aspects of e-
assessment in regard to the acceptance of the technology. As a result 
a conceptual model of secure acceptance of e-assessment is proposed. 
Both human and security factors are considered in formulation of this 
conceptual model. In order to increase understanding of critical issues 
related to the subject of this study, interpretive approach involving 
convergent mixed method research method is proposed to be used to 
execute the research. This study will be useful in providing more 
insightful understanding regarding the factors that influence the user 
acceptance of e-assessment system from security perspective. 
 

Keywords—Secure Technology Acceptance, E-Assessment 
Security, E-Assessment, Education Technology. 

I. INTRODUCTION 

HE development of information technology field has 
impressively transformed the education field into a new 

face. The ways of learning has evolved and e-assessment and 
e-learning have been part of the current education system and 
to some extent replacing the traditional classroom education. 
E-learning allows users either teachers or students to access 
notes, assignments, discuss in forums and interact with others 
from anywhere and anytime and it is available on a large scale 
to everyone [1].  

However, there is only little security protection are 
provided for e-learning system as it focuses more on the 
quality of education compare to system security. [2] Attacks 
can happen anytime and a strong security protection is 
required everywhere over the Internet to protect the 
information and user in the e-learning system. Security 
elements in e-learning are important as when it comes to 
certify the students with certifications on the course, it is 
important to ensure the right students are certified for the 
course. [3]  

There are many factors that need to be taken into 
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consideration when designing e-assessment system especially 
from security perspective on how the user especially lecturers 
will be able to accept the system as security factors are 
important in promoting user acceptance. The point of this 
study is, to primarily identify the factors that affects lecturers’ 
acceptance of e-assessment in Universiti Teknologi Malaysia 
(UTM) and to propose the conceptual model of secure 
acceptance of e-assessment.  

II. LITERATURE REVIEW 

A. Importance of Security Aspects 

Security has been an important element that contributes to 
the acceptance of a technology. While any previous studies 
have been performed to identify what are the factors that 
influences the acceptance of e-assessment system but there is a 
lack of aspect has been considered from security perspective. 
The role of security in online learning system is providing 
secure end-to-end session between the user and the 
institution’s online learning network. It was proven by 
previous study that one of the reasons why users reject the 
online learning system is due to computer security reasons 
such as they are worried that they may lose their privacy or the 
online learning system may not available when they need it. 
[4]. 

The development of educational system needs to consider 
security protocols which include authentication, encryption, 
access control, managing users and their permissions to ensure 
secure use and access [5]. The security aspects should be 
incorporated in the system without affecting the performance 
of the system [5]. The degree of security threats in e-
assessment should be higher than e-learning as e-assessment 
involves student assessment. Nevertheless, computer security 
components which are confidentiality, integrity, availability 
and non-repudiation [6] have been used to determine the 
degree of the security threats of e-learning but not in the e-
assessment. 

ICT role in preserving the security of e-assessment system 
has been seen as one of the important element as per previous 
studies. The owner of the system should be responsible to 
identify the potential threats and risks to the system [7] 
Security management should be well practiced by the ICT 
people in an organization to secure the system [8]. 
Organization should also play an important role in educating 
and improving user’s knowledge in information security [9]. 
Security issues are not only from technical aspects, but also 
from human being. For example, the system manager may 
abuse their position convenience to conduct an invasion of 
users’ personal data. To overcome such issues, a proper 
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information security policy mechanism for protection of 
privacy within online learning must be built to protect the 
system [10]. 

User’s behavior towards security interaction also plays an 
important role in accepting the online learning. Mostly, users 
have negative feelings to security notifications, especially 
when it requires them to react on it. It is identified that users 
tend to ignore security information without reading it [11]. 
Attitude and behavior has important relationship to 
confidentiality in which users of a system should be aware of 
their responsibilities in maintaining confidentiality of 
information and resources [9].  

B. Related Technology Acceptance Studies 

There are many other previous studies have greatly 
contributed to the understanding of acceptance of online 
learning system. However, there are very less research done 
on the development of the general acceptance of online 
learning system by lecturers from security perspective. From 
the analysis of literature review conducted, it has revealed that 
most of the studies on online learning acceptance have been 
done on students. Table I provides a summary of previous 
related studies as per user type. 

 
TABLE I 

RELATED STUDIES AS PER USER TYPE 

Field of Study User Type Authors Occurrence 

Online 
Learning 

Lecturers [12], [13] 2 

Lecturers/ Administrators [11] 1 

Lecturers/Students [7], [14], [15] 3 

High School Teachers [16] 1 

Students [1], [4], [17]-[24] 13 

 
Most of the previous studies used Technology Acceptance 

Model (TAM) and extended it with other elements included in 
the model. Two studies have been conducted to test the 
feasibility of acceptance of e-assessment by lecturers. Both of 
the studies used TAM as their base model.  

Imtiaz & Maarop [12] used TAM as their base model and 
extended their model by adding in another five external 
variables which are Job Relevance (JR), Computer Self-
Efficacy (CSE), Facilitating Condition (FC), Previous E-
Assessment Experience (PEAE) and Subjective Norm. The 
results of their study prove that Expected Usefulness (EU) and 
Subjective Norm (SN) contributed to the acceptance of e-
assessment.  

Findik & Ozkan [13] has conducted a study regarding the 
acceptance of web based learning management system among 
lecturers proposing four independent variables which are 
Compatibility (CMP), Technological Simplicity (TS), System 
Self-Efficacy (SSE) and Subjective Norm (SN). All their 
proposed external variables are accepted except for Subjective 
Norm which was found insignificant to be in relationship with 
the acceptance of the e-assessment [13].  

In summary, most of the previous studies in the area of e-
assessment acceptance, TAM has been used as base model and 

the researchers have added other external variables developed 
through the analysis of literature review.  

III. RESEARCH MODEL AND PROPOSITION FORMULATION 

A. Human Behavior & Information System Factors 

Human factors are the important factors when considering 
the factors that influence the acceptance of e-assessment 
system. The human factors are derived from [12] research 
model. The constructs in the model proposed by Imtiaz & 
Maarop has been tested previously and it is found that the 
acceptance of e-assessment is feasible among lecturers in 
UTM. Their final research model yielded that Subjective 
Norm (SN), Expected Usefulness (EU), and Job Relevance 
(JR) are the direct significant factors towards the e-assessment 
acceptance. Hence, Expected Usefulness (EU) has been 
adapted into the proposed conceptual model for the purpose of 
this study.  

In the formulation of the conceptual model proposed in this 
study, Subjective Norm (SN) and Job Relevance (JR) have 
been excluded. There are many other previous studies [12] 
[15], [16], [20], [25] finding shows that Subjective Norm (SN) 
variable is significant to the acceptance of the e-assessment. 
However, as according to [13], in the study, all their proposed 
external variables are accepted except for Subjective Norm 
which was found insignificant to be in relationship with the 
acceptance of the e-assessment [13]. Due to different 
population concern, subjective norm will not be regarded as 
highly significant in this study. Job Relevance (JR) has been 
excluded from the proposed conceptual framework because all 
users of the system are the lecturers who share the same 
degree of job relevance. Further, this study is more concern on 
suitable construct that can associate to the security factors.  

Another factor that was not considered in previous model of 
e-assessment is quality construct from DeLone and McLean IS 
Success Model [26]. The study [26] has divided quality 
element into three items namely information quality, system 
quality and service quality. There are many other previous 
studies by other researchers that positively have proved that 
quality is one of important factor that contributes to the 
acceptance of e-learning and e-assessment system [26]–[31]. 
Excellent quality of system encourages user satisfaction, and 
when user is satisfied with the system, they will intend to use 
it [26]. In particular, according to [32], a quality checklist 
should be prepared before the e-learning assessment is used by 
the system participants. Hence, this study will consider the 
inclusion of system quality in the proposed conceptual model. 

 
TABLE II 

CRITERIA OF E-ASSESSMENT ACCEPTANCE FROM HIS PERSPECTIVE 

References Significance Theme 

[13] X Subjective Norm 

[12], [15], [33] / Expected Usefulness 

[26]- [31] / Quality 

[12] X Job Relevance 
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Table II shows the summary of the inclusion of factors from 
human and information system (HIS) perspective for the 
proposed conceptual model. 

B. Security Factors 

Security factors that can be considered in the proposed 
conceptual model derived from the analysis of literature 
review done earlier. Zamzuri et al. [4] stress that reasons why 
people reject the online system is due to computer security 
reasons in which they are worried that they will lose their 
privacy in the system or the system may not be available when 
they need it. This may lead to that the users’ untrustworthiness 
towards the use of system and they will not intend to use the 
online learning system.  

This proves that trust is an important element in ensuring 
the acceptance of e-assessment system. According to [34], 
trust in technology includes many measuring items. In regard 
to this study, some measurements of trust are to be considered 
and these include confidentiality of data, integrity of the 
system and availability of the system.  

Information Security Knowledge (IK) is defined as 
contextual information, awareness, and personal experience 
ready to be used for decisions and actions in information 
security area [18]. Information Security Knowledge is 
important in influencing the acceptance of the system as users 
will feel satisfied to use a system when they know well on 
how to make use of it [18]. Some items to be measured in this 
study under Information Security Knowledge (IK) variable are 
information security knowledge, security awareness, security 
policy and security culture [11]. 

Ethical Behaviour (EB) is defined as the degree to pursue or 
not to pursue and action [36]. According to [35], ethical 
behavior in technology may include measuring items such as 
accepting responsibility, avoiding conflicts, not abusing 
employer’s resources for personal gain, act with honesty, 
protect the confidentiality assigned to you, and socially 
responsible in the use and distribution of information. These 
items will be considered and to be measured in this study 
under the Ethical Behaviour (EB) variable.  

Table III summarizes the inclusion of security factors in the 
proposed conceptual model.  

 
TABLE III 

CRITERIA OF E-ASSESSMENT ACCEPTANCE FROM SECURITY PERSPECTIVE 

References Item Theme 

[4]-[6], [36] 
Data Confidentiality 
System Integrity 
System Availability 

Trust 

[9]-[11], [37] 

Information Security 
Knowledge 
Security Awareness 
Security Policy 
Security Culture 

Information Security 
Knowledge 

[35], [38], [39] 

Accepting responsibility 
Avoiding Conflicts 
No Abuse of Employer’s 
Resources 
Act with Honesty 
Protecting Confidentiality 
Socially Responsible 

Ethical Behaviour 

C. Formulation of Hypotheses 

The proposed model derived from a consideration of 
integrated model of established technology acceptance and 
findings of published studies related to security in IT 
management. In particular, this study aims to extend the 
previous model of e-assessment acceptance among lecturers 
which was postulated by [12]. Hence, this study is considering 
other important factors related to secure use of e-assessment.  

Two variables from [12] are adapted into this framework 
which are expected behavioral intention (EBI), and expected 
usefulness (EU). Quality variable is adapted from IS Success 
Model [26] considering a checklist of items regarding quality 
of e-assessment from [32]. Security factors which include 
trust, information security knowledge, and ethical behaviour 
variables are derived from the literature review which has 
been discussed earlier. All the factors identified will contribute 
to expected behavioral intention construct. The final proposed 
conceptual model is illustrated in Fig. 1. 

 

 

Fig. 1 Conceptual Model of Secure Acceptance of E-Assessment  
 

Hence, eight propositions have been identified in this study. 
The research propositions and definitions of the proposed 
factors towards secure acceptance of e-assessment are as 
follows: 
 Expected Behavioral Intention (EBI): EBI is defined as 

the intention of the user to use e-assessment system in the 
future, the prediction of using e-assessment in the future, 
and the plan to use e-assessment in the future. [12] EBI is 
the most important factor in the conceptual model, Secure 
Acceptance of E-Assessment as it will be the indicator for 
feasibility of acceptance of e-assessment from security 
perspective. 

 Expected Usefulness (EU): EU is defined as the extent to 
which a person believes that by using a particular system 
would enhance his or her job performance. [12]  

Proposition 1: Expected Usefulness (EU) will have a 
positive significant to the acceptance of e-assessment by the 
lecturers. 
 Quality (QL): QL is defined as excellent quality of system 

encourages user satisfaction, and when user is satisfied 
with the system, they will intend to use the system. [26] 

Proposition 2: Quality (QL) will have a positive significant 
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to the acceptance of e-assessment by the lecturers. 
 Trust (TR): Trust is defined as the feeling of certainty that 

a person or thing will not fail and is often based on 
inconclusive evidence [34]. The items to be measured 
under trust element will be information security 
components which are data confidentiality, system 
integrity and system availability of the e-assessment 
system.  

Proposition 3: Trust (TR) will have significance influence 
on Expected Usefulness (EU). 

Proposition 4: Trust (TR) will have a positive significant to 
the acceptance of e-assessment by the lecturers. 
 Information Security Knowledge (IK): Information 

Security Knowledge (IK) is defined as contextual 
information, awareness, and personal experience ready to 
be used for decisions and actions in information security 
area [18]. Information Security Knowledge (IK) will be 
measured in terms of information security knowledge, 
security awareness, security policy, and security culture.  

Proposition 5: Information Security Knowledge (IK) will 
have significance influence on Expected Usefulness (EU). 

Proposition 6: Information Security Knowledge (IK) will 
have a positive significant to the acceptance of e-assessment 
by the lecturers. 
 Ethical Behaviour (EB): Ethical Behaviour (EB) is 

defined as the degree to pursue or not to pursue and action 
[35].  

Proposition 7: Ethical Behaviour (EB) will have 
significance influence on Expected Usefulness (EU). 

Proposition 8: Ethical Behaviour (EB) will have a positive 
significant to the acceptance of e-assessment by the lecturers. 

IV. PROPOSED METHODOLOGY 

A. Methodological Approach 

The majority of the research in technology acceptance has 
solely used quantitative approach. Those studies are 
confirmatory, engrossing theory verification. Indeed, the 
original study regarding the acceptance of e-assessment by 
[12] had only revealed the findings from quantitative results 
and the qualitative components and consideration remained 
absent. There is a lack of findings in this area of knowledge 
considering qualitative perspective. As many qualitative 
researches are exploratory, aiming at theory generation, the 
combination of these two research perspectives may enable 
the researcher to simultaneously answer confirmatory and 
exploratory questions, and therefore verify and generate 
theory in the same study [40]. Therefore, the proposed 
research methodology of this study is to be based on 
convergent parallel design [41], in which the qualitative and 
quantitative data were concurrently collected and analysed 
separately on the same phenomenon and then the results were 
used to validate, confirm and corroborate the qualitative result 
with the quantitative result. This convergent model applying 
more than one method to find solution related to the similar 

aspects can enhance the credibility of the research findings 
[41], [42].  

B. Sampling and Data Collection 

The population of interest for quantitative approach in this 
study will be lecturers who are working in Universiti 
Teknologi Malaysia (UTM), Kuala Lumpur. The reason why 
lecturers are chosen to be the respondents of the study is 
because they are the main user of the e-assessment system. In 
regard to qualitative perspective, this study will consider 
applying the purposive sampling as the methodological 
approach of this study is exploratory in nature. On the other 
hand, online survey will be employed for the quantitative data 
collection. Online survey website will be used to develop and 
distribute the online survey questionnaire. The link will be 
shared through email to lecturers of different department at the 
university.  

 A key-informant interview approach involving those who 
are in charged with the student learning and assessment 
system will be used to obtain the insights of the secure 
acceptance of the e-assessment. The target key informants of 
this study are not only those who experience using any student 
assessment system but also those who manage the system and 
take responsibility for the security of the university system 
This approach is regarded advantageous to gather information 
effectively, to gain access to unobtainable information and to 
gain specific understanding and interpretation of the cultural 
information [43].  

C. Data Analysis Method 

The proposed data analysis will involve two data sets and 
the study will employ the general guidelines for analyzing the 
concurrent mixed methods data proposed by [40]. Both data 
will be analyzed separately and then to be merged so that the 
interpretation and discussion can be made based on the overall 
results. The qualitative analysis will be based on deductive 
themes and at the same time allowing the emerging of other 
new themes. On the other hand, the objective of the survey 
questions is to measure the strength and direction of 
relationships between aspects conceptualized in this study.  

V. CONCLUSION 

Previous studies suggested that behavioral intention 
indicating technology acceptance has been impacted by many 
human and information system factors. Previous studies also 
suggested that security aspects should be considered in 
determining more secure use of technology including in the 
context of online education. Considering appropriate security 
aspects in either the formulation of conceptual model for 
interpretive research or validation of research model for 
explanatory study is essential in technology acceptance in 
educational context. The conceptual model proposed in this 
paper will be evaluated in the next phase of research. This in-
progress-study will use both quantitative and qualitative 
methodology. It is expected that the findings will benefit the 
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university in embracing more secure use of e-assessment 
technology in near future. 
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