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Abstract : The expansion of the Internet of Things (IoT) brings a new level of threat. Attacks on IoT are already being used by
criminals to form botnets, launch Distributed Denial of Service (DDoS) and distribute malware. This opens a whole new digital
forensic arena to develop forensic methodologies in order to have the capability to investigate IoT related crimes. However,
existing proposed IoT forensic models are still premature requiring further improvement and validation, many lack details on
the acquisition and analysis phase. This paper proposes an enhanced theoretical IoT digital forensic model focused on
identifying and acquiring the main sources of evidence in a methodical way. In addition, this paper presents a theoretical
acquisition framework of the different stages required in order to be capable of acquiring evidence from IoT devices.
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